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This thesis proposes the risk analysis framework of software from a functional
model which emphasizes on analyzing the risk of object behaviors. This framework
assesses rnisk duﬂm}"' analysis and design which are in an early step of system
development. |t may help s'gﬁtem developers know the prebability of each failure which
may occur. The obtaifed resull.can be used to manage and control risks in order to
produce software wﬂh hig’h quality, and mcmﬁa time, cost and resources,

The proposed framework for software risk ~analysis uses Use Case diagram fo
represent software functions mwde::l by the symam Class diagram represents structure
of the system, and Seguence diagram and State Machine diagram represent object
behavior and interaction ameng ubjet:ls for sysjam 11; provide a promised service. Risk
analysis of object is computéd frﬁm a number of truth values of predicate which are
generated from a condition_of ransition of a siﬂi&mam‘una diagram, and risk analysis of
interactions among objects is computed from dynamic coupling of object interaction in a
Sequence ﬁagr:am. Finally,.all risks caused from EE;:h,sJImlE.ﬂmﬁcf aré integrated into a
scenano risk and a functional risk of the functional model.

Moreover, a risk analysis tool is developed to support the functional model risk
computation, Tool validation is done by computing the results fram tool generation and
manual computation. Bolh results are the same, Also, the result from the proposec
framework is consistentwithrihe other relaled research. Anaddilionalimpartant part of this
framework is the risk computation caused from a condition of a changing stat@ which is the
rool cause of the changing of object behavior. Thus, the developed tool is benefical for
software nisk computation proposedin the framework.
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ol L
21 Ngenviinesuel

ludlaaduraanisise gaduldAnmufanudiiiaudnilufesFoufuuife uns
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wouidnsdes fail

211  msuTwsaadles (Risk Management)
AIBIREY [2, 10] wufia n':ﬂuﬂﬂﬂ:s.ﬂuﬁﬂ:l.ﬁnqum:iu AIMEE Y
wiansuaedy ildliawnsoussgfsiaquszasirasesdnsd Tadundnn rﬁuj'm-m#
mstitnsac A uidrfsprsndinsaragnFands uanssnumtados (Risk Impact)

vdeiladuennidius (Risk Factor) Segnilunsudiu

RF = P(UO)- L{UO)

Tnu RF Ae fadvpanidne

PUO) An Anandraziilu (Probability) ¥83nasdinuadnsaliRaszou
{Unsatisfactory Outcome: UQ)

LUO) Ae arudunan (Loss) facldfudlenmuadndilifalseou
Fand1afingu

sanfigneesronudeaiy Duwdnmstafurdesiumanisallifinlmsou
fenadeduluaunan i srinalilunsmasndanank dhuldmsdnguseasd il
sefnslffumudone Tennudvsdniuasdosfiasnanannivsuiuneamgnisal
ATTH L#ﬂ-i ﬁfﬂ‘qxlﬁﬁ#‘u ﬂﬂ:ﬂ’lfﬂ“l':',l-.l"l[ﬂﬂ']"!l.ll.iﬂ“'iﬂ “?ﬂﬂﬂﬂf:“u#ﬂﬁkﬁﬁ{lm’l”}.l"l ﬁ"l
wmnsliansTuiiatu Jniseslhduiazdoulunisdndulalunsdassmineing e
msuilaflyuaierssdisduldisummnsaiilifameouasistusis dafusanio
azduneldin wgniraRafiamdul AR asfstudwsfinanszaumn farsszgnauls



Wmnudlannni mansafifianadisrugauslifinanssmnideiiuansznutiensnn au
agluszAuTuesiuld
dwfulasanisiitgifioadeswanuany iy gnén e G dingaine
Hudy ssiinisissanuadndssammmzai bifalmsouniisneiusenlunnues uas
Whwngsssdifudesusiasyana
Fau nastiRwnzpanREs wpe nasnesivFenn iR iefissdans
fupsRusRaisssfnT Jnlsneudon 2 Sunsundn faii
1) maesSlum e (Risk Assessment) dhudunsundniiisadasiy
#uns seluil
(1) msssyanios (Risk Identification) (hinsssymndusiienass
ArduiuTassns Tam nﬁnﬂtﬂuﬂi’aaﬁumn:qmwLﬂmﬁ’uq:nuﬁq nasiniyddire
(Checklist) nsaffruisuinlszaunisal uaznisusneaniludaugen (Decomposition)
(2) P Tp e SRS (Risk Analysis) iluninlszdiummnivasiu
sanegeyililaziiedu uazrnquusasiuss A RaeR syl Jamaliafiiioadeg
funifiiasisiarndueassuds wuudinesnn iAo (Pedormance  Model)
uuUSIa8RuRY (Cost Model) nFilas1silAgainn (Network Analysis) nasitasisinas
AnAulan1antn (Statistical Decision Analysis) wasniraunrsiilsdu@aqonin (Quality-
factor Analysis) 1y AT nEene an el uazAIETuR Wuky
(3) n1ﬁnﬁﬁumw&ﬂmum'ﬁmﬁm (Risk Prioritization) lunag

W

$ndndurnsmadrAgsssrudusiiliiinnsgnesyussitereiliuda Jannied
Ferdestunsdrdunsmdrdgresrnninesssanis memeidiuiiianaioe uas
msiarsiuansenussintsanARE
2) nﬂIMUqunTﬁmﬂm {Risk Conirol) dudunsundnifeadastusons

Aol

(1) nsanuaun nAmIAIINBYS (Risk Management Planning) lu
ATELAUNIIIBINIRBUUB NI N Na12F19] JaudmeTunlunisssysemsauide
Famatiafiiuadesiunmnawaunininsao s s rani manigdairsres
mafianasuenaades nsieasiueysloniuasfuyy uszuasgaudalarauns
I:Juuunmmmnumm‘hmmmdm

(2) nsusnasles (Risk Resolution) lunsa¥rsaniunisafis

& e - IIJ A
#umarsdnagnitda wegnufla JamafiafiAuedesfuntsuanaadosazsands



nAPIAUMLIL (Prototype) eS8 (Simulation) nsdanfuuifouanssous (Benchmark)
mSiAsinrEwting (Mission Analysis) uﬁ:iﬁnnﬂamunnmﬁ'nﬂnﬁmi’m

(3) n1zATIsseUAIIRD (Risk Monitoring) 1HUNTZUIUNTARRTIN
arafinawtinlunisuily ussdssfiunanssianisudlnanndsesitamnisasaes
{rsents JamatiafiioadeafunisamaneuraiiBsszanie dasmatlunisisnas
paafivanti wazsenisaasds ginluusasdiland udssideu wiedaanailuns

numaulazenas ussRsmananlesdusRoussudlarmnnBostamnz e

212 nsausw (Framework)

nraudIn Aamsuynsuesulmi (19] WAMAWiaRaldd dularais
#qnﬁﬁnuumﬂﬂﬁuﬂwuwiﬂnﬂhnnhqqzlﬂu#ujwiwﬁjiiqﬂiﬂq nea¥ia wiadi
nrewitalrssaeiilszneudasouiignismsuasgninaudaniu vieduninineulu
ney

AufuvdfiAanssuseddun? [15] neeuetu et nreenuULEe
wuaRmveangusunslszgnaiduiudiluTasumile Teuuamndaiausatian
shradulrunsulszyndideglernld daensevanildimnnlideduininiou
Tusunsnlszynanildnwazewizfunduynais uinseusussdandimunluns
-i'nm?ﬂﬁ%m:uﬁﬁrum:1'mi'u'inu.nu-Elrymunﬁﬁmrﬂi’uﬂ{am:mumruﬁﬂmu*u#iﬂu
A1 nreue T gnldetananb@rnrsusadduaf nowewiziunisfmmsiuacesnuu
Aeimg Tanseusidsinquingaiigniiaisn fe 1133 (Mode! View Controller: MVC)
Taoforsseansausudsing Ae nreusnadluiantesasiadasausanniseenuuniis
wwsssd ATy wiiensasadieiy

Tunmimungedsuad [21] nseuau Ae Tasaainadusyuigniuunly
doufulassninimurtenfun s nnogmiTh dussimun 14 nsaustuensazsauis
Tsunsuaduayu nusFnnAnda (Code Library) nsnmAa (Scripting Language)
winserlduafauy RdroRmuuasdeuse fusasaeninmudine lulazanisimun
sarfuaf

snfignasine seanseuanildngiann nrswauiilesfusnsradugenty
%uwd furnsinsauaulidmdnile elaanles fufusnineindeine

| - - .
st nreuvielassaiaihlrneukandaulsznausiie figninwusliiinmise



5 [ i - :r ] & -J e il
foufiu Tnousasdiudszneussfifunaunanszusunislunasitauiielfuseqis

dnqUrzasdresnu

augiRYeInTeuNURRiMIsanULUURR [15)

1) nseusuilungnssmesdnnlszneudie Adawiuuniniandunild
s ludrureenisiasisdl naseenuuy uasqaAnds Janseusudesiinuanysal
(Complete) AnzaBaueguld (Flexivle) annnaurtlk (Extensible) ussamrradinlald
41t (Understandable)

2) nsaueruiisanuuuRviedilases¥ efia nﬁtﬁﬂquﬂqnn!’ﬂaiu'l.uﬂuﬁ:
feanisazindall douiiiindllssanssalssneuiulasiiuanssnuiugaulszney
15-:r1m1.mmil-tﬁ‘nuﬁqn

3) neavsauast munuundiaesidimudanivh dadamunzan
efissifnnatRnuasssBvninsanisinm

4) nrevamulunsairshisunnnlszynianaesinuuiideg feslddo
asneTruuililing uas@ouidiideniidullé

5) ngauainasiunumlumsissauniasaniislausan ussnisivares
mzaaumniulysunss '

6) nEavTUNIA 1=aiu'1u1ﬁumﬁwﬂf:nﬂuﬂﬂﬂﬁm uRSAIATUMA AN

[ -4 _ - - = —r 'J - L
Amfuneartiuaiuligm WenasesunssuuRAs e W ufiannafuaiu

msduumlssumesnsaunu
suamaslunsdeunnseuruiinatndnene luiitasnaaianisdawun
Ursamasansenenad 3 fnsous el
1) NI NTILTHABBLALASUTNT [14] Snnnuwialssum fail
(1) nreualdsunnnlzzynd (Application Framework) siusyunis
visunsunsanlszgnd viesausealusunsalszgnd
(2) nreusulauiu (Domain Framework) aduayunIsisuIdIwiy
Iﬂmnm‘[nmu“ﬂq']
(3). nrauauaduaYM (Support  Framework). IWuFnarlussussuy
wilaunndinwiudeys viesliumpunisAianuunnszans

- - q -:
2) NIEIKUUNNISLAIURITIATeIN M UAReY Hnrudadssum Al
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(1) nseusiignivlauaniilaunssy (Architecture-driven Framework)
g umesdietiniuuss S ddssduuidafeliaansaldaulédwa
HIn

(2) nmwmﬁ’qni’u‘fmuﬁqa (Data-driven Framework) #1Audau
Ursnaueesding  Lidesdnudiduieliianinsaliauduouinn uissinliuadnsd
d8drm

3) msduunnsauludnrursssnsaususenfuaf (1] Jaduiign

uuufumnﬁqn finrutialszunn Fod

(1) nzsvusuulasiuand (White-box  Framework) nraudugnidlu
dnmznidunen Feadalanmssansaunuitefissannsoldnseuanld

(2) nravmutuuudnuand (Black-box Framework) fioulsznausian
seansaufaignieuiiuienasaiulunnnnlegnd e Ruuddladouse

Urzau (Interface) Wiainsinres (Protocol) seadaudrzneufissamnsoldauls

NFEUAUNTRAININTBUNIY

NIEARUINTBLAY ﬁﬁ’nqﬂr:mﬂﬂu::uﬂ-w:ﬂﬂﬁ' uuasTamruilouiain
ATy (Bottomn-up) Tﬁuﬁ"uﬂnnﬂrﬂﬂqmuﬁﬁmmﬁﬂmmﬁﬁﬂqf LT RPTL RETRER LT
s liudneaisinn Iesanmsudiiogm Wnslinssmunisiannseussinas Gy
Wananseueuunlafuendieuidasesiannlldunseuemuuuuufinuend Sunenly
mmimnTeUuwssandh 3 Suney Al

1) Tiemsdrouamreslgun FoufuuiAe uasifusaurandontiires
Tusunniifeamaaiis

2) senuuLLLIARTANINTaRIzasliRseAgIY iFTetne uasnuljlunis
sfueiusunsnlsegnaiiu

3) weaasunrauad Iaaldnseulunmsufilgmidcatng

NIBLHY qnuanuﬂmﬂal.f-:mmu'iﬁmnfmu'ﬂm-lﬁmﬁ'mqu lmuayoyml
deanuuuusedimunTisunsdaa s runaudesnissasseriurfunnninfiaz
@omardwmiunisfarrunmeesBoarsdusisrsinisdawioussuuiiind it
usnaaniinsausudssanazogniansniunssusunisuas A tuladn gildlunas
whilqyitilpnsdudenldnkon
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213 NETATRILAENITIATIEMNANSENY (Failure Mode and Effects

Analysis: FMEA)

mazdadeuaznnmrrsiuanszny visewduie [4] A nrsuauaiun
nazindes (Failure) lussuugniesiiteiansuiuadnd wiessnssnaeininrines
Hilussa u.n:uu'm11:i’ni‘mmm:inmwmﬂﬂtﬁﬁu nazdndeauaznisiasd
nnnt:ﬂULﬂuuﬂn;:1uwﬂqn1:ﬂu1:ﬂqnﬂfuﬂ;qﬂﬁuiuliluqnﬂqu“?nunun1aa
neEnaanat i usntewdsmaivesAnz dnrniaunliulddunielussdngsneg e
uniuan

nzsurunaeviBudie (FMEA Process) msssiusuidudnaiunszuouns
penuuLTTULL Bsfu u.il:lwﬂ:qnﬁqiﬂtﬁgmnﬂnuuuqmﬂﬂuuuﬂnq Uasiuns
ﬁm:'1:ﬁmﬂl.iﬁmn':H::ﬁqﬂ:mﬂ#muﬁnuuui’quﬂ;’uﬁmuﬁqiuqnmmﬂnwu nas
Ainreirasasgildidetlfumonisemfouasisnss ynanssufignussdunadnd
nnFeEsiiedifiierorazgniisfinuasimuasy Wmansan mulinnienans
stiasumasune Tunaulumsnssinedduiie Tae i

1) fmusszuLRssieal nsimunsz Uiy saiatanisssyfaidu
mulussznsdasde psimeansdades mrusseadsafiursarn s
nseBuALIRILRaAATE WAl (Mission) Tuﬂﬂﬂhuqﬂqﬁihﬂa::uqﬂuﬁﬂzﬁﬂiﬂuiuuﬁn:
arzwiiail anszud uasnaznasddivey GUESTEERUTLERELHTRTE CHETELE
fnwusemz@andey waresanisswiniinaamis nsliurlorireasteciliouns
viaidu uszdayatieenseudacrunis

2) a¥rsudantoununin Insusunmdsdsdduiauanenazdnfiunas
prnduRusTswinatu ussnsTudefuredBuRA (Entity) ﬁqﬂqrﬁ'uﬁnf:ﬁ:'uﬁ'u“?aqn
afadmiuusssTarauuy (Configuration) FunsAsatunisdeedrzun ﬂnizuuﬂ
Aeusiensazuansly

3) mamnaEm s EnariafesrsdiuselzauiianssnifinTurmun
UAZAMUARANTENUTEY N Ui T uresssuy usznzswtifipasnsii

4) ﬂ?:m"uulin:n'r::i'n']’ﬂnmHnﬁ'ﬁﬁmﬂnﬁniﬁqqnuﬁatﬂuﬂ:zmn
TBIATIUTULS

5) ssyfiinarAzaanaradiaied ussianmusf IniumsIAILIBusn:

nmazindes
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6) sxynseenuuLAignies wianiansyiiBur ffaans Refaziriaman
infns wiemuanmAu:

7) sryuAnIIILIBINAINITNTIQNARY WieAnerrdTse L

8) dmvenasnasiasel uazaglilymidlinnnsoinlignieslkiag
mresnuuL uAzssynITALRMENE RedndlufwFunasanru@smiuindes

NITAIUUNATINIULS (Severity Classification) dunisivundiiafiazin
wianriadafunnmensdnffesssiistusanniseenuuufidanain sifenann
dnfetr8anreenuy mri-lwrm*m:r,]nﬁwuniwi’uuﬂumw:iﬂmﬂqn:.-:q g
Sruuntlszumeacmpuurantinihy 4 sz Fadell

1) _sEAuwatg (Catastrophic) fumsnisdesfiansasilua Inginantg
me WieA @ esesLLen7s Wy emAu N 506 Wiesils uaride Judy

2) szdfingm (Critcal) WuaruBanssdadusimmreanisnadud
puuss Aranfowiprenindfuiidrdny Weanudomiosessruuiid Ay Tadunsls
Ruwaranisma

3) szfuRsudIeings (Marginal) Wluminfeanarsisensaziuaingaes
nsumdudntien AonEowisssindRuibis Ay wiemu@oussesrsuuin
@dnterdsdanalifanisdrd nileruduwnsssnsisionoenss

4) r=Audinian  (Minor) n'nuﬂn'nmnﬁlﬂﬁﬁﬁmlﬂtﬂunﬂtuqtuanﬂ:
vimdy nsduwovemindiv wlansfownsssrsu wissiinalunasiigainmiiachl

dusmunmursnng

214  m@uuea (Unified Modeling Language: UML)

gifiuuen [1, 3, 6, 13] Ae wuudmennnrsuilivinnisesnuuuideing
plunursanimgduuenssidydneafiin s miuntsesnuuy fagiduuesas
UsznsulufsutudraesFafaidy (Functional Model) uuudiaeadalara¥ig (Structural
Model) kazuuudae3@ g Ansss (Behavioral Model) weunwydiussiiuadesiuay
Imeaiinusisduyduuen fu 2.0 Talrzneudauununm dareliil

1) uHunMysAn (Use Case Diagram) luwuudiseadafladduuanaiia
Aaffusrumdnsserzun uasslimsssdWanuszuuiinnisUffmudiudafunuaes
vy (Imousunangairstsznaudromneduiuflumesunn n) lugli 21 wsns

- i i - :
doulrzneursausunmysiassssssuueTiduethedie SellnoaEunsal
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(1) ¥BUIATBTEUL (System Boundary) AB JBULIATEINIZUIUNIING
gina ﬁﬁiﬂimm&uﬁﬂﬁ’u&ﬂmﬂun sovRmRLL

(2) :}'Lﬁm{m (Actor) AR qannu?m:uuﬂﬁi’uﬂ:ﬂmﬁﬁmﬁm{ﬂrTu
Wariduanumdneesrzuu iy ssuuefi@ussiignAn (Customer) uazswIA? (Bank) lu
fifmadeaiurzuy

(3) ymAa (Use Case) As dousesfafdunimitaundnassssun Ty
usaafhundfusirfdedsfiuemilun fi Wy souefduesifafiununimnssey
e (Validate PIN) nisasuo duemiuadwm@e (Inguiry Balance) uasnizneuiu
(Withdraw Money) usiu

(4) ArmduufuL ntideiea (Association Relationship) Aa Wuidan
#unmn11ﬂﬂﬁ'uﬁuﬁ'ﬁur=udﬂq¢ﬁmimun:qmnn Wy udenssuinagnéuazng
psaaneunis uarudiiuiuuvarodense JaanosudignAuilsauszniziong

e
Aroanaunia ldnatuafs R iunsamassumisauzagnnzzinldlaugnitvai

AT
ARULYRVBITEUY
w Automatic Teller Machine
System yALAn
L |/
ATTHANWUERUY

nndasnlna )
d

oY=
A\

Cuslomer Bank

., o
| %

gifimatas

J ]
7% 2.1 dowlszneuniunmysiasaearsue i

2) WHUNTMARTA (Class Diagram) (uuuuS1ae2anA (Static Model) via

wuudseadilaraii Assuazanduiudsendiania sauliiguaniRvansin Tug
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i 2.1 uamadaulsznevrsEun AR AT ST LLIE TSN (Imuonuduiudesausaunin
ARIALARILWIARYAN N) feiirwssBuniad
(1) A8TA (Class) An uReNTAFeTY iWedauiu uazdansieynredrzuy

uAnzARInazUszneuAtninAain (Class Mame) weniiof (Attribute) WAZLBMESA
(Method) 1Hmnqmﬂnfmﬂm1ﬂ iy ARYR ATMConlroller Usznaudianaazi@an
i’aﬂ

- 38ARa Ae ATMController

- ugndllad Ao status DupuanAeeasia Husmadadoures
fayanau dau frniuurinas@usrsansrady Tedaures waniladraa nnlu
araataazun I wmiTusnnusdng naluseinmaEmuriula

- wimsea vislawlefisdu  (Operation) Ae cardinsert)  uas
pinEntered() unirnzssinifafaidu Fasaswnzonssinlé

a - A ljan’iﬁnﬁ Fanam

i

-
U 2.2 dovtlssnauusunanasnsasdzsuueiiv

(2) maufaius (Association) ARQUITRIAMANIBILHUNINARIS A
mrusam gt uiuAR Ry ARz duussd oAl i 34

= - e -ll'l L
Wuvunuinsearrruduiud yansnidaiifuarinaduBuuiduidsveniiadtuoy
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AuRiuSresBuaumit (Instance) ¥83AAA AuBuAUATIRIAR 88U uanaluiaes
dwnuliseigauaznniian
3) WHUNIMAAL (Sequence Diagram)

usunmardu iluuuusanaanadn (Dynamic Model) WiauuLS a8
wadnssy fussslidiuiansissefussndneingiafafiuninitauluiuuiile s
nsdarudernuzzwdteiafiunimienlusiiunile luglil 2.3 wansdnalszney
dusunInRIAuIsInIsRrasasusia (lasonafuiufresununinersiauanslu
AR 1) SelsasELnFT

(1) Ang Ae Srgiidusdesiudidunasinaulasnisiniedsdany

(2) Wudin (Lifeline) Ra niuﬂqnﬁwumﬂmﬁuﬁn-:m-fnq'lm:w;i*n
ATRUNTIIN Y

(3) MnARTNIBININIERN (Execution Occurrence) A AMALNANEE

uaw Anaiueguududin gnimusdleingfuteddenin

WpaCardDatal | i b E E

e Z i i deAny | |

- H £t i TRE | i |

R R A TR k| i i

=_. - i‘ I

] e araoin] : '

' vt caniCinla] : 3

| H et s | H

: : B | . :

mmfsfures | '
: ' [vait] rameasaa]

madsEin : et | IR .D

i i !

; ; d.. ..-nﬁ‘..-..!.,'""' ;

J i L] -
1 2.3 dnnlsznsusaunmianAutenisnsasuIia
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(4) demann Ae WumalunisdadeyssandnquileldsBndnguils Taufl
nirFunfnfiumsindaquiliazuanadugnrnduiiy ussiifamnuinfusguugnas Tluds
FngRdesmeGunduiiung lurasfimedandussuansdugnanduls unzArgninfuly
LuQnAT

(5) nreuniFum (Frame) A UFumMBaLauN AR

4) WHUNTNAWANLLTTY (State Machine Diagram)

wrnasLsady Muuuudisea@mgRnesy Jauansfarnuuansig
sessnuzsednglussninmanadtiiugnsafladaa it i nguilsnAsusnanius
wilalfuEnaaauzuile uplit 24 dawlszneusnunmamnunriuresnans
ATMCaontroller (laga nufumugssaununmamnussiunandluniaauan n)  dafl
T

(1) AR usiFadiv (nitial State) Ao §aFHALTBIRILA A EMLITTY

(2) anux Ae Anwzvesinglunaunm

(3) antuslseney Ao anTusilssneudanantustennieslu i'qpﬁg 24
Tuusun s sRuiiaoeslssnerds Processing PIN Input Fanelulsznaudan
anuzdsefiunnaniznlfuuaousnisly AU 2.5

(4) n-mu:imn (Final State) A 1niuqnm WHUATWAAMLNTTY

(5) wanTel e mqnunﬁtﬁﬁuuﬁﬂquﬂﬁ Fanasuasuulassoius

1933A0
6) feulanifa As Inafyiudsfesgnassaculidusisieufiasiia
nslRuusmuzensing
whenjinformatonDisplay) WO souslsznay ATl

[ AR r‘Llﬁ'uu'li nin /J

unsuddu ‘“"“:i“'."

-
7U# 2.4 dowtlrsneuusunimaanuiTuredaatn ATMController
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when(PIN)
e
.@LW|M PIN_count=3] | Vadate PIN

pﬁ’ 2.5 dowsznauusun mawmnusdudeaniuluanunlszney Processing PIN Input

(7) umtuidu Ae gnrl:r'ﬁL"Eui'fuﬁ'nmlIuan-:'lﬁl.ﬁuﬁqm:l,ﬂﬁruuuﬂm

" wr -
aonuzresiagananuzuiilid@naomevii

215 nnmnmnmqﬂ*mﬂﬁﬁminﬂ{u (Triggering Event Expansion Rule)
4 nJ - Y -
mqmmﬂﬂmmr:iju (Triggering Event) Ae wanazadivinliunsudduliin
- - .J -J
mslasuwlasluiaunamawmwadu e WiiansuAsusousananuswik Wy

gnanruswil uawdde (5 Vssyngnisensmanisoiinisnssdu Jsfiasanngnis

A aiiinsnsu Fail

@T(X)y=s-X A X' —{1)
@T(X AY) =X AF)A(X AY)

= (X vaF)A(X AT —(2)
@T(X v ) e~(XviIa(X'vl)

(=X A-F)A(X AT —(3)
@F(X) = X n X —(4)
@F (X AY)=(X AY)A=(X"'AY)

=(X AF)a(=X"v=l) —(5)
@F(XvY)=(XvI)A~(X"vI)

=2(X v A(=X" A=Y —(6)

sanngiredutisnusacald fal

@T wia @F uaumqmml"ﬂﬂm:m:ﬁu FonnpAEi e X feg
Lﬂ#ﬂmﬂaﬁmmrzﬁu'lmﬁnmnﬂ#uunmu:'luunmii’u i X Ao Arlusaduees @7
Wit @F

@TX) wwATuG A X Feafuuainuls Ty 931 SeasinlWifianqe
wiApusnius

@F(X) WaeRNGT A X Feawlfuusinsds du ois Soinlidanag
wianusous
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X uaz X' wnudrrsamgnizadieuntinssdu uas Arseavanizaindanag
nrxfutssinlifansnfousonu

aanngia 6 ngilAusadredu sxfinsenfisrsnndnsamgnisaliy 2
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ATM System

Customer Bank

7 .1 waungairsssrsLUe R Eina i deyadndiile

<ownedMember isAbstract="Talse" isLeal="Talse" name="ATM Systerm" xmiid="2xH8zCiGAZACAgNm’
xmityp="urml Macel'>
<y Extengion xmiExiander="Visun Paracigm lor LIML™>
sysiemi=
<isRool xmi:vatee="{alse’=
<fxmi:Extansion>
xmitype="umiLseCase"> '
<urni:Extengion xmi Extender="Visual Paradigm for UML™>
<ERO0! Ml vaue="Tas 1>
<rank xmicvaluss"LUinspecified/>
<fustificaton xmivalses")> .
<parsinesshiodel omivalue="Talse"'>
<gubdiagram xmivalue="X0syzCiGAGACASCE >
<homi: Extension>
<fprwniedbdamibars
<opwnediember imADsiraci=*falss’ slapf=Yalse® name=Inguire Balpncs® xmiid="28ACTOIGAGACAZRT”
wmktype="umi:UiseCase™>
<xmi-Extension xmi:Extender="visual Paradigm for LIML®>
<isRool xmivalue="alse"/>
<rank xmi:vahse="Unspecified’/>
<justification xmivalue="/=
<businessModel xmivalue="lalse’ >
<jownedMember>

21l .2 dousesuidoyndnddulefiaenadesiuumnmysien
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<gwnediemnber isAbstract="Talss" isLeal="false" name="Withdraw money" xmiid="ZawCzCiGAGACAgSD"
xmictype=‘umiUseCase">
<xmi:Exiansion xmi:Extenders™Visual Paradigmn for UML™>
<isRoot xmicvalue="falge"/>
<rank xmivake="Unspeciiedi>
=justification xmivalue="/>
<businessModal xmivalue="ialse">
<l Exiengion:
<iownadhembars
<jownadMember>
<ownedMember isAbsiract="alse® isLeaf="nise" name ="Customer" visibility="public” xmiid sy GPRzCIGAGACAGPY'
xmictype=umb-Acior'> :
<xmi-Extension amiExiender="Visual Paradigm foe UML™>
<businessiodel xmi-akue=aise">
<pumi-Extansion>
<jownedMambers
<pwnedhember isAbsiract="Talse” isLeal="false” nama="Bank’ visibility="public* xmiig="158CICIGAGACAgaK"
mitypesumlActorts>
<xmi:Extension xmi-Exiender="Visual Paradigm for UML™>
<tsRoat wmiivalug="talse"l>
<businesshodel il valugeialeal>
<fxmi-Extension >
</gpanedMember=
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<gwnedbember mAbsiract="Iaise” isLeal="Talse” name="Class diagram of validat PIN' xmid="UrTCzCIGAQACAgrs®
<omi:Extension xmi:Extenders"visual Paradigm for LIML">
<mRoot xmivalee="alse’f>

<urmi: Extension xmiExtandar="Visual Paradigm for UkL">
<meturmnTypeDocumentation xmivalue="/>
<temi Extonsion>
ihwmﬂwiw-
ImADsiract="Talse” isLeal="alse" isQuery="Talse name ="ejectCard"
ownerScope="instance’ Hﬂww ﬁhfwrﬁmﬂmw
=gwnedPerameler kind="refwmn" type="null_id® xmiid=" KHCzCIGAGACAGW relem’
Xy = Ul Pararmatery =
tﬁEﬁﬁme for L ">
- =homi; Exlansion>
<ownindidambers
xmiid="gIvCZCIGAGACAG I il m-ﬁnm:-
mmmmmﬁrm&
<isRool xmi:valse="Talse’/>
<ixmicEdansion:
ownerSoope=Tinstance” visiblty="public® xmicid="baAlzCIGAGACARBS" xmi type="umiOperation*>
i <ownadParamater kind="returm® type="nrull_id" smiid="bsAlrCiGAQACANES_retum’
wmictype="umil:Parametery>
<wmi:Extengaon xmicExienders"isyal Paradigm for UML">
<retumTypeDocurmentation xrmivalue==/>
<femi:Extension>
<jownadDperations
<rownediiember>

il .4 dausnsuiideundndulefinenndesiuusmunmania
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cownedOperation isAbsiract="Talss" isLoal="alse" isOuery=false” name="nputCardDala® ownerSoopea insiance”
visibilty="public® xmiid="hSYizCiGAQACANLW® wmi:type="uml.Operation™>
<gwnedParamater Kind="return® type="rull_id" xmiid="hSYizCiGAQACARLIW_raturm®
amiltype="uml:Paramater>
<xmi-Extension xmi Extendar="visual Paradigrm for UML™>
<raturmTypaDocumantation xmivahe="/>
<Jxmu Extension> ‘
<jownedOperation=
<pwnedOperation isAbstract="alse" isLeal=¥alse® isOuery="Talse" name="requostCardDaty’
mmmwww
<ownedParametar kind="retum’ type="null_id" xmisd="0TELCIGAGACAN._returm’
mwm Parachgm for UML*>
ey TypeDocumantation xmivalua==>
ki ExlEnsion >
W
WWWWWMWW
#m
%mmmmhma
 <isRoot mmizvaue = Taise>
<businsshodel umlvalugstalse’r>
 <subdiagram wmi value="08pazCiGAGACAGHR'>
<fxmi: w ,
<ownedOperation memmnmw
mww MW&' xmitype="umi:Dparation”=
mwwn i ="IcBizCHEAQACAMI_returr®

Eitypa="urm-Parameter =
<xrmi-Exienesion womi-Exiender="Visusl Paradigm for LikL">

muwmwmﬁmﬂv
<ymi-Exfension xmicExsnder="Visual Paradigm for UML">
<pyRool omivalue="talse">
<homi:Exjension>
<gwnedOperation isAbstracti="alse" isLeal="alse" EOutsy="false" name="validatePIN"
ewnerScope=Tinstance” visibility="public® smiid="cCECEAACAIOM" emitype="uml:Operation’>
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<ownidOpenation iAbstract="taise" sLeaf="Talse" isOuery="Talse" name="TinpulCardDats” ownerScope="Tnstance”
visibility="pubilic* xmi:id="hSYZCIGAGACANUW" xmitype="uml:Operation™>
<pwnedParameler kind="retum’” type="null_id" xmiid="nSYizCIGAQACARLW et
wm type="uml:Paramater/>
<xmi-Extonsion xmiExtender="Visual Pasacigm for LIML">
<ratumTypeDocumeniation umivalue==/>
</xrmi; Extengion=
=ipwnedOperation>
<gwnedOperation isAbstract="{aise" isLeal="faise" iOuory="Talse" name ="requestCardDala"
ownerScope=Tinstance” visibility="public* xmi-id="OTERCIGAGACAN" wmi type="umi Operation">
<ommedParameter kind="rsturm" type="rull_jd" xmiid="0TEIzCIGAQAC AR _feturn®
xmil:type="umi-Pararmeter>
<xrni-Extension xmiExendar="Visual Paradigm for UML™>
=rgturnTypaDocumentation xmivalse==y>
<fomiExtansions
W
<cownedMemier isAbsiract =¥alse” isActive=Taise” isLeaf="alse" name="ATMControllar” visitity="pubic"
X 1="Q_DECIGAGACANNS' s type=umi Class™>
<xmi-Extension xmiExiandsr="Visual Paracigm for UML">
<isRoot xmivalue=Yalss's
<businessModel xmivakua=Talsa">
<fxmiExtension=
wmm-wm isOuery="talse" name="cardinsered"
ownerScope=Tinstance” visibilify="pubic* omi it ="IcEZCIGAGACANLY" xmitype="umi:Operation”>
me—ww Emiid="icBizCIGAGACANI_feturn”
Xl typeumi-Parameter/>
<xrmi:Exignision ami Exiendar="Visual Paradigm for UML">
«returnTypaDocumentation smivalue="/>

<ymi Extension omi:Extender="yisual Paradigm for LML
<retumTypeDocumentation xmivalue==/=
<fomi: Extangion =
<frwnistOperation >
%, i
<gwnedMember isAbsiract="aise" tsActive="aise" isLeaf="Talse’ name="BankSarver visitality="public’
cxmi-Exfenesion xmi Extender="Visaul Paradigm for LIML">
<isRool xmivalve="alse’/>
<businessModel xmi-valua="talse">
<hemi- Extension >
<gwnedOperation isAbsiraci="false” isLeal="aise” mCueny="lalze® name="validatePIN®
ownerScope="instance” visibilty="public® xmiid="cC8lrCiGARACADM" tmi:type="uml|: Oparation"=

71U A.4 dquseaibdeyadndidulefinesndesiuuinmaaia (de)
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cownedParamater kind="relurr® type="ull_id" xmiid="cCBaCIGAGACAIQmM_returr” kmitype="uml:Paramalar=
<gwnedParameter kind="Inoul” name="PIN" type="nuli_if"
xmiid="LumizCIGAGACAIQ" xmi-type="umi Parameter’>
<xmi-Exiension xmi:Extender="Visual Paradigm for UML">
<redumTypeDocumantation xmicvalue="=/>
<homi Extension>
<jpwmedOparation=
<jpwnedMember>
anm mm—mm‘-
< Extension mm Paradigm for LIML">
mm
w
mﬂm EAbatract="Talse" isLeal="false" isOuery="Talse" name="gatPIi"
mwﬁnﬁw mu-u,mammq- mwwwm
'ﬁurlﬁnﬂnn xmi-Extander="Visual Paradigm for UML®>
wmﬁnmmﬂm Amitwale=">
<jxemi:Exfregion>
</gwnec iperation =
memwul-ﬁw isCuery="Talse” name="InputPIN"
muﬁmu--'hwmlihmﬁﬂc' warig=" 10 J2CIGAQACAIZT xmitype="umi-Operation®>
mﬁmww typo="null_id" xmitid="1uJizCIGAQACAL_return”
wrmi-type="wml Parameter>
<xri Extansion. xmi:Extander="Visual Paracigm for UML">
<retumTypeDocumentation xmi vaiues"=/>
<tomi:Extension=
=fgwmisdOparation:
<ganidOiparatian nww w isGuary="Talse" name="displayMer’
m-‘lqw vigibility="publc" womiid=YGZizCGAGACAMK" Wm =
' <xmi:Exiension xmi:Exiender="Visual Paradigm for UML™>

wmmm-w imActive="alee" isLeal="Talse” name="ATMTransaction” visibiity="pyblic"
<xmi:Extansion xmiExienders"Visual Paradigm for LML™>
<isHoot omivalue="Talsa">
<businesshodel wmivalue="Talse">
<homibExtension>
- ownerScope=nstance’ visibility="public” xmi-id="e_SzCiGAGATAT ™ xmi type="umi Operation">
<gwnadParameter Kind="returm” type="null_id" xmi-id="0_S@CIGAqACANYA_feturm’
wmitype="uml Parametac>
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<xmi:Exténsion xmi-Extencer="Visual Paradigm for UKL >
<rotumnTypeDocumentation xmicvalua="/>
<himic Exiangion>
<jownadOparation>
<pemadOpearation sAbsiraci=9alss® H_nl-'hlm' isOueny="alse® name="updateSiaus"
MWWMWW “uml:Operation”>
<gpampdParamatir wwwmummmmmmw
xmictype="uml-Parameteri=
mmmwm LA™
<relumTypeDocumenialion xmivalua="=/>
<farni: Exiansion>
<iwmedparation=
<lgwnedhiembars
<lownedMambers .

I a4 dovrnauiudiayndndidilefisenndestuusmnmeans (se)
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<gwnediembser xmi-type="uri-Collaboration™>
<gwnedBehavior name="Sequence diagram - Validate PIN® wmiid="WusyzCiGAQACASCI
xmitype="uml-interaction">
<lifeling name=" represents="KAyyzCiGAGACASGo_reprosents” xmiid="kAyyrCiGAQACAS Go™
sty pesumil-Lieling">
<swrmii: Extangion xmiExiender="isual Paradigm for LML=
<getivation name="Activation® type ="false” xmiid="WyzCiGAGACASHM"

<lifiinal>
<xmil: Extension>
<poveredBy xmiidral="UNyzCIGAQACASND >
<goveredBy xril-idrol="ROMKZCIGAGQACAIY 2>
wmf_ﬂlﬂmlﬂ'ﬂ
<magsage nama=" receiveEvent="UIWyZCIGAGACASNE" sendEvent="LIMNy:CiGAGACASND®
xmiig="UMWyzCIGAGACASNE® xmi type="umi: Message™>
<signature name="Calr operabon="BRICZOIGAGACAQUT
mﬂmw:mmw
<xmicExlension Mm for LiIMIL">
<ileralion wmi vahse="talse’ >
<gsynshronous om value="false"/ >
< furmi; Exlanshon>
<fgiganabehns
T MWEHW Paradigm for UML">
<number amivalua="1"f>
=asynshronous xmivalue="falsa"/=
<fopmActivation>
<achivilion xmivase=TWyzCiGAQACASNNT >

</massaga>
<message name=" receheEvent="wOVKzCIGAGACALE" sendEvent="uCVHCiGAGACAbed®
KM= IVKICIGAGACADE” xmitype="uml:Massage">
<signalure name="Call aperabon="03CirCiGAgACAH"
<xmi-Extension xmi-Exiencier="isual Paradigm for UML™>
<ilgration xmivahe="Talsa¥=>
CARMBRMOROUS Kmvalue="Talse™'>
<ixmi-Exiansion==
<fsignature>
=xmi:Extension xmiExtencsr="gunl Paradigm for LML
=rambear Xmicvalees® 107
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</message>
wwwmmwmm«
muﬁmmrrmww
xmi:typa="umi-CaliOperationAckon™
<xmi-Extension xmi;Extender="Visual Paradigm for UML">
<itarabon xmivalus="false">
</signature:=
<omi Extenslon xmi Extender="Visual Paradigm for UML">
it mi-.-iﬁ: ge="11%=
<ssmshrious Mn vekS=Tae'T>
2 3
«activation xmivak =g TyeCiGAQACAIG" >
=oemAsivation= - :
‘ <actvation xmivalue="1lKzCIGAGACAL XT>
ARl >
</message>
<message name="Tvalidyaturm(validPIN]" raceneEvent="ASXKZCIGAGACALIR
sendEvent="ASXKz CIGAGACALID® xniid ="ASKKICIGAQACALIP® xmidype="um| Message™>

=xmiExiension xmicExtender="Visual Paradigm for LML™>
crumber xmicvalue="12>
<agynshronous wmivalue=Tatse’>
<actvationamivalue="KzCIGAGACAL x'1>
=ffromActivation=
<loACtvation=
<activation xmi:value="8gTyzHGAQACAIGY >
<fAndctivation=
</xmiExtension=
=imessage=
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<mEssage nme=" receiveEvent="0gAqrliGAgACAUR]" sendEvent="0OgAqeCiGAgACAUR"
ik ="OgAnzCiGAGACAURN oty ="uml: Message™>
<signalure name="Call" peralion="TGZzCiGALACA4K
Mg ="0gAGzCIGAGACAURN" umitype="umi:CallOperatinnAcion™>
<xmi:Extension xmi:Extender="isual Paradigm for UML">
<itgration xmivake=Talse=
<agynshonous xmicvalue="alse"/>
“fxmicExtonsion™
<lgignatyre>
<urmit:Extension xmi:Extender="visual Paradigm lor LIML">
<number xmijvakes® 13-
<asynshaoncus xmivake="1alsa">
=fromActvation:=
<activation xmivalee="8gTyzCiGAQATAIGY >
< HpgmActivation=
<l tvation>
<aciivation xmivalee="ZnyzCIGAgaCAISK >
=hoActvation=
</ Extangion >
<message name=" mﬂmw- sendEvenl=1ZlqzCiGAgACAULIK
wmiid="ZqrCiGAGACAULLF WMHW’
wmwmﬂmmmm id="nZiqrCiGAGACALLIF
wmictype=umil: Cal OparationAction’s

=xmi:Extension xmi:Extender="Vigual Paradigm for UML™>
<itgration xmi-value="false" >

<message name="retum{acknowiodgo)” recetveEvent="kBY gzCIGAGACALWIC
MWMW sk typa="uml Massage®s
<signature name="Ratum’ wmiid="GAYq2CiGAACAUWED®
wmil type="uml ReplyAction™
<prmi-Exfension xmi-Edendar="Vizual Paradigm for LIML">
<iteration xmivalue="Talkss>
<asynshionous omivalue="lalsa"f>
< femicExtension=

<fsignature>
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<xme Exiension xmi-Extencler="Visual Paradigm for UML*>
<number xmivalee="15">
<asynshronous wme value ="akse"!>

wwmﬁmmhuu‘:
ﬂugﬁmmm-'hhrn-
=REyNIShronous xmivalue="Talse'i>
<xmicExtanision xmi:Extender="Visual Paradigm for UML™>
wmﬁm
mm Talsa'/=
<fromActivation>
WMMH'WP
</fromActivation=
<jadctivation: Ay
<activation xmivalue = TWYZCIGAGACASNMT >
“' - ' i ] ¥ J
<fmirssage > -
<Message Mame="recob.eEvont="3a 1yzCIGAQACHAS 1* sendEvont="0alyz CiGAgACAs [
muﬂmmqm:m:quw
<gignaiure name="Call’ operation=TSYzCIGAQACARLIW
mum1mﬂhﬂm
<xmi Extension xmi Extender="Vsual FIIM!'!EH.M‘?
<ilaration xmivalue="Tatse">
=gsynshronous xmi-value="{alsa"/>
</wmi Extnsion=
<igigrature
=yormii: Extansion xmi-Exiender="Visual Paradigm for LIML"=
<Almber xmivalue= 2>
' s
S
<activation xmivalue="TWyzCIGAQACASNR'/ >
<fAromActivalion=
=toActivation=
<activation wmivalie="a1yrCiGAgACAS o>
“=joActvation>
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<fxmi-Extonsion>
<fmessage
<message name=" receiveEvent=" gTyzCIRAQACAIGH" sendEvent="gTyzeCIGAQACAIGM®
wmiia=" gTyzCIGAQACAIGE wmitypa="umi-Message™>
<signature name="Call" operation="lcBizCIGAGACANT® xmi:id=" g TyzCIGAGACALG"
wmittypa="umi-CaliDperationAction™>
<xmi-Extension xmicExtander="Visual Paradigm for UML">
< furt Exlgnsion=
<lsignahure> A
<xmi-Extension xmiExtender="visual Paradigm for LML™>
=fpmasthation=
<etviion Kmizvishes="TWyzCIGAGACASNR>
o ! I%. ¥
;MMTWn
< ixriE xiansion>
ﬂhw#
<message feceiveEvent="anyzCIBAGACAISC" sendEvent="anyzCiGAGACAISE"
xmiid=anyzCIGAGACAISS' ami type="umi Massage™>
<signatuce name="Call' xmiid="aryzCIGAQACAISE
<xmiExfension xmiExender="Visual Paradigm for UML">
~deration xmivalus = alse’>
<fsignatune> |
<xmi:Extansion xmi-Extancer="isual Paradigm for UkL™>

<fxrmi Extgnision=
<imessage>
sendEvent="_nlKzCIGAQACAIVE" xmi:id="_niKzCIGAQACAIVT® wmitype="uml-Message™
<ggniture name="Relum® xmiid="JGqzCIGAGACAUIT xmitype="umlRephAction™
<xrmiExtension xmi-Extender="Visual Paradigm for UkL*>
<ileration xmivalue="talse" >
<asynshronous xmivake =Yalse>
<famit Extangion=
<jsignatune
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<xmiExiangion omi:Extander="Visual Paradigm for LIML">
<number xmi:vake="5"7>
=psynshnonous xmicvalun="Talsa >
<fromActivalion=
=activation xmivalue s ZnyzCIGARACALSKY>
<fromAcivation>
<todctivalion=
<aclivation kmivalue=TWyzCiGAGACASNMT>
enakics
<himiExension>
<Message NIME="" recaiveEvent="REMKZCIGAGQACAIYY sendEvent="REMIGCIGAGACAIYZ”
ximi i ="ROMKZCIGAGACAIY 1* smitypa="umi: Message">
<signature name="Cafl operation="1uRECIGAGACAIZT ki id "REMKIC:GAQACALYT"

<xmigExtension xmi:Extender="visual Paradigm for LiL">
r . e
<xmi-Extension xmi:Extender="Visual Paradigm for UML">
<nurmber ami value="67>
<asynsheonous xmlvohee ="alse">
 <nctivation smi-vahue=TWy2CIGAGACASNMY >
</fromaActhation>
EI 4 I-‘-‘ o
. <activafion xmivalue="ZroyzCiGAQACALSK >
<turmi- Extension=
<imessages
<mMEssage name=" receheEvent="LMSKzCiGAQACAIDS sendEveni= LMSKzChEAQACAIL'
wmiid =L MSK2CIBAQACAIDN" wmi typesuml Message™

<wml:Extension xmi:Exender="Visual Paradigm for LML
<number xmicvalue="T/>
<gsynshronous amcvalue="alse" >
< hrormAC Evation =
<acivation smivalue="Znyz CIGAQACAISKY>
<lActvations
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<activation xmivalue="talyzCiGAgACAS OY>
< b livation >
<homil Extension>
</messaga
message name="returmicardDatal” receiveEvent="5paKzCiGAQACALN"
sendEvent="5pqRzCIGAGACAlI" xmiid="SpaKzCIBAQACANT xmi:type="uml Message'>
<signature name="Retum’ xmitid =TpqKzCIGAGACAD" xmitype="uml ReplyAction™
<umi: Extension xmi Extender="yisual Paracigm for UML™>
=/umi-Extonsion:=
</signahmp=
<ximi-Exbantion xmi:Exiender="Visual Paradkgm for LML*>
<number xmi:value="5">
<asynshronaus xmi-value="false’’>
<fromActivation>
<activation xmivalue="a1yzCIGAGACAS O

< ferni Extenision>
“message nime=" recaiveEvent=""EBKzCIGAQACAIGE" sendEvent="XEBKZCIGAQACAInD
~ <signature name="Call" operation="e_SizCiGAQACAIYN" xmi id="CSpKzCiGAGACANC
amitype="umi:CallOperationAction”>
<ui-Extension xmiExtender="Visual Paradigm for UML">
<iteration xmi-valu="Talse"r>

<ol Exlgngions ]

<fsignatun>

<xmi:Extension xmi-Extender="Visual Paradigm for UML">
<number xmivalue="g>

<imessage>

<fragment covered="kAyyzCIGAGACASGO" message="UNWyzCiGAQACASNE"
Emi g UNYyZCIGAGACASND® xmitype="uml EvenOccurmenca’>

<fragment covered="UIMWyzCIGAJACASMC" message="LWyzCIGAGACASNE"

sfragment covernd="KARrCIGAGACASGE" massage="RbMKICIGAgACAIY 1"
xmidid = REMEZCIGAQACAIYZ xmitypes uml EventOccumence™>
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<fragment covered="4nvyzCIGAQACAIR T message="RbMKzCIGAGACAIY 1"
xrnicid="RbMKsCIGAQATAIYI xmi:type="umi EventOccurmance =

<fragment covered="4ryzCIGAGACAR " message="_niKzCiGAQACANT
wmiig="_niKzCIGAGACANVE" kmictype="umlEventOcturmancs’i>

=fragmant covered="kiyyz3GAGACASGo" message="_nlKzCiGAgACAIVT
wmiid="_nlKzCiGAGACANT amictype="uml EvenOccsmence’’=

WMW message="VbczCiGAQACAUZT
wmicid="VbogrliGAgACALTE MW
amitid= VhoqrCIGAQACALTE Www

=gwmedAtibules name=" typo="glivCzCiGAGACAg P
xmicid="kAyyzCiGAQACASGo_ropresants’i>

<iifgling name=" represanis="LINyzCIGAGACASME_represents” xmiid="UIWyzCiGAGACASMC”

xmi-type="umi Lifeline’>
<xmicExtansion xmi:Extendar="Visual Paradigm for UML">
<gtopped xmivahes =lalse’r>
=multiObject xmi-valuesfalse’f>
<aclivaton name="Activation” type="Talsa" xmiid="TWyzCiGAGACASNFT
xmitype="activation’/>
<jifgling>
<fumi:Expension> |
<covenedBy xmiidrot="UNyzCiGAQACASNE >
<coveredBy smirel=" gTyeCiGAgACAIGm =
<fitelin >
WW message="0a1y2CIGAGACAS 7*
Emiid= ﬁTMFFW w&w
<fragment mmdﬂ;imﬂ*ﬂw—'ﬂﬂmz‘
xmicid="9a 1yzCiGAQACAS, 1" xmi: wuﬂ.&umwm
<lragment coverad="LINyzC:EAGACASME" m='.gﬁz¢-ﬂwﬁdﬁ'
xmilid=" gTyzCIGAQACAIGT" xmitype="wmlEvenOocurrenca'>
' <lragmen] coverad="CoTyzCiGAQACAIGA" message=".g TyzCiGAgACAIGE
wmici=" g TyZCIGAGACAIGN" xmi type="umi-EventOccumence’>
<ownedAtribute name="= type="3FzCzCiGAQACAgs2*
<Hilgling name="" Mpresents="a1yzCiGAQACAS O_reprasents” srmid =" aly2CrGAgACAs O
i type="umi:Lifgling">
. <xmi-Extension wmiExiendersisual Paradsgm for LIML™>
<pCive xmivakme="Talsa >
<stopped xmi-vakse="alsa’ >
<mutiDbject xmirvalue="talse"f>
<activation name="Actvation” type="talse” xmiid="ta lyzCiGAGACAs &

<Hlehing>
<fami: Extansion>
<CowenadBy xrhiidrel="8 1T CIGAGAGAS 1>
<coveredBy smiidnal="SpakaCIGAQACAIU">
<coveradBy wmiidrel =L MSKzCIGAGACAIN>
</aling>
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<fragrmant covered="a1yzCiGAGACAS. 0" message="SpaKzCiGAQACALT
umicid="SpqKrCIGAGACAL" xmi-type="umi-EventOccurrence’/>
<iragment covered="dnyzCIGAGACAIR 1" message =" SpgKrCiGAgACANID
il id ="SpaqRzCIGAQACAY" kmi:type="umil. EvenlOcturrence’/>
<fragment covered="4ry2CIGAJACAIR 1* message="LMSK2CIGAGACAIGN
wamil: i =L MSKZCIGAQACAIDE smi type="urnl.EventOccurmence’/ >
=fragrment covered="a1yzCIGAQACAS OF message="L MSKzCIGAQACAIDH”
omiid="LMSK2CIGAGACAL]" smi:type="uml-EventDccurrency’f=
cownsdAliibule names=" typa="HvQi CIGAACARPYT xmiid=" a1yzCiGAQACAS (_repressnis’>
xmi:type="umi:L ifeline">
<xmiExtansion xmi-Extender="Visual Paradigm fos UML">
<agtes umivalue="talse" >
<slopped xmivalm="talse ">
<muitiObject xmivalee="lalse">
<activation name="Actvation” type="false” xmiid="0gTyzCiGAGACAIG"
xmitypa="activation’>
<lifefina/>
<femi Extension>
<coveredBy xmiddeet="gTy2CiGAGACAIGR >
<govergdBy kmiidrel="arnvyrCiGAQACAISE'>
<ooveredBy wmiidrel="nefKeECIGAQACAL o=
=coveredBy xmeidrel="0gAgqeGAgACAURIY=>
=coveredBy xmiidrel="2IgzCIGAGACAULKY >
<goveredBy m-ffummqﬂcm
mmmwmmmm
WMLWWn

i ="V ICIGAGAC A" mmmmrm%
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<fragment covered ="z CiGAGACAL_C* massage="ASXKrCIGAQMCALF
xmiad = ASKKZCIGAQACALID" xmitype="umi:EventOccurrence’/>

<fragmant covened="CoTyzCiGAGACAMGA" missage =" ASNKICHIARACALIF
¥miEd="ASNKZCIGAQACALIR" wmi type="uml:EventOccurrence >

<fragment covered="VEBKICIGAQACAIPI® message=KBYqrCiGAQACAUWY
micid ="k Y qzCIGAGACAUWY mwnw:&ummw:
rmicd ="k q2CIGAQACALWIC Wﬁmm

=ownedAiiibule name=" type="0_zCHAQACARNS"

wmisid="CoTyzCIGAGACAIGA_represents’/>
<Hipling NBMB=" represents="4ry2CAEAGACAIRY represents’ xmiid="4ryzCiGAZACAIRT"
wrni-typo="umi L ifeling"> ]
- <xmi- Extgnsion xmiExtencler="Visual Paradigm for UML>
=mutiObjoect xmivalue="Talse’/>

«gctivation name="AclhaBon’ ype="Take® xmiid="ZryzCiGAgACAISK"
umi-typa="aciivaton’>

=<xrni.Extgnsion xmi:Extender="Visual Paradigm for UML">
SR xmicvidke="Talse" >
<stopped xmivalue="Talse>
<multiObject xmi-valugsalse™/>
<atihabon name =*Activation” type="faise’ amiid="UkBK2CIGAQACAIG

i type ="activaiion =

<fdaline>
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<ownedAtinbute name=" type="BINCIGAGACAITY"
wmilsid="EBRZCIGAGACARDI_represanis’>
<lifgling name=" represents="VxKzCIGAGACAL C_reprasents” xmiid="VxjKzCIGAgACAL C°
xmitype="umi-Lilaling">
<xmi:Extansion xmi-Extendar="Vrsual Paradigm for UML®>
<active xmivalue="Talse"/>
<siopped kmivalue="Talse"r>
<mulBiObject xmicvalue="talse"/>
=activalion name="Activalion® types'talse” xmikd="k Kz CaBAQACAL x*
wmi-lype="activation’/>
<iifeline/ >
=fxmi-Extonsion=
=poversdBy xmicidiel ="ASXKzCIGAGACALID >
</lifefine>
=gwnedAliibute neme=" type="22KizCIGAQACAIGO" xmi: ="V CIGAgACAI_C_represents’=
<fownadBahaior
<igwnedMember-
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<gwnedMamber xmid="stateMachine_id" xmitypa="uml-StateMachine™
<subwertex kind="initial" name="Initial" xmiid="CWpazCiGAGACAGHYT"
xmitype="umi Psaudostate™>
<xmi:Exiension wmi:Exienders"isual Paradigm for UML"=
<indlialPgaudasiala’>
</wmi; Extension>
</subvere
<subveriex name="Ide" omiid="mE\VaCiEAGATAGL " umnitype="uml.State">
<xrmiExfansion xmi Exiender="visual Paradigm for LIML™>
<stata2’>
</subvertex>
<subverix name="Processing PIN inpul® xmitid="3ENGZCIGAQACAGNT" xmi:type="uml State">
 cxmiExtansion xmi:Extender="Visual Paradign for LIML">
<submachineState >
<subwenex name="Walling for customer&#10.choice’ wmiid="wz0qzCiGAGACAGPT
xmitypa="umi State> ' ' '
exmidExiansion xmi‘Extender="visual Paradigm for LIML™>
CaiEla = \
<fmi; Exbension >
<lsubveree> .
<subvertex kind="inal’ name="FinalState" xmiid="_nzgzCiGAQACAR T
xmi:type="umi-Pseudostate™
<xmi:Extension xmiExtender="Visual Paradigm for UML">

<sutwertex name="Waiting for PIN' xmiid="EGYazCIGAGACAgL" xmitype = urms State™>
<xmi-Extengion xmi:Extender="Visual Paradigm for LRL™>
<stale2/>
<fumicExtension=
</subvenex=
<sutveriex name="Valdate PIN' xmiid="gAkazCiGAQACAQWT" xmi type="umi-State'>
<xrmi:Extinsion xmi-Exdendor="visual Paradigm for LML=
<ghated >
<jxmiExtension>
<isubveriex=
<subvenex name="Wailing for PIN® xméid="whDazCrBARACAGYN" i typd ="uml State™
<xmi:Extension ¥mi:Extendar="Visusl Paradigm for UML">
<sintedf>
<fomi: Extansion>
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<feubvertaxs
<subveriax name="alidate PIN" xmiid=YqcazCiGAQACAGON® xmitype="uml-Stata>
<xmi- Extension omi Extender="Visual Paradigm for LML"=
=statna=
<l Extonsion=
<igubverte=
umitype="umi-Pssudosiate™
<xmicExtension xmi Extender="Visus! Paradigm for LIML*>
=finalState?/=
<homit Extension=
<isulverian>
<iransiton name=" spurces CWpgzCiGAGACAgHY targel="mEVqrCiGAgACAgL_*
wmiid="TEVazCiGAGAC AT xmiciype="umi.Transiton">
: <xmi- Extension «micExander="Visual Paradigm for UML*>
=transilionai>
i Exfmnsion=
<guard i =V IGAGACAGMO_guard” xmictype="uml Constraint'>
=gpecilication body=" wmiid=WVaaCiGAgACAgMY_guard_spac®
xmi-type="umi:OpagueExprassion’|>
*ﬂfﬂh‘dz—
memm largat="3ENgzCiGAGACAGH
xmiig="UkNQzCIGAQACAGNG" xmitype="umt Transiion'>
| <umiExtension xmi:Extenders"Visual Parackgm for UML">

m;ﬂWmﬁmrm
<xmi: Extansion xmi:Extender="Visual Paradigm for UML"=
<fransition2>
<fxmi Extension>
<Irigger xmi:idral="EF 3qzCiGAqACAgdNT=
<guard xmid="wzlgzCIGAGACAGPY_guard xrmitype="uml-Constraint">
«<gpacibcation body=" xmii = wragrCiGAGALAGPE_guaid_spec”

ity pe="uml:OpagqueExpression’’=
<iguard>

<firansition=

<transition source="wzBqzCIGAGACAGPT targel="_nageCIGAGACAGRY"
| xmidd="BXzarCIGAQACARE" xmictype="um! Transition'>
| <cumiExtension xmi:Extender="Visual Paradigm for UML®>

<transition2/>

<lemi:Extenaion-
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<guard wmicid="8XzqzCiGAGACAGRE_guard” xmi-type="umi:Constraint">
<specification body=" xmi.id="8X2qzCiGAQACAgRp_guard_spec’
xmi:typa="umi-OpaqueEspression’f>
<iguard>
</yansition>
<transition name =" source="8WparCIGAGACAQUY 1argel="EGYazCIGAGACAgVL"
¥miid="6GYarCiGAGACAGWA" xmitype="umi Transiion™
<xmi:Extension xmi:Extencier="/isual Paracigm for UML™>
<periExtension >
a g
mmﬂm tanget="qAkarCIGAGACAGWT
i =" pAKBZCIGAGACAG” smi type="umi. Transition">
ﬂqﬂmmmi qumu
| transsion2’>
=jxmiExtansion>
<trigges wmtidvet= W
memwnﬂ type=tuml:Constraint'>
<specHication body=" xmiid="pAkarCiGAgACAgr_guard_spec*
F <fgueard>
<Armnsiticn>
xmicid="wk0azCIGAGACAGIC® xmi type="um T ransition">
<xmi Exignsion il Extencler="isual Paracigm for UML™>
;
<guard WMW
: - =spaciication body="nol PIN_counibgt;3"
xmii="wharCARAQACAGIC _guard_spec” xmitype="umi-Opaquet xpression’/>
=lguard>
CRrmnsition >
“<iransition name=" source="wiiazCIGAQACAgYN" target="qcazCIGAQACAGON
wmi:hd="nocazCiGAgACAGIC" xmi:type="umi Transition®=
~exmi-Extension xmi:Extander="Visual Paradigm for UML™>
<pxmitExtension>
<irigger xeniidral =SBl CIGAQACAGITY>
<guard xmid="nqcazCIGAGACAG 1C_guarnd” xmictype="umi.Constrainf>
<spetification body=" xmiid="ngEaECiGAGACAG 1C_guard_spec®
</guard>
<fransiion=
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Absiract - Risk management approach has been proposed for
software development in order e help Identify and handle risk. It
alve finally kelps improve development process gfficlency and
prodict quality, Performing Atk amessment during early
development phases could help developers discover unegpected
eufcames needed to handle carefully. In this paper, we expand
the work af “Architectural-level Risk Analysis Using UML by K.
Goseva-Papstojanove and ef al. We present an approachk of risk
assessment during analysis and design phase whick identfy risk
from ebfect behavior and interaction. The number of test case
penerated, according fo full predicate coverage criteria, from a
condition fransifion on o sale maching represenls siale-
dependent object behavior, are used to compute risk caused fram
& single object. The obiained resuly can be uied 1o manage and
coniroel risk at g fine-grain fevel

1. Introduction

Many risk management approaches have been proposed
for software development [6]. The important step of risk
management is risk assessment. It performs  misk
identification, risk analysis, and risk prioritization [1].
Performing risk assessment during early  development
phases such as analysis and design phase, developer can
control and manage risk in order to improve both saftware
development process and quality of software products. This
process helps developer identify and handles risks before
they may occur which finally beneficial to cost and time
reduction and software development process efficiency [10].

UML is widely accepled among sofiware engineers as a
wol to model the software business blueprint during the
analysis and design phase since it can presenml system in
different views. Use case diagram and its descriplion are
used to model functional of the software. Class diagram,
represented classes and their relationships, is used to present
the structure of information. Each use case is realized with
one of more independent scenarios modeled using sequence
diagrams. Sequence diagram is used to present the order of
messages sent among objects and their interaction shown in
class diagram w serve o specified scenario of system
function. Moreover, siaie maching diagram can be used 1o
represent the changing status of a state-dependent class in a
class diagram. Both sequence diagram and state machine
diagram are called behavioral model.

Analyzing risk from the object behavior and their
interaction, later integrated to support the function or
scenario of the system, are an essential since it can help
identify the cause of system error or failure at a fine-grain
level.

Considering risk of objects” collaboration, responsible for
performing a specific function from a sequence diagram, we
should emphasize on messages sent among objects, called
coupling between objects, which is related to object fault
[%]. Likewise, considering risk of individual object behavior,
we should pay amention to condition on transition of a
changing state from one state to another state of a state
machine. Test cases generated from a condition on iransition
of & state machine are the possible chance of execution path
transition. Both concems, risk from objects” interaction and
object behavior, are imponant to risk assessment since they
significantly affect the system function.

The research [9] presented risk assessment approach
which covers during analysis and design phase of software
development. 1ts assessment starts from defining a software
functional modeling. Each function is realized and modeled
using class diagram, sequence diagram, and state machine
diagram. The dynamic coupling metrics are used to consider
the behavior of interaction complexity between objects.
However, this work did not pay attention to each object
behavior which has significantly impact on the system
failure. We expand the work [9] by introducing risk
assessment at object behavior level. It is based on test cases
generated from a condition on transition of a state machine
according to full predicate coverage proposed by [4]. Risk
factors of objects behavior can be analyzed into scenario's
risk factor by building sofiware execution behavior model
and scenario risk model. Obtained result is used for risk
management decision.

The rest of this paper is organized as follows. Section 2
discusses related works which are introduced in this paper.
Section 3 provides background of risk management, the
object behavior and their interaction represent risk of
functional modeling, and using test cases for compuie risk
of state machine. Section 4 presents an overview of risk
asseisment approach and step of our risk assessment
approach. Finally, Section 5 summarizes the content of a
paper and fuiure works,

2. Related works

Mowadays, many researches have been proposed various
risk management approaches which can be applied to risk
analysis and assessment. In [11], they developed a
framework for model-based risk assessment of security-
critical sysiems. The framework iniegraics aspecis of risk
assessment methods by using UML. UML profile is refined
into specialized UML profile in order to support model-



based risk assessment process of CORAS project. This
framework assesses risks at the functionality level by using
specialized UML profile to identify, analyze and treat risks

But, it does not assess risks in the fine-grain level which has
effect to system function. In (3], [9] and [12], they proposed
a methodology for analyzing risk in an architeciure level
which is performed during an early development phases.
This methodology concerns risk factors of components and
componenl calls by using anumber of states and transitions
in state machine and a number of messages in sequence
diagram to consider complexity of component and their
interaction respectively. However, this methodology does
not concern the cause of chaing state within a state machine
which actually represents object behaviors, J. Ofutt and et
al. [4] presented an approach to gencrate tesl cascs from
state machine withch acomposes of four coverage criterions:
transition coverage, full predicate, transilion-pair coverage,
and complete sequence. The interesting criterion  for
considering state change is the full predicate coverage
riteria since it can cover the most of faults as compare with
other three coverage criterions [5]. The basic principle of
full predicate coverage criteria was defined from iggering
event and guard condition which are the cause of changing
state in a siate machine.

However, generaling fest cases irom state machine for
computing a probability of risk in each test case which may
occur at fine-grain level does not realized in any research
documents. Thus, our research will incorpomate this idea (o
introduce a software risk assessment procedure at fine-grain
level,

J.Background

In this section, we summarize essential background
appreared in this paper. Section 3.1 discusses basic risk
management. Section 3.2 discusses risks of functional
modeling defined from object behavior and their interaction,
and section 3.3 discusses using test cases for computing risk
from a state machine diagram.

3.1 Risk Management

Risk is a probability of inability to archive objective of
program which cause to loss and injure Risk composes two
factors: probability of unsatisfactory event and loss level of
consequence defined as

RF = P(UO)- L(UO)

Where RF is risk factor, P{UQ) is the unsatisfactory
outcome, and L{L/3) is the loss'if outcome is unsatisfactory.

Risk management is concerned with the outcome of fiture
events, whaose exact outcome is unknown and with how 1o
deal with these uncertainties [10]. Risk management is an
action to handle risk which has two steps [1].

1) Risk assessment involves risk identification, risk
analysis, and risk prioritization:

* Risk identification makes a list of potential risk of a
project. Several techniques for risk identification include
using a checklist, comparison with experience, and
decompaosition.
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« Risk analysis assesses a probability of loss and
impact of identified risk. Several techniques for risk analysis
include wsing performance model, cost model, network
analysis, statistic decision analysis, and quality Ffactor
analysis.

= Risk prioritization manages a priority of rnisk
importance. The techniques for risk prioritization include
risk-cxposure analysis, and risk impact analysis.

2} Risk control involves risk management planning,
risk resolution, risk monitoring:

s Risk management planning prepares a process and
document to address risk items. Several techniques for risk
management planning include checklists of risk-resolution
techniques, cost-benefit analysis, and standard of risk
management planning.

» Risk resolution builds a situation in which risks are
climinated or resolved. Several techmiques for risk
resolution include prototype, simulation, and benchmark
COmparison.

* Risk monitoring tracks a progress of project’s
resalving and assessing risk resolution, Several techniques
for risk monitoring include milestone tracking for each
weekly or monthly.

3.2. Risk of functional modeling defined from
abject behavior and their interaction

After requirements are pgathered from  related
stakcholders, they are taken to design the functionalities of
the system which may be defined by using UML use case
diagram and its description. In object-oriented methodology,
use case is a driver to construct a structural model may be
represented as a class diagram, To accomplish a single
scenario of a use case, a sequence diagram is usually created
to illustrate the interaction among objects instantisted from a
class diagram. A state machine can be used to show all the
possible status or behavior of a state-dependent class
defined in a class diagram.

A simple ATM system adapted from [2] as shown in
figure | provides two services 1o customer. One is validate
PIN whether a customer enters a correct PIN number.
Anather is transaction execution which may provide deposit,
balance inquiry and withdrawal process. To satisfy both
respansibilities, the collaboration of the necessary classes in
a business context level i5 designed as shown in figure 2.
The scenario of the PIN validation use case in case of a
customer enters a correct PIN number is shown in figure 3.
The ATMControl class, a siate-dependent class, pliys a
major role in coordinating among olher classes (o serve this

ATM System

ot i)
=t

Ear STES
Figure 1. Use Case of simple ATM sysiem




Figure 2. Class diagram of Validate PIN process

scenario. All the possible status of ATMConirol class is
defined using state machine diagram as shown in figure 4.
This state machine consists of five states: Idle, Waiting,
Validating PIN, Confiscate Card, and Waiting for Customer
Choice. The changing state of an ATMControl class
depends on the sending message triggered by other objects
declared in a sequence diagram. Initially, an ATMCentrol is
in an Idle state. If a card is inserted into an ATM machine,
an ATMContral will change stale o a Wailing stave for
waiting PIN. When the user emters a PIN number, an
ATMControl will change from a Waiting state 1o a
Validating PIN state in order to check the comeciness of
PIM. Finally, if it is correct, a Validating PIN state will
change to a Waiting for Customer Choice state in order that
a customer will select transaction choices. If it is incorrect, a
Validating PIN state will change 0 a Wailing state for
waiting PIN again. If the user enters incormrect PIN exceed
three times, the maching will confiscate card and change to
an Idle state,

After Analyzing the ATMControl state maching, three
execution paths are defined. 1) a normal scenario with the
execution of entering a valid PIM. 2) an exceptional scenario
with the execution of entering invalid PIN not exceed three
times. 3) an exceptional Scenario with the execution of
entering invalid PIN exceed three times and a card is
confiscated.

3.3. Using test cases for computing risk of state
machine diagram

e s g

e e
i

Figure 3. The sequence diagram of PIN validation
scenario
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Figure 4 A state machine of ATMControl object

From the previous section, an interaction among objects
can be represenied using sequence diagram while a
statedependent object behavior can be represented using a
state machine. A changing state of a state-dependent ohject
depend mainly on two factors: triggering event and guard
condition on a transition. Both are appropriate for
considering a complexity of an ohject behavior because
triggering event and guard condition have eflfect io siate
changing. According to [4], they proposed four coverage
criterions for lest cases generation: transition coverage, full
predicate coverage, transition-pair coverage, and complete
sequence. For our research, we are interested in only
generating test cases with full predicate criteria because it
covers A triggering event and guard condition component,
which are essential factors of each transition o be tested for
both true and false case. The full predicate coverage
criterion requires that each clause in each predicate on each
transition is tested independently. The predicate and clauses
is defined [4] as

® A Boolean expression is an expression whose value
can be cither True of False.

o A clavse 15 a Boolean expression that contains no

& A predicate is a Boolean expression that is composed
of clauses and zero or more Boolean operators,

Two essential factors, a triggering event and a guard
condition, are used to generate test cases. The triggering
event, both the before-values and after-values, should be
separately tested. If X represents a before-value and
X' represents a after-value, the triggering event is expanded
as

* @T(X)=-XalX
* @T(XAY)=~AX AF)A(X AY)
B vFja XAl
* @TXvF)m={X v F)a (X' vI)
EoX v =l Al v )
. @FLX) X A
" @FX A mR(X A aAX AF)
X A F al=d"AS)")
@EX v F)u(X v ax{X"vF)
B X v al(=X"A=))

Where @T(X) represents value X, which must changes
from false to true, and @FEA) represents value X, which
must changes from true to false,

Afier expansion of the triggering event, each clause of
expanded triggering event and guard condition predicate are
tested independently.

From an ATM example, an execution of entering an
invalid PIN exceed three times and card confiscated path of



a state machine is defined in a transition table as shown in
table 1. Each row in the table specifies a conditioned event
that activates a transition from the node on the left (previous
node) to the node on the right (new node). Next, we expand
cach conditioned event into an expression of before-value
and afler-value as shown in table 2. Each row in the table is
represented by predicate identifier. For example, the fourth
transition, P4, is used to illustrate the test case derivation
based on a full predicate coverage criterion where validate
PIN exceed 3 times then card iz confiscated. The Ffour test
cases for transition P4 is shown in table 3,

The number of the test cases pencrated from each
transition shows a complexity of predicate of a triggering
event and guard condition on that transition. If a predicate
has many clauses and complexity then it also obtains many
test cases, Thus, 8 number of the test cases have an effect on
an object behavior,

4. An approach for risk assessment of object

behavior

In this section, we describe an approach for risk
assessment in 3 fine-grain level, object behavior and
objects” interaction. The process of this approach initiates
from analyzing requirements into functional model as
shown in section 3.2. The functional model is realized using
UML use case diagram and description into class dingram.
Then, it is realized into one or more independent scenarios
modeled using sequence diagrams which  represent
behaviors of objecis’ interaction. Some objects in the class
diagram are state-dependent classes which can be
represented object behavior using state machine. In section
4.1, we describe overview of risk assessment approach.
Mexnt, the section 4.2, we discuss risk identification process
from sequence diagram and siate machine, and seclion 4.3
discusses scenario risk analysis.

Tl'hl: l Trlnliilnn table of confiscated card scenario in siate mul-lnt
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4.1. Overview of risk assessment approach

The risk assessment approach is composed of three main
parts as shown in figure 5. The three paris are required
inputs, risk assessment process and prioritization risk
putpit.

1) Required inputs are software architecture includes
functional, structural and behavioral modeling. In our
approach, software modeling is modeled using UML use
case, class, sequence and state machine diagram. The other
iz the severity of each risk factor identified by domain
expert who has deep knowledge in a concem domain,

2) Risk assessment process is composed of three main
steps: risk identification, risk analysis and risk prioritiztion.

o Risk identification is a process to identify risk af
object behavior and objects’ interaction from state machine
and sequence diagram respectively. The result of this
process is a list of possible risk factor,

* Risk analysis is a process to assess the probability of
each risk factor that identify in the previous step, First, we
analyze the object behavior and objects’ interaction by using
thi number of 1est cases generated from each transition in a
state machine and the coupling of messages sent among
objects in & sequence diagram respectively. Both are
analyzed with severity level that has an impact with the
system. Second, we use analytical modeling approach form
[9] to analyze scenario risk. Software execution behavior
model is used to show a probability of control transfer
between objects in software behavior. Then, this model is
adjusted into the scenario risk model that also uses to show
a probability of control transfer between objecis and failure.

= Risk prioritization is a process to ranks risk of each
scenario according to its exposure. From our approach, we
can rank the risk factors in each scenario, which may have
different of severity levels. After that, we compute risks
from each function and rank them to finally deliver a risk
caused from each software function.

3) Output is a risk of each function. It will be used o
analyze, manage and control risks.
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Figure 5. Overview of risk assessment approach

4.2 Identifying risk

A process of risk assessment stans from an ifleration of
cach scenario of a single function and finishes when all
scenarios are assessed, For each seenario, object risk factors
are considered from severity level and an object behavior,
determined as two parts of risk identification. First, we
identify risk factors of an object by considering a condition
on a transition of state machine as described in section 4.2.1.
Sccond, we identify risk factors of objects” interaction by
considering number of objects and messapes sent among
objects from sequence diagram. Then, the dynamic coupling
of object interaction is computed as described in section
4.2.2, The severity level of each risk factor is discussed in
section 4.2.3.

4.2.1. Identifying risk factor of an object behavior
from the state machine diagram

The risk factor rf" of an object i in scenario x is defined
as
tf)" = NProb! -swi

Where  NProb' (0< NProb" <1} 15 &  normalized
probability of unsatisfactory execution path of an object and
set’ (0= o' 5 1) is a severity Tevel of object § in scenario x.

Normalized probability of unsatisfactory execution path
of an object is considered from a number of test cases
generated from a condition on each transition of a state
miachine,

In the same criterion, the number of test cases generated
from a condition on each transition may be not equal, that
depends on a number of clauses and complexity of condition
on transition. Test cases gencration eamned from section 3.3
are used to compute the probability of satisfactory outcome
of changing state from state p 1o g, Prob(S0,, ) is defined
as

ITrucT zﬂfﬂ:ﬂ"l
l]"amﬁ' e.srl.'_'a;::”]

Prob(S0,) =

Where TrueTestCases_ is a set of test cases generated
from transition between state p and g, and their expected
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output is satisfied, and TotalTestCases is a sct of all test

cases generated from transition between state p and .

From example, table 3 shows generated test cases from
Predicate 1d: P4. The expected oulput for the test
specification iz derived from the triggering event, the post
state and any terms or variables that are defined as a result
of the transition. Only predicate P4-1 can be changed from
Validating PIN state to Confiscate Card state while other
predicates remain in the same state since clauses of
triggering event and guard condition do not comply with the
condition of changing stamus. Thus, the probability of
satisfactory outcome of this transition is 1/4 = (.25,

Each transition in a state machine is already computed the
probability of satisfactory outcome, and then we can
compute  the  probability of  satisfaciory  path
Prob{S0_., au) in each execution path within a state

machine, Thus,
ProbfS0__ .u)= ProbE0, _ )x Proby30,  Jx.. x Probf30, . )

A probability of unsatisfactory path of state machine
Prob(U0O__, ;.. ) can be computed as

Prﬂllﬂ.fﬂ__‘ _‘..Lj - f—Pfﬂbmﬂ'--r_mj

Next, all execution paths are computed to gain an average
valug of all probability of unsatisfactory path of state
machine as shown in table 4. Then, normalized probability
NProb'ol an object / in scenario x is oblained by
normalizing the average probability with respect to the sum
of average probability of all objects in scenario x.

4.2.1. ldentifying risk factor of objects’ interaction
from a sequence diagram

This part, we apply [3] and [%] to compute the risk
exposure of each factor caused from objects’ interaction.
The risk factor ;:;I'; of ohjects’ interaction between object
and j in the scenario x is defined as

ofy = NDC} -sv;

Where NDC: (0< NDC] < 1) is a normalized dynamic

coupling and gvif (O<swi<l) is a severity level for

objects” interaction between object iand j in scenario x.
Nomalized dynamic coupling of an abjects’ interaction is
considered from a number of an objects and messages in the
sequence diagram, Then, it can be shown in table 5. That
rows and columns represents objects and a value in a single

Table 4. Average probability of unsatisfactory oulcome

7 | ___in ATMControl
B S i [ VT B o e e T o
m_;;-,y otk s i e
2 09766 0.9R0456
3 95074




cell represents coupling between objects in that row and
column, The row index indicates the sending message object
and the column index indicates the receiving message
object. Table 5 shows an example of a dynamic coupling
value between object CRI (row 2) and object ATMCa
{eolumn 3) is 0.0625,

Mormalized dynamic coupling NDC] of objects®
interaction between object § and j in scenario x is defined as
a ratio of the number of messages sent from { to f and total
number of messages in scenario x.

NDC} = p‘—*“n—*li;r 1!’

Where A is a set of messages which sent from object

to object § in the scenario x, and Af”" is aset of all messages
which interact in scenario x,

4.2.3. Severity level

In our research, we consider the severity level associated
with each object and their interaction based on how their
failures affect the entire system. This level of severity will
be estimated based on experience of domain expens. In the
hazard analysis based on FMEA, the severity level is
divided to four levels [13] and an assigned value to
represent the impact of each level [9]:

o Minor level (0.25) A failure is not serious. 1i may
cause a delay of schedule of maintenance or repair.

» Marginal level (0.50): A failure is little scriows. It
may cause a few injuries, a few system damage or delay, or
productivity has a few losses.

o Critical level (0.75) A failure may cause major
injuries, major system damage, or many losses.

& Catastrophic level (0.95)% A failure may cause death
or total system damage.

However, the assigned value for each severity level may
ke adjusted or changed appropriately by the domain expent
view.

The table 6 and table 7 show an assigning severity level
of objects and objects” interaction of scenario x respectively.

4.3. Analyzing risks at scenario level

After we obtained risk factors of the objects and their
interactions, then we use analytical modeling approach [3],
[9] and [12] to analyze risk factors of each scenario based
on state modeling. Thus, the scenario risk model is
composed of two steps. First step, we build control flow

213

Table 6. Risk factor of an ATMCo Object
Oibsject NProk’ Seventy Level "Risk Factars
ATMCo I 075 075

Table 7. Risk lactors of an object’s interaction
Severity |

Indernction Complexity Factar

o Level
0.0625 035 0.015625
D068 025 0.015625
CRIFA D025 025 0015625
00613 018 0.013625
A@ o 0.0625 025 0.013625
ATMCo-Cl D.1250 075 0.093750
[ATMCo-ATMT | 0 [(KE] 0046575
ATMCo-BS 00625 0.75 0.046875
[ Cl-ATMCu 01230 0.50 0062500
CI-ATMCa [IFH 0.50 0031250
CI-ATMCo 00625 0.50 0031250
CI-ATMT DL0625 .50 0031250
CATMI-ATMCo | 00625 0s B013625
Al 0.0625 0.50 DO31250

graph that describes software execution behavior as shown
in section 4.3.1. Second step, we adjust the control flow
graph that are used to analyze risk factors of object and their
interaction as described in section 4.3.2

4.3.1. Modeling soltware exccution behavior

In modeling software execution behavior, we use control
flow graph to show a behavior and an interaction of
software execution, We assume that a control flow graph
has a single beginning node (5) and a single termination
node (T). Nodes in control flow graph are defined active
objects, and edges are represented data control transfer
between objects. The Markov chain is used to described this
control flow graph o model software execution behavior for
scenario x. A transition probability matrix pe = [p:] is used
Lo represent a conditional probability of data control transfer
between objects in the control flow graph that after object i
is executed then an object j will next execute. The fransition

probability g/ is defined as

oy
Py n

Where ;' is the number of messages are transmitted from
object i to f, and p' i5 the number of messages are

transmitted from object / to all other objects that is in
scenario x. Figure 6 shows an example of the control flow
graph of software execution behavior which analyze from a
sequence disgram of PIN wvalidation. Then transition

probability matrix for this graph is
g value of an object’s interaction
o
1]
L
0
(IR
1)
1]
[
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4.3, Building scenario risk model

After modeling software execution behavior, we consider
the risk factors of objects and objects’ interaction. In
building scenario risk model stage, the failure nodes are
added into software execution behavior mode] and the edges
are created from any nodes to failure nodes in order to
represent the probability of eccurmence of a failure, In the
example as shown in figure 7, the four severities of failure
are added to node: F(minor), F{marginal), F(critical) and
Ficatastrophic). Using the ransformed Morkov chain, our
scenario risk model example has (n+1) transient nodes, n
object node and a starting node 5, and (m+1) absorbing
nodes, m failure node and a terminating node T.

Each transition of scenario risk model is used 10 compute
a probability in the transition probability matrix P* which is
modified from P*. An original transition probability o' is
moedified  into ;: . defined ==

By =(1-of") py-(1-fy)-

Where pr represents the case when an object i docs not
fail, then the control is transferred to the object j, and the
interaction between i and j does not fail,

Mext, the link from object node i to failure node can
compute transition probability from risk factor of the object
i, and risk factors between the object i and all associated
object. Such as, if the object i associate with only an object j
then the transition probability from node i 1o failure node as
of" +(1=rf"): p} -rf,; . The wansition probability matrix of

scenario risk model, P* is defined that
Fofoe]
[i] !
Where @' is a (n+1) by (n+1) matrix which shows the

probabilities of transition among transient pode, C* i a
{n+1} by (m+1) matrix which shows the probabilities of
transition from transient node 1o absorbing node, 1 s a
(m+1) by (m+1) identify matrix, and 0 is a (m+1) by (n+1)
zero matrix

For example @' is shown as

which it s
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Figure 6. Saftware execution behavior model of
PIN validation

Figure 7. Scenario risk model of PIN validaiion

And C"as
S Fiminarl  Flaarpisal)  Fionsicall FiCase )
5 0 ] 0 0 0
ATMCu 1] 001563 1] 0 L1
CRI |033333 0.01042 0 0 0
" - ATMCa 0 0.01363 0 1] 1]
ATMCa) 0 0 0 0.76562 0
! i i] 003906 0 0
ATMT a 001563 0 0 0
85 | ® 0/ 003125 o 0

When @ and C" are already obtained, then we can

construct the P° which show transition prabability of all

objects in scénario risk model. Next, the matrix A" is
defined in order to represent a probability that starting with
a transient node into an absorbing node, It is defined as

A nt:_glri{!l

An example, the matrix A" is shown as



T ¥ iy Flmarpinad  Fionisieal) FiCaiaj

5 [oz0956
ATMCu| 0.20956
CRI | 035741

i ATMCa] 006728
ATMCa) 000611
Cl | 006835
ATMT | 0.00601
BS | 0.00592

0.03983
0.03983
0.02467
003976
000366
0.02451
0.01%23
0.00355

(04849
04849
(LO2638
007101
0.00939
0.07213
0.00924
004034

070318 0
0.T0218 0
059155 0
082201 0
098084 0
0.835054 0
0.96552 0
0.95018 0

From the matrix A" , it represents a probability that starts
from any nodes and ends with node T which means that the
scenario is complete, or staris with any node and end with
failure node which presents a probability of risks in each
severity level, In example, the probability of risks in FIMN
validation process obtains from a matrix A° which starts
from node 5 and ends with all from failure nodes as shown
in table &. The risk factor of this scenario is equal 10 0.79150
which mainly comes from critical failure level (0.70318).
Whereas, matrix C° can identify the object which is the
major causes of risks in critical level. Also, this matrix can
identify a probability of risks which may occur at ezch
ohject. [n matrix C*, if we consider risks based on severity
level and probability, the ATMCo is the first abject which
should be concemed to control risks because it has the
highest probability (0.76562) in a critical severity level.
Next we should consider Cl, and BS object since both
objects contain risk in a marginal level with the prabability
0.03906 and 0.03125 respectively. The rest objects are in a
minor level.

In a similar way, we can develop scenario risk maodel of
gll scenarios in all functions from use case diagram. The
results are ranked according to risk scenario. of each
function. From our example, there is only one scenario so
this step is ignored. Then, the oblained result is used to
manage and control risk.

Tl ble &, Sﬂurln rrllk I'll:m

Minor {l ﬂ!ﬂﬂ
Marginal 0.04849
Critical 0. 70318
Catastrophic a! 0

| Scenario risk factor 0.79150

In our result, class ATMCo has a high risk with the
probability 0.76562 in a entical level. Developer should be
carefil when hefshe develops the program on this part. The
reason that it has a high risk may be because of its
responsibility in coordinating many objects o serve the
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scenario goal. Thus, we should ke ino account that the
changing status of that object to coordinate between objects
is imporiant.

5. Summary and future works

This paper proposed an approach of software risk
assessmeni by expanding the work of [9] during analysis
and design phase. The approach consists of three main
portions: required inputs, risk assessment process and result
of risk asscssment. The new idea introduced in this research
is the risk assessment based on object behavior represented
by a state machine, Test case generation from state machine
is used to compute risk and identify risk factors. This
framewaork has many steps of computation to obtain a result
Thus, an automated tool is needed to develop for risk
computation. Our future work, we will develop a tool help
analyze risk and reduce times of risk computation,
Furthermore, we will extend this approach by including
goal-oricnied modeling in many viewpoints according 1o
organization's goal.
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