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# # 5386068634 : MAJOR LAWS

KEYWORDS : INTERNET / CONTENT / DISSEMINATION / NATIONAL SECURITY /

SECURITY OF THE KINGDOM / COMPUTER ACT
SUVICHAPA ONPUENG : THE ENFORCEMENT OF COMPUTER RELATED
CRIME ACT B.E. 2007 : A CASE STUDY OF OFFENCE RELATING TO
DISSEMINATION OF INFORMATION REGARDING THE SECURITY OF THE
KINGDOM. ADVISOR : ASST. PROF. PAREENA SRIWANIT, S.J.D., 160 pp.

This thesis is aimed to study the offence relating to dissemination of
information relating to security of the Kingdom which is committed by using
computer as instrumentality of a crime and considered as offences under

Computer Related Crime Act B.E. 2007.

From the study, it is found that the problems regarding enforcement of
Computer Related Crime Act B.E. 2007 on the said matter still remain. For
instance, the interpretation of law in accordance with the spirit of the law thereof,
the liability of internet service providers where there should be a stipulation of
liability and its limitation according to the internet service providers’ obligation
and proximity to the information, the technical preventive measures against the
widespread of computer information which should be enforced with a clear and
fair process for both, the internet user and internet service providers. Besides, the
enforcement of such law together with the provisions regarding the offence
relating to the national security under Criminal Code shall affect the Freedom of
Expression, Right to Know and Access to Information and Right to Communicate
which are secured by the Constitution. The author, therefore, has studied,
analyzed and proposed a guideline to the amendment of Computer Related
Crime Act B.E. 2007 in order to balance effective crime control procedure and

protection of rights and freedom of the citizens
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one interacts most strongly will be Selected more by commonality of interests and goals than by accidents of
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# Henry J. Steiner and Philip Alston, International Human Rights in Context Law, Politics , Morals. Text
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z Thomas Emerson, The system of freedom of expression (New York : Random House, 1970) page 2-6.

* http://nahmodlaw.com/2010/01/19/an_intoduction_to_freedom_of_speech.
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? Alexander Meiklejohn, Political Freedom, 2nd edition (New York,1965) page 79.

* Article 19 “Everyone has the right to freedom of opinion and expression; this right includes freedom
to hold opinions without interference and to seek, receive and impart information and ideas through any media
and regardless of frontiers”.
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* Article 19
1. Everyone shall have the right to hold opinions without interference.
2. Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive and
impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of
art, or through any other media of his choice.

@ http://www.Article19.org/pages/en/limitations.html

** The exercise of the rights provided for in paragraph 2 of this Article carries with it special duties and
responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are provided by

law and are necessary:
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(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order (order public), or of public health or morals.
» http://daccess-dds-ny.un.org/doc/RESOLUTION/GEN/G09/166/89/PDF/G0916689.pdf?OpenElement
% annsal 34, ﬂgmmwaﬁauaa%u (NJammumuAs : 9saaliniednisiiun, 2551), wih 38.

37 A = 9
LIDIMBINU



19

] & 2 a a0 o o 1 <
wsnnlunisuansesnuy WudndAglunisassegvesanudy
Usydulmeludseima idadudnSias nmdivilvussvsuanunsafidiusiuiuussiiunng
Tudsey witaSnndananaglidudsel svidulameinusimann “@nslunisiuivsednds
v 1 5,38 = Y A Y a LY - ' S
Toyar1ias” T Feazseadiegauaiulumsie anslunisiuiviserinfvleyarianstudy
“@nsNazla3” (Right to know : Input) widnslunisuansanudaiunu u “w@snmlunis

waneenn” (Freedom of Expression : Output)39

2.1.4  Anslunsiuiuasidntiedayadnasns

(Right to Know and Acess to Information)

avslumssuiaziinedeyatnies 1uavsussinvmilsvosdvduywevy
lngldsunisfusesazAunsadlnaufunainainniedn suyvery  lude 19 wag nAnse
wissmaidedvinadesazAvinamades e 19 Wun  “Gvslunisuanseon .4
sudans Hansfiazwanon u u,azmslu,w%%'asgaGzh'aa'ra'u%aﬂ'muﬁmiﬂw'quﬁasi*msfl,é'\'
atnsliwsuuau “Taefidedrdnuisiunsldaslu - aSamlunsuansesndsiildngn
wud Snvidufundnmsiugiuresnisunasesssuoulsyrddlneiivssuudiaus
TunmsmsifleuaslunisunasesUssmea Ssvmnefansiyanavsenguyanaaansaiing
nsgvilafiiavinarenisidenassimeniadiomiessuan dussiunfuaesedutiasiu
wazilaviwasensivuaulovieasisay LeINNTUNATENRITTINANTEILHD
Usgrmulagnss minssaglderunslunisuimsnensiosennginasilag Jeedlussdla
wagtilelyinsldsunavesszdnanlisummaaaeunazmunlaelssny U Ussruis
Aosansasuihilddualunisunasesetalsiazssnvulaviodedvsusslevilaue

) M v o a o A 1 41 ] o ¥ a a A
ﬂUNanﬂiUﬂqﬂﬁlﬁﬂ’]LUUﬂ’ﬁWWNUIEJ‘UWEJsUa\iiﬂ'Vﬁa\Lll UBNITNUUNAIN gﬂ%ﬂﬁlﬂﬂ?ﬁﬂﬁﬂi@

LS NNUDIUTENVUAAITINI WA AUT SV IVUNTIUAWLPUALAITIN ANSNTDLATAINVD

38 an < 9 o = 9 Y o
NAYY YINA15IY, NHNUIULULAYIIYTITUEDANTUIAUYU QUULLﬁl’UUi‘UUEﬂ W.A. 2553 (ﬂ?\‘iW]‘Wll‘Vi']‘Uﬂi YN

Wudwdintunidelnduns) wih 132.

39 o a2 av vy ' a ¢ & A o W a cfaa o/
U VL”UEJ?H?, ANgIUVBLAUNMANTUDITIUYNNT RUNATIA 2 (ﬂEQLWWNWWUﬂi D @UNNUNUATITH) UUN 5.

40 a a v 9 11 av a a v U g Yy
ehel ‘Uq%f)‘ﬁ LazAE, INENUIVURUUANIYIN ﬂﬂlﬂﬁﬂﬂﬁiﬂ‘\]EJﬂ’]iG]ﬂ(?ﬂllLLﬁx‘Ui%Lﬂuwﬁﬂﬁiﬂﬂﬂﬂiﬂiﬁﬁiimﬂém

301 Msfldusiumimsdlionesszyvuuayanufniuien1snuredsguIawarefinIdasy (NFMNImUAS :
dinnunemuativayunisideanrdunseuningn, 2546) i 58.

41 o a av Yyv '
U VL”UEJ?H?, ANTIUFVBLAUNMANTUDITIUYNNT 10-11.




20

augnIinasegnsls Wefilssanvuazanunsaujiinihidunaidiedligndewunguune
= Y o v o Y 42
nnsely YedsAusensgeonunlglunmsunasestnuilios
avslunsiuiveyarnansisdunalanilsiinlissesuanunsaniuny

ATINEBULAZEI WaN1TEuaveesEle Feenanaalean Anslunissuideyatniansiilu

“ ﬂl -dyv ) U % = a 43
WA509TTR” SEAuNTHaIUINISEinInsUnATadlussuaulsersUlneveslseina

dmsudszimalne anslunssuiteyarnans isunisiusesuazAuasadlag
SgosTuYuiITIreIandnsine wnsénsy 2550 Tnaudaduy

1. @nslasunsuasidnieleyavsevnansasnsae  SgessuugUnad
Suse9d MnAulAVElTUNTULaTAMayanTeU NSNS TN lUATOUATE VB

[

519N15 MLENUYDITT SR 1IN TR LA NMTUaMeTayanIeYIENT

<3

v =2

UuaznsENUsonUTuAILessy AnuaonieresUssvursadiuladesunlasuni
Aumsaasyanadu wialudeyadiuyara Fuipsniulseadulymuniingrune Uy
1,9544
2. @nlasudoya AT LaslvaNadINMienuYessy nanfenaulziinig
augwvisen1saLiiulasinvisenanssulafienaiinansenuienuA NEWINRON AUAN
o Na P ya o o A A 9 ~ Y a =i
aundly A ndin vsedwuladedAyaulaniieiiuussnsuvse Yoty yaraiena
lpSunansenutiugeuiianslasutoya MWL Wag WNaINMIETIVNIT YIBNUTDST
S§iamia viioswnisaiurinadunasiidnduaninuniuvewusenlIsulNgI oL ie
wluusznaunmsiiansanluiesdingd wenantin1snkuiaundIng segha n1swdled
WAz TRIUSTTN NISRUANEFINTUNING N3 wWadles msimuawanslduselevilunsu
= = AN K YA o w Yo o g val 1Y)
wazn1seanngienaiinansenusadiulmdsdidgyvesUssavy IsginlainszuiunsTuils
a ] o ' o a 45
ALARLALYBIUsTBUREwaRInauR NS

v '

NILS1BUURVBUAVIATVBISIVNS W.A. 2540

kY

[

waNINIgeTIUYNSTUTEs  AnSlunisiuiteyavniansuas Sydsldeen

ngvanglusuwuuveanseswlyad fe wees1vUydAdeuadniansvedsn¥nis w.A. 2540 &

v Y

42 o o & s & a ' . aa s o A P
P WAIRUAIUA, DaTzUIU1815 (Freedom of Information), 215a15UAANENT aUUN 3 UN 9 ..

2521, (NJIMNUMUAS : ISaRURNVTIMeNdesssumans, 2521) wiih 138, 619iivlu fAvs 118155, nguraneuayaIsusssu

doansinayu atuudlauulys we. 2553, wil 135.

43 o a au vy ' o
U VL”UEJﬁ'ﬁ, ﬁ‘WﬁTUE”Uai.lvﬁ"U']']ﬁ'ﬁﬂJaﬂﬁT’Uﬂ'ﬁ U112,

44 o ' o <
3§ﬁ§3ﬂl&iijLWﬂ§'}°U@']m']‘ﬂﬂ31WEJ NWNBANINY 2550 ums 56.

45 o ' ) o
3§ﬁ§31.ll&iijL‘VNi’]°U@’mJ’]‘ﬂﬂ31‘ﬂEJ NWNBANINY 2550 g1 57.



21

naldtadudaudtuil 0 Surau w2509 ielvssruldilomasgienfevndums
isusteyatmansfeiunsit dunsieessgiuiunmsduaaliiinnduigualag
UservuanBedu dedunseatydRatuitshmualiussssudanslddtoyadnmes
swns Inefifesniiusulifoadamefiimual fegraudsdpuazSrinanzdeyatniamsi
yadaweudeg innnudemeseUssmananieseUsslovifiddyuonensy  “uaz
Muualivihenuessgasulamedoyarnanslunaieds 1wy Msvsemalusignagn
WUNW NMIIAWEIToYaY a5V 195195 L UTEn s Ingiag vise Tidnsun
Uszrmilumstudesegd eyatnasidunisiemszBesamzasdlldfivias iy
esaseussesviomuauguadeyaransiug

“doyatmans ” (Information) wuneA w1 Asidenumnglizizessn
foufiensa daya vide Adlan lihnsderumnetuasiiildles anmeeddsiuemielng
f1uABNslag wazlidezdavinlilusuuuuvenonans uily 1oy wilsde unurls uud
ama ameane Fidu mstuiinamsierdes nmstuiinlneirdosnoufiunes wielneisaula

wihldsndunnlidudsingle

[ o W a af o YA Y = v | 48
‘ViaﬂIUﬂﬁmﬂ@ﬁV}ﬁiumﬁugﬂiaL"U’]ﬂﬂ%@ﬂéﬁ%ﬂﬁ’ﬁ

1. doyarnansvesnvnisiionsnelfiinanudevesieanty
wszsvnEnsdazdameldlilaeiiavn”

2. doyavnasfimnidameudrazidunsdemeniensenunszifiousis
Awsiuasvonsleafulsene vise arwduiusssninsseime

3. feyatmansivindameudiasdunsidemeviensenunseiiiouse
JEUULATYENINTONITARIVRIUsEINA

4. feyatmansivadameudiazdunsidemevionsenunsyiiiousens
taduldngmane (aednlngjavsjauianisted Wldngmneglumanig) vildnsteduld
ngvangliifiuszansnim violienadr Banuinguszasdld lidiey Redesiunsilesnd

nstesiu NMsUTWUTIH MINAEBY N1IATIIEOU MIFUNETNIYeITRLAY1IENT

va ¥

46 v o i~ '
wiewalunisusemelinsesydydRvoyainansvessuns w.e. 2540
q

o

7 aa < @ @ a ay yyy ' @ Y ' @
NAYY YINATIY WasAUY, 35NUEAN 1@3 agam’%amnaﬁﬂuaaiwmiawﬂﬁmama(ﬂgamwwmﬂi T BNWIN

Penl, 2545) v 1-3

o

v

a8 o wa v '
W TUUYQRAUBYATIETVRITIUNNT W.A. 2540, 11MT115.
UAt0a12e13Y891¥NNT WA, 2540, 11M5114.

49 o
WILINYULYEURN

o

50 9 o A ! v wa v ' °o w
SRR R Uumsg, ﬁi,]lﬂ‘t]ﬂﬂ'ﬂ Q“U‘Uﬁl1i’N‘WixiWJ“UﬂJmmma%aﬂ?’)ﬁ’ﬁ”ﬂaﬂi?ﬂﬂ?i W.AL..., 1BNAITEINIU

ANENITIUIBNITYBISFANUNFUNNUMNUAT : ANERDTNaE, 2536), i 3.




22

5. deyarnansiidunnudaiusedoiausuusdl  RerdunsufiRa
meludrusmnmsiuuiidumnuiiuiedeiausuuiiiousneumsinaulavseidedudans
Wag $189U39INNT

6. oyavnasimnidamsudazidunsdemeniensenunszifiousts
“Gvsduyana”’ Wialndunmeretinntennuuaenivesyananilynanale

7. FoyatmanslisunsAunsomuasToIUTIAATINTN WU 1T
nnane Andnunng vnmadametuasdunisgnaianiamyaaalagliauans

8. doyavnansfiingrnevhudlidameviedmuaisnadamely
lnglany

v 1

9. UoyarnansiieITeeiugInanITAN NSNIAIYE QRAMINTTU 138

Y

=

wialulaBnetosiuizosinan fdwssnisiasuanensy  uwasduindilalusznineiu
Pawswnsagliihunanlameiuyanadu
10. nsdigugRnmuablunsesisnguln
% Aa & v o a < ¥ % 1
Toyaiifiiileviny Ua 1 Mulameiinuin Toyanude 2-10 Meuves
o Ay v Y  aa N %
Syvseimtnanunsaldnaidalidamels
Todninvesdnslunisiuiteyarnasasivnvsetesuagiuin Slalv

NsgausUgUIAYTEBUlUMSINNTEIUTINA JUANATIIARUNIAL TN UYRIsTLEdle

<9

(% =

Uszinalnelaasrmdnyseiuludnssuivoyarnansly nelusgsssuynds

Y LR

&

o o £ va ¥ 1

Jungrunewsiunuasiiddudnmasdn uwazlunsesvdyaivoyainiansvessnsnis w e,

A7)

a A IS

2540 Feganndesiunann1saInaiiusessesd@nsuywy suwaznsldiusnlunisunasedly

o v A

szuauUseasUlny wrdanazhosrdansdudfdnassusenisiiievinlinisiaansluns

o

SudtoyatniansvesUsesuiinaluneUfuRas fe wils msfidiusiwnisdesdinisdaiu
v - = A A P Aoy 1 -y % !
Toyanilusyuu dnssuiunisiweunsviseiln wedayailiasianinugenvioasnanissun
Useyvugldansiiuauas wavassfionsenuieanuazainlunseuiunisiinisdoya

Ymansveslszivu tnsanzegediluganianalulagndnugeudeiuniwniatie

U = YV

Ao ImEIse Buwesidn Sgiweatiuayy  nsnddumesidavesszyyy uagln

o«

Uszanulald “anslunisdeanssiuteansiunisiindsduwasitn” Tmvindeudy

51 4 = Y o/
LIDALAEINY, U 4.



23
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(Right to Communicate and Right to Internet Access)
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> Jean d'Arcy Edited by L. S. Harms, Right to Communicate, [online]
http://www.righttocommunicate.org/viewDocument.

> L.S. Harms and Desmond Fisher, International Commission for the study of communication problems
: The Right to Communicate concept and Toward Definition,

http://unesdoc.unesco.org/images/0003/000342/034290eb.pdf
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anuszr1v® (United Nations Educational, Scientific and Cultural Organization
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> www.nam.gov.za/background/background.htm
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(NFIVNNMIUAT : AMENITINNIALELIURABI100T ¥InN1a WIBUTHE nuueer Sjuswonalaniaenyu,2544)vi 6.

*" Universal Service Principle : States should promote universal services where to the extent possible
given the different national and regional circumstances and resources the new media shall be accessible at
community level by all individuals on a non-discriminatory basis regardless of geographic location

% Preliminary Report : Study of legal provisions and practices related to freedom of expression, the free
flow of information and media pluralism on the internet (2010, Nov) page 6-7, [online]

http//www.osce.org/fom/73725.
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® Four in Five Regard Internet Access as a Fundamental Right : Global Poll by GLOBESCAN [online],

http://www.worldpublicopinion.org/pipa/Article/btjusticehuman_rightara/661.php.

% United Nations Declares Internet Access a Basic Hurnan Right

http://www.theatlantic.com/technology/archive/2011/06/united-nations-declares-internet-access-a-basic-human-

right/239911/

* yifadefiunilne3y atuiuil 19 nanAu 2552 hitp://www.thairath.co.th/content/tech/40568
% Conclusion and Recommendations (B), United Nations General Assembly : Report of the Special
Rapporteur on the promotion and protection of the right to freedom of opinion and expression by Frank La Rue,

(2011), page 22.
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dumesiiln (Internet Service Providers : ISPs) %38 (Internet protocol address provider :
IPAP) ansnsasanisifensenisdumefiinvesliuinig ldvniinisudaiou (Enforcement
Notice)  Eflusnts Bumedidn Metiuinisnsesi vidonaweundtoya Adunisandn
AvAvsae 3 ade”’

Ussinarfamasguialdusengmneifiededunmsasidiadvanaiiaads
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ogaies Vuudidledinguunedmuaiaandsndngaldlumeiin 7 wagdausznedniy

a a Y 2 a c 3 & & a a 72
avlunisiindedumesiatuludnsuyveyy

" The Copyright (Infringing File Sharing) Amendment Act 2011, [online],
http://www.legislation.govt.nz/act/public/2011/0011/\atest/DLM2764312.html

“in English : The High Authority for Transmission of Creative Works and Copyright Protection on the
Internet.

® Nicola Lucchi, Access to network services and protection of constitutional rights : Recognizing the
essential role of internet access for the freedom of expression (2011), Page 6 [online],
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1756243##

" The Constitutional Council Decision n 2009-508 of June 10" 2009 : Act furthering the diffusion and
protection of creation on the Internet, page 9. [online], http://www.conseil-constitutionnel.fr/conseil-
constitutionnel/root/bank/download/2009-580DC-2009_580dc.pdf.

" Declaration of the Rights of Man and the Citizen of 1789, Article 11 "The free communication of ideas
and opinions is one of the most precious rights of man. Every citizen may thus speak, write and publish freely,
except when such freedom is misused in cases determined by Law".

"> TOP FRENCH COURT DECLARES INTERNET ACCESS 'BASIC HUMAN RIGHT, 2009 [online],
http://www.foxnews.com/story/0,2933,525993,00.html
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" Conclusion and Recommendations A(4), United Nations General Assembly : Report of the Special
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2554 lawanstaiules blog Mail List ﬁLNEJLLWi"‘fJJaiJUa hate speech 138usausnnis 170

" Sgsssuynuwisnvenandnsinewmsdngv 2550, 11991 63

" Council of Europe Recommendation No. R(97)20 of the committee of ministers to member states on
Hate Speech page 107 [online] http://www.coe.int/t/dghl/standardsetting/hrpolicy/other_committees/dh-
lgbt_docs/CM_Rec(97)20_en.pdf

" "hate speech” shall be understood as covering all forms of expression which spread, incite, promote
or justify racial hatred, xenophobia, anti-Semitism or other forms of hatred based on intolerance, including:
intolerance expressed by aggressive nationalism and ethnocentrism, discrimination and hostility against minorities,

migrants and people of immigrant origin.
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" Article 20 (2). Any advocacy of national, racial or religious hatred that constitutes incitement to

discrimination, hostility or violence shall be prohibited by law

! (a) Shall declare an offence punishable by law all dissemination of ideas based on racial superiority

or hatred, incitement to racial discrimination, as well as all acts of violence or incitement to such acts against any
race or group of persons of another color or ethnic origin, and also the provision of any assistance to racist
activities, including the financing thereof;

(b) Shall declare illegal and prohibit organizations, and also organized and all other propaganda activities,
which promote and incite racial discrimination, and shall recognize participation in such organizations or activities
as an offence punishable by law;

(c) Shall not permit public authorities or public institutions, national or local, to promote or incite racial

discrimination.
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' Freedom of the Net 2011 : A Global Assessment of Internet and Digital Media By Freedom House,
UNDEF, page 345 [online] http://www.freedomhouse.org/uploads/fotn/2011/FOTN2011.pdf.

? Ibid, page 349.

’ American Convention on Human Rights, Article 13 [online]

http://www.hrcr.org/docs/American_Convention/oashrd.html
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* Freedom of Thought and Expression

1. Everyone has the right to freedom of thought and expression. This right includes freedom to seek, receive, and
impart information and ideas of all kinds, regardless of frontiers, either orally, in writing, in print, in the form of art,
or through any other medium of one's choice.

2. The exercise of the right provided for in the foregoing paragraph shall not be subject to prior censorship but
shall be subject to subsequent imposition of liability, which shall be expressly established by law to the extent
necessary to ensure: a. respect for the rights or reputations of others; or b. the protection of national security,
public order, or public health or morals.

3. The right of expression may not be restricted by indirect methods or means, such as the abuse of
government or private controls over newsprint, radio broadcasting frequencies, or equipment used in the
dissemination of information, or by any other means tending to impede the communication and circulation of
ideas and opinions.4. Notwithstanding the provisions of paragraph 2 above, public entertainments may be subject
by law to prior censorship for the sole purpose of regulating access to them for the moral protection of
childhood and adolescence.

5. Any propaganda for war and any advocacy of national, racial, or religious hatred that constitute incitements to
lawless violence or to any other similar action against any person or group of persons on any grounds including
those of race, color, religion, language, or national origin shall be considered as offenses punishable by law.

> First Amendment Congress shall make no law respecting an establishment of religion, or prohibiting
the free exercise thereof; or abridging the freedom of speech, or of the press; or the right of the people
peaceably to assemble, and to petition the Government for a redress of grievances.

¢ Fourteen Amendment Section 1. All persons born or naturalized in the United States, and subject to

the jurisdiction thereof, are citizens of the United States and of the State wherein they reside. No State shall
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Joyaiiunuduresuseme (National Security Leaks) #38813n5nUsta

ANSANULUAIYBIUE (National Security Information)

ngvisng Espionage Act 1917 dadunpumunesefuansy (Federal Law)
Hagtudsngeglu 18 USC. § 793799 Wunguunefidyaififeiumssnvinazundes

Usznalaglu Section 793(e) : Gathering, transmitting or losing defense information 219

make or enforce any law which shall abridge the privileges or immunities of citizens of the United States; nor
shall any State deprive any person of life, liberty, or property, without due process of law; nor deny to any
person within its jurisdiction the equal protection of the laws.

" Reno v. American Civil Liberties Union, 521 U.S. 844(1997)

® New York Times Co. v. Sullivan, 376 U.S. 254 (1964)

* hitp://www.law.comell.edu/supct/ntml/historics USSC _CR 0376 0254 ZS.html
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Wikileaks 1wl 2010 Wikileaks lnggirosafe Jideu uoawud  (ulian Assange) LUnLHe
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P18 USC. 5793 (e) Whoever having unauthorized possession of, access to, or control over any
document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map,
model, instrument, appliance, or note relating to the national defense, or information relating to the national
defense which information the possessor has reason to believe could be used to the injury of the United States
or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be
communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be
communicated, delivered, or transmitted the same to any person not entitled to receive it, or willfully retains the
same and fails to deliver it to the officer or employee of the United States entitled to receive it; or

"' Scheck v. United States, 249 U.S. 47 (1919)

. Mary-Rose Papandrea, The Publication of National Security Information in the Digital Age , ( Journal of
National Security Law & Policy,2011), page 128 [online] http://www.jnslp.com/wp-
content/uploads/2011/06/03 Papandrea.pdf

" United Stated v. Rosen, 445 F. Supp. 2d 602 (E.D. Va. 2006).4158 New York Times Co. v. United States,
403 U.S. 713 (1971)

" Ibid, page127
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1 US Pressures Amazon Into Kicking Wikileaks Off Its Cloud, [online]
http://www.osnews.com/story/24086/US_Pressures_Amazon_Into_Kicking_Wikileaks_Off Its Cloud

v Lieberman Introduces Anti-WikiLeaks Legislation, 2010, [online]
http://www.wired.com/threatlevel/2010/12/shield/.

** New York Times Co. v. United States, 403 U.S. 713 (1971),

" The Pentagon Paper : the Introduction [online] http://www.nnn.se/vietnam/pentpapers.pdf

# New York Times Co. v. United States, (1971), [online] http://www.infoplease.com/us/supreme-

court/cases/ar25.html
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#" Freedom of the Net 2011 : A Global Assessment of Internet and Digital Media By Freedom House,
UNDEF, page 353-354
2 Charles L. Ruby, Analyses of Social Issues and Public Policy : The Definition of Terrorism, 2002,page

13 [online] http://www.asap-spssi.org/pdf/asap019.pdf

? .. Code Title 22, Ch.38, Para. 2656f(d) (2) the term “terrorism” means premeditated, politically
motivated violence perpetrated against noncombatant targets by subnational groups or clandestine agents

** domestic terrorism' means activities that—
(A) involve acts dangerous to human life that are a violation of the criminal laws of the United States or of any

State;
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(B) appear to be intended
(i) to intimidate or coerce a civilian population;
(ii) to influence the policy of a government by intimidation or coercion; or
(iii) to affect the conduct of a government by mass destruction, assassination, or kidnapping; and
(O) occur primarily within the territorial jurisdiction of the United States.".
® OpenNet Initiative, A Starting Point : Legal Implications of Internet Filtering ,2004 page 7 [online]
http://opennet.net/docs/Legal_Implications.pdf
% Thomas J. Webb,Verbal Poison—Criminalizing Hate Speech: A Comparative Analysis and a Proposal
for the American System page 481 [online] http://www.washburnlaw.edu/wlj/50-2/Articles/webb-thomas.pdf

*" Brown v. Board of Education of Topeka, 347 U.S. 483 (1954),
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% European Monitoring Centre on racism and Xenophobia (EUMC), “Summary report on Islamphobia in
the EU after 11 September 2011” $1filu wayde Fogulnea Hate Speech wardoyaiisunse : madenisnouldma
n9idles i 13 http:/chaisuk files. wordpress.com/2011/06/hate-speech-alternative-respond-full-report-
may0311.pdf

# Scheck v. United States, 249 U.S. 47 (1919) [online] http://www.infoplease.com/us/supreme-
court/cases/ar37.html

* Yaman Akdenizm Clive Walker and David Wall, The Internet, Law and Society (United Kingdom:
Pearson Education Limited, 2000) page 254.

*" Ibid, page 255

% Xinyi WANG "Freedom of Speech" in the United States Constitution Perspectives, Vol. 2, No. 5

http://www.oycf.org/Perspectives2/11_043001/freedom.htm
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» Jeremy Waldron, WHY CALL HATE SPEECH GROUP LIBEL? page 10-11 [online]
http://www.law.nyu.edu/ecm_dlv3/groups/public/@nyu_law_website__news _media/documents/documents/ec
m_pro_063312.pdf

# freedom of the net 2011 : A Global Assessment of Internet and Digital Media By Freedom House,

UNDEF http://www.freedomhouse.org/uploads/fotn/2011/FOTN2011.pdf page 345
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nauune — (Protection for “Good Samaritan” blocking and screening of offensive

material)

1. Mnuegliuinistumesilavielldusnisdumesiin (Interactive

computer service) lifiaafinnuuiin wuRe i ugenns (Publisher) %5e

(

funauedeya  (Speakeniigliuinsdoyaduiniiu  Fovnearing

Uimsilifilomvesteyalsidossuiisluteyaiidavintulneyanadu usdi
Y o oa & o & va o g vy ' 4 wva o
fossuRntugomduiiivilidogaunseanluniodivnauetoyaty

2. Tudearnusuiialumsunistu nguuneinund giusnsdumesidn wie
Aldusnisduwmesilalifediarnusuin mnldnsgyinsleeadnslauazgase
Y Y e A % ¢ v PN BEVIPN - Y a <
WediansidntaisensiiusElevianndeyanidliusnisusegldus nsiiu
71 Wudeyafianunawiais Srefumn ne1um1e wanitenuguLse neady
$1Pey visetayaduqluiuesdeiu liddeyadnanvglasunnuduases

Rt TN R BN

< =

dmfuanuiviines fluinsnadeudedumedidaviodliinieiu -
(Access provider and host service provider) a3 47 USC s 223 (e) fmunidloduidios
flruimadeusoiussuuinioriedumedidnvioliuinisiuifaiutoyaliiedeaty
msdavindoyatu Alidpsiuinveulaionuinfiintuu edetnedumedidn Liuus Hu

Hanviwiseiiduslunsdnideyatiu Jeguauddinaneunstoyaniiilevninngming

Y

3o glrusnisniad fduwmesidatuduidivemiomuauszuuies usegsbshauili

* Title 47 USC Section 230 (f) (2) Interactive computer service

* Zeran v. America Online, Inc., 129 F.3d 327 (4th Cir. 1997)

*" Schneider v. Amazon.com, Inc., 108 Wash. App. 454, 31 P.3d 37 (2001)

* Gentry v. eBay, Inc., 99 Cal.App.4th 816, 121 Cal.Rptr.2d 703 (2002)

* @3%uns Sadsnde, envyinssumnanesfiumes : miﬁﬂﬁu‘bﬁ'ﬂgwmEﬂ,‘uﬂﬁwﬁuﬂwmmuuﬁwmﬂ?a*ﬁw
lannzi30aT01d89 Onendnusdimansumsudio e dnmand ausdfaans RIANTUUMNINGISe, 2550), 11 88

“ Title 47 USC Section 230(c)
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Uimslaidiossuiiemnléldang  smsegslaegnamdsimnzaulunsiiamsiddstoya

widnsuainidn wu msldssuusariu™
fadienusuiinveslruinismungranedlisuds mnuduiianungmine

AvAvsuarauiuiian1sen desimsandaanuniitanulunisnagianuianiungu i

2181
The Digital Millennium Copyright Act 1998 : DCMA

The Digital Millennium Copyright Act 1998 DCMA tHungusnefifmu

'
a a

AnuSuRaRgIRuNsazlansnddumstygn Wunsudly US. Code Title 17 &l

'
Y] wvaa |

untyalAninaulafeiunsivueanud vinveslviuinsdumesiiln  Fudidedninainy

AR}

a a

(% a I [ a & = o v PN a (% £a
SulaSendman Safe Harbor wagnseuiunmstanuviseinveyanagilansnddunisdyan

29NINTLUU N38n31 Notice and Take Down

Yo9ANANTURNA (Exclusion Of Liability of Service Providers)

vdn Safe Harbor Aendnmsluingliinsdumesidnuszianiduiios
Favmvosmnslunsidendessuy (access providen liessufiamisnguing wdniusnglu
§ 512. Limitations on liability relating to material online FawvsrusuRanuUsEn v
vosfliuinsdsil
1) msdsindoyauuaietneuuuiing (Transitory  digital  network
Communication)” si3egliuinsuszianivds Asuaidunis TnsiWouserudeyaiiru
szuunseleseteiimuauvsesidunisiaegliuing vie {liuins Jssamdidudnans
Tunsdssinudeyaviedaiuteyalitinsm lidnsesliiunudunsesdeiile
1.1) fliusnslildiduBsuvdeddiinsdefoya  nmsdeiudoya

[

AIANUUALEUNG ‘U%ﬂ’]’iL%EJM@IEJV%EJ%J@Lﬁ‘UGUEJlIaLﬁjuvLUGniJﬂ’izU'JUﬂ’]ﬁ/l N

Y

'
=B 1

windalaegnludia liladinsimundeyandamulaegliuinig

1.2)  dliusnsldliudivundsudeya duuiilunisnevaues
uuusmlusfAnuiwevesdu

13)  flidnshildduundeyanasiuliluszuurioinsetned

uanana Tl dsudeyaanunsadndsls waslilafivdndeyaliunu

! Title 47 USC section 223 (e)
*“ Title 17 USC Section 512 (a)
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WAuNszezanIndumuanalsiteasnu fruadEun1wselusnis
LIDUADAINGT
1.4)  lifimsusudeuunlutoyaideinussuuvisewmsoing ey

Tsusns

2) nsliunisdaiudeyadnnsm (cache)” gliusnsidudenandlunns
Fafutoyatansnuuszuunteniets Taensdmiuiduluuuusalud@dsduannsn
dhisteyainuueeuladld dliuinsarldfunnuduases e

2.1) hifimsusuasuudladoyavas g luinsdsinudeyaliun
A lEUTNNg

2.2) frusnmsihmussadeuioafunsiavideyalilmivas
Vuauagiaue (refresh reload and update) lngn1sindiyalvdainunas
inmuiiveadeyaiiuszyld

23)  ghivimsldlaunsnusanaluladf Wusnaidlunisdesinu

! £ [- 37

Joyaseninginindeyanasilduinig vnmalulagiuduluay

Y Y
A o vV Yo P a A o o O Ay v o= v
wwsguinmuanay liladaneudeyamnerfiuiuiuassniigidifloya
voudnvitayaiiy Neglussuuviseinioingveny
24)  winddeviteyaidy & Reulrlunsidhiisdeya wudeuds
' ~ Y A w1 A v A | v a v ° =
A5 Aosllsviaruvsetoyaduneu lruinisaesivuaeuly

Aanamliwagldusnstoyauf iRuieiuteulendinideyaiiu

Y

fAuualy

25  mnddnvideyaliuinisiifieyalaslyd loasueygynain

[WUesavENS Jlrusnisresauriesziunisiifleyat Wedayatugn

Y

aUNsRsEIUNSNTINUVELAY FaliAnd WIelaTundaaindnsal

3)  gliuinsndafuteyamumdsesglivinslivuszuuntenietne
(information storage on a system or network at the direction of a user) lasuusglovi
NntedrAnmuiuRnseiile
3.1) lignuuaghismsamamneldannginisalinddeyaiiin
npvineviseinisliteuaiiiangmnelussuunielrdotievesmu niemn
n51uvs emavsngliindiveyaiiiangmnedlssiiunsauniess funs
dndsteyatuagnern

* Title 17 USC Section 512 (b)
*“ Title 17 USC Section 512 (c)
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32)  wingliusnsildnsuaganunsaniuaudayals AeeUsingin
Lilesudsylomimmindauannmsasdnaedvisdy

33)  ns@fgliuimsBumesdaldy uudvidnsafinauans
‘lﬁu‘%mﬂﬁaw’%aizi’mmﬁé’hﬁﬁmﬁaﬁuaEhﬁam%a

3.4) msliusmsseyuvasdoya

0 flidnsdesedeyalngltinieslessyunastoga  (nformation
location tools or Search engine)” sauduadesiioduilvhnthfiwwdeatu wu nsld
reference 3o hypertext flvuinsussnnillsifiossuiin soule

0.1) lansuuarlienamavangldidoyatuasdindudvs videmn
n3unzeRnmnglaudIaunsesEiunsniadeyadina1ieg193Ins7

4.2)  wngliusmsiiavsuaraiunsamunudeyala desusingd
ailgFuusslesinmingauanmsanidnduandi

143)  nsdigliuimsBumesdalduudvindnisasfinavans §

Iﬁu‘%ﬂﬂﬂﬁauw‘%aizﬁ’uﬂ'lwﬁ'lﬁﬁa;ﬂaﬁuasj’mmL%’J

1NMINNIIN1THIILATAUDBN %158 Notice and Take Down Procedure (NTD)

M3udsuazaueen M3eaInsTs Notice and Take Down fe Mgl
vimsdumesidelduudandumednuaidnesh Imsandedudvdifstulunsliuinises
o flUinsBumedidnisdodadiun Jeduiumsaudennutdusenainszuy iletioatu
nsmsunsnieldussloriandey aduszdindvAvitu §1 Section  512(c)2) fvunlvi
Trsmsdumesidnasdostasunudaimdhiisunsuss Tnefunuduinilfosdanion
Posdmiunisudsiia gaanunyaraiialy uenaniflvuinsdumesidnasdeussie 7
og] mnoiavingdw Sidvesiunuuasdeyaduslundunanavanidadumisa

AATENIY

1) nwdnduaednvalsnysteuuresliuinsdumesilalagvzsios

Y a o 1% | a aa fa X a 46 @

seytoya Nidisanelunisuandiiuinlunsasdndedvafiotuass Wy aneduresi
wuildsuneugIINIvesEvaNSeeInlinsasla Swavidunvesteyaniiavans

Joyanidnvindunsazdingdvdns sumiwesdeyaielifliusnisdu wesidaaunsaily

“Title 17 USC Section 512 (d)
“ Title 17 USC Section 512 (c)3)(A)
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aunsesriunsiiiseyals Jeyaveiisienisindenduuiey waslnsdne Bud

yudornuiiszyidudedionuilaeaain dennuinialudenuiigndesnie wasduds

Y
WU unlesuLaUs1L19NE19989 ANsHanaindinisaziiin iatis1easdunfinaiifes

Asuiuluasydfey (substantially comply) fazduagldfinatsfuidu nsuds (Notice)

puuNUey el
a ‘NI

2) gliusnisdumesidaiinthndeswdsludslduinisiasdn Tinsuinee

= o a

fimsalunstanunseaudeyatiugesn Wegliusnisduwmesideliauniassiunisiiis

Joya (take down) Jayanervirdinisazidindvdnsuas dluuinisdumesidnaglifinauiu
a ! [ v a a £« Y a 48
Anseyaaalalidndvesdrdvovseglduinig

= a a a

3)  Tunsding [usmsdumesidniuildladudeyanasdeduan

NDa

U

Jldusnisanunsavimilsdelduds (Counter notice) ludsdunuvasgliuinisdumeside

Y

\J

IﬁU%ﬂ’liaum@%L‘l‘jW;{@ﬂLL’%]IQIUEQJJQL%ﬂﬂ@ﬁ%ﬁ%%ﬁﬂﬂiiﬁﬁﬂﬂﬁ’nLLazLL"f]jQ’j’lfwﬁ’lﬁ’l‘ﬁ@;Juaﬂﬁ‘lJM’lq
a a ) v o v o o a9
annANkaryRNInIN1TIEIuMaaoya el 10 Twinis

4) waINEWUIMIBuneslalasunilsdalauds (counter notice) uds T

a

AiunsideyangnaunduAudan mfutaryfunsmsssiunisidnfeniely 10-14 Twh

Y Y

s
a a

N3 Viuuldvesdvdn Slaseweremaligudyliusnsnnnisniseviiagilindvdns
o 1 & 50 D v a a Sy v i Y
dananaty” (Dunihiivesdvesdvdnssedluiosiemanislu 107u)
nsdiaAnusuRemuunUgaRidunisuansidiuinanuneteulunis
Snwndnsiasnmlunisuanioanvewllius nisduwesilafiueunsdeyadinanaugluiu
o A = & > a a v v e
nsUuUTMsnseinedulun1sAuasedniveudvemingaunilyan Tu

= ) & % = v ' 51
vauziigatuinsnistineewldidluunsnuesnisivaisuvesdoyatnias
3.1.4 nsUanwuledludssmeanigawsn

Yaqtiuansgausnludnguunalafilienunasglunistanuivledvsessiu
Y = v a s’ a ' A o v o Y a
nsiisteyalaquuBumesids disawingumnenivuatazligunagliusnig
suwesidnluiaunsessiumadndailomifinnguunenug lnegaluiinsAuaseseiv

IINNITHYLNITOYA A1UNDUINTVTOTRYANIIUNTIELATNTALIATVANT N1sAIUANLLEN

“ Title 17 USC Section 512(c)(3)B)

* Title 17 USC Section 512(g)

*“ Ibid.

* Ibid.

ot lvan Hoffman, The Notice and Takedown Provision of the DMCA [online]

http://www.ivanhoffman.com/dmca.html
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o
Y

vudunesilauaglduinisdumesilndlug wunsmiiuguanuies (self regulation) ¥4
Tunmaenuuiifuudsvlvuinsdumedidn flruinmadvledeie lsaSeu ey a vido
melunsoua$h umsnsieqmarieglusuuvumanadiafenislilusunsy findunses
{Hov(Filtering) 1 Firewall luunsuadgitu uoilewn wwind fegd Tolele nediie 4
nnunevassimualilsuSeukaziosanedosnasnslunsndunsend  ewlallsidin
ansnsaiinfedeyaitlivaneald  uenaniudddldunsnismanedamnizuadonis
Unitu wu nadlves Wikileak  Sgunaldveliussniliuinmsnnuaenfonisduimesidn
(Fidelis Security Systems) Anfalusunsy Firewall Lﬁaﬂaqﬁ’umﬂ%’ﬁﬁmﬂamm Wikileak

[ ] L < & <3 53
lihdeyatuaggniaiulintainiy

3.2 #UMNUSIgIwesuil (Federal Republic of Germany)

Uszewosuiiduniduussmeaaundnvesanainglsuimmuaiumiaieiv
91YYINTIUNNABUTIADSUALAIUTUARA1 T upnuitana nglsuldnemanld fileudsld
Anwinsnmaninaeiiedfiunsmeunsdeyauudumesilauaranusuinvesliuinig

Suwesiinnannmealsulanwmanlineu el

LWIMINSHIRLANNASNSAIUANTEYAULB UM SITnveIanangLsY

annmglsul Msivuavdninaeiivelyl  Ussimean 19navannguaned

kY £ o o 1% < = = 1 1 A 1
Aaneadsiu Iinguinaluennmadivselerilumuninusiuiisseninausemeluns
TaAulin g MunenIa NI SAUAIUARUAIUBYEYINTINGNNY IABIRNIZBIYEYINTIUN

a o= < a a LYY 1 [ « |
AawitmesTealuauRaneiuiuluseninma teUszma  Tuussiiuiod n1sHewns
& Sa a ¢ % & & a g oA v o ¢ 4
WemiReanguuneuwdunesidandudnussinunilaianninglsulanamdninasiiveu
wwmndbiwsiazUsemailuiinnsanasUsuiungruunenslulssmavasdiies Ml
AnznssumMsaramelsulalinnudidyiu nsaswaugasey  enislvalieuvestoya

dMasleedasy (free flow of information) waznisundaanalsyloviansisay

*Children and the Internet Laws Relating to Filtering, Blocking and Usage

Policies in Schools and Libraries http://www.ncsl.org/default.aspx?tabid=13491

> Feds Seek Computer Firewall to Block WikiLeaks 'Pollution’ [online]

http://www.aolnews.com/2010/12/20/feds-seek-computer-firewall-to-block-wikileaks-pollution/
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(protection of the public interest)”™ Imaﬁmiﬁmumaumemaaﬁamﬁﬁmﬂgwmmaz
Lﬁamﬁhjmmzaﬂu Communication on Illegal and Harmful Content on the Internet
1996 ne Amznssunsavinwglsy European Commission  (Tsvmzduiiussmadiiu
andnfe UssvAsaaws Useinagosud UssimanSuaa wogdsemadangy ) fi91san

Luamsuawm,ﬂa‘mmamqmwaﬂﬂawmwﬂuimwizmmazmmmm bYU

o ANUTUAYINY 15 IWuTeyaiiineltu Aanssuvengunenssie 815y

Sz UA ANTNANYENGR

1%
=1

o  MIAUATONLNTU MNNTeyATTITEMTULTS MWANLNBUINT FULLY
nsmaneiidudunse

o nefuasesinAEEAIL Ly ndoyatinelinaundeadmade
WIF TONITUUISN YUY IR

o AufunIAATEAY WU MaviaenassBumesidn viensUasuulas
UnsiAshn

o MIANATBITOLA INNITPNANABULZTZUUNIBLEA (hack)

o  MIAUATBENTAIUYAAG FINNTSENABNIUNNBIANNITBtndrs o sihdeya
dwsaluldleglsilasuaugn

o MsfuATEsTRdIINNSY VLSV oguiiuLas s laanLile
wWisuisunuuliiifusssu(unlawful comparative advertising)

o MsAuATEIMINEFUNI Ty Lﬂa'umiLmﬂLLWi'Gi’J’aanJaé’uﬁﬁ&u%wﬁm@lﬁ%’u

DU LHUNAWTOUENUIT

anamglsuimuavdnt nasiiefuassuiiavesilvuinisdumesidn
elsisemnesinanfiuuiniadeaiu Tu Directive 2000/31/EC of the European Parliament
and of the Council of 8 June 2000 on certain legal aspects of information society
services, in particular electronic commerce, in the internal market TagAMUUAAINUSU
AnvasdliuintsusesUssindwiolud

4

Y a A o P v .\ D6 =
1. giusnsidusnandlunisdsiudeya (Mere conduit)” wueds

Y

Tiusnismadndaaietielnsanuny wagglrusnsdaiudoyatinsniluszninanisds ae

> Commission of the European Communities, Illegal and harmful content on the Internet (Brussels,
1996), page 4 [online] http://aei.pitt.edu/5895/

> Ibid, pages 3 and 10

** Directive 2000/31/EC, Article 12


http://aei.pitt.edu/5895/�
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SolusiRlaeiiqpuszasdifoddlusuniorneinsauunauuaz teyadsnanlalsgaiiulifu
szprnaiiisdumuaumaiitedsdoyaiiuly

flsransussomilidessuiinludeyaiioulddesinu mnieulail@dug
Buslunsdstoyaiiu 1 dlftmungiunisds uazldldtmundeyaniontladeyalumsds
s

[ ¥ o

DA v & v Y 57 o Yo

2. fluimsdaiuteyatingl (Cache)” wuneis ganiudeyating
lngdnluliseninanisds murdwesuteyalaeilinguszasiialvinisdeloyaniud
HlEusn1sTeselunswoluiivseansnnuniu

dliusnisussanillidessuRalunisdaiiuteyadangy  (caching  wng
iusnmislilaunleteya glvuinislaujdfmuteulvlunsiintedeyauwazng szl
Weatunsideyaliiuade wasglius msldldunsnuesmsesuniunislénalulagiiesu
v S o D Y a 1% oA i < = 9 Y s v -
Poyatu snnangliuinislvianusiuiiesgesinilunsaunsessiunsidifiteya e
nywieyaiinanlagnavesenainunaseyaiuvsensiintdeyaiiuiulagnssiu vie

A o A o W 1% = Y
LJJaumawa&mamammmﬂﬂﬂﬂi@ﬂiﬂauwiaimu

[ '
Y a A I

Y a A ) 1% . . 58
3. giusnisnfiuilunisdaiudeya (Hosting Service)™ Aaliuinisiui

]
=

vuasetglunmsiniiuteyavedliuinig giusnsusznnilidessulinlutoyatign

Y Y

[
=

JauiulinnudSesevewdliuinig winl dinfideyaiangrunevionsnszyiiaintuuas
lsipramavsnefangnisainideyaniantsnasvhanuiiatu uas mndlsiuimsldaunie
sziunsiifedeyastunnsuilenswiiideyaifnnguane wiogslsfinuglvuinng
fansossuiamnglivimaiauddsiesdneldnsenueuuesdifuins

sl Article 15 ldmnandnildastmuamssmindliunglsuinetean
Usziamiinanaanlunisnsiansi (monitor)  deyasnagiidsiuvidedafvliluuinisvesnu
vsanihiluntshumdeifions witeanunisallanfivedindnsnsevhanuiindeiaiuly
szUvYRI Wianunsafmusmthilideadsievhsnuiitisunamniimsnannminginig
nsgvaTuAnifndy e difigliuimsdestadaiionuesdeya videdeyaiianunsnsey
shauvesfliuinmsimufveremnenuidsiunatu’

a1ananlagasulainmundninaeives Directive  2000/31/EU 994Gy
annmelsy dliuinisdumesidaliinasdugliusnislunisdaiudeya (Mere conduit)
Trusmsdaiutoyadangn (Cashing  vie fliuinmsniuilumsdafivtoya (Hosting

service) WispstinusuRaluteyangliusmslaneunsvisednindumeislag vialidod

*" Directive 2000/31/EC, Article 13
* Directive 2000/31/EC, Article 14
* Directive 2000/31/EC, Article 15
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ﬁﬁﬂﬁhﬂ’ﬁmaaaau%yjaﬁmﬂﬁagiuizuumaamu wigliusn1senadesiuie mndugdnrin
foyatiuiutesiaiendastunmanssrianuiin $vemsiindinisnssshanufia vieliay
M3038UN15 N TAYYRARE 19T INEINAIRINNIIUAIEAULBIET BT ULTIN

uenaniermunduuuimadufivnaimsalsuvesunussdnsiag
assiunauazausiuieglsy uavesd nsgdevnlinsuuau Ivhensfulseiuainmde
vuduwmesidn (Joint Declaration of the OSCE Representative on Freedom of the
Media and Reporters sans Frontieres on Guaranteeing Media Freedom on the
Internet)

fo 4 MmdnigFliEImanad alddesdinnuiviialunisdwiudeya
vi3elusnsiuiiudidenn (hosting) Lf’iuLwi;ﬁﬁU%ﬂ'ﬁﬁJuUﬁLﬁﬁﬁ%ﬂiﬁ’ammﬁﬁ’qma ns
dnauiiuledlagnnguaneviefianguineassosnserilaedfinnnuuvindgu lllindhilve ]
T3n1s Banszuaunsianandesfuseiuamilusdda aansoasaaeuld waedanslunis

2 U

¢ 60 9 i o a 1 a s v v
'P]q‘ﬂﬁﬁm bATAUUD 5 QqﬂqﬁﬂqLUUﬂqﬁﬂqﬂﬂaﬁﬂJqﬂiﬂ"']G]E]LUE]M']UUEIULV]@'iLﬁjVW]aQSLGUVﬁﬂ )9

[ ¥ [N}
A A aaa

o a & O 4 @ Aaa o v a ¢ & a9 |
ANLUAVDILUDRIUUGINADNUNNUNATT u’]L?J']QiSUUQULVl@iLu@ uptoad rule NIGUW NNUNIT

download61

3.2.1 @i mlunsuansean (Meinungsfreiheit)

Useiewesudilulssmaiisyusunuulsensulneduinetuusemalne
wag EsnnlumsuanseanvesUssvululseinaasuillasunisiuseslusyossuyaum
a1MUsSFIULNTe Basic Law for the Federal Republic of Germany (Grundgesetz fur

die Bundesrepublik Deutschland) lusnmsn 5 31%

* Article 4. A technical service provider must not be held responsible for the mere conduit or hosting
of content unless the hosting provider refuses to obey a court ruling. A decision on whether a website is legal or
illegal can only be taken by a judge, not by a service provider. Such proceedings should guarantee transparency,
accountability and
the right to appeal.

* Article 5. All Internet content should be subject to the legislation of the country of its origin (“upload

rule”) and not to the legislation of the country where it is downloaded.
% Article 5 of the Basic Law for the Federal Republic of Germany

1. Every person shall have the right freely to express and disseminate his opinions in speech, writing, and

pictures and to inform himself without hindrance from generally accessible sources. Freedom of the
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A

untyaAnidunisunleaenivuias nsinsndvduasdnarsveagau”

3.2.2 dayadunsznussnnuiiunIwisE WS TgLEasHil

fodrinvesnsldiainmlunisuanseenusngegaamdnngvsnely iy
ANMURAMNUSTIIaN)MINee1gy1 Criminal Code (Strafgesetzbuch, StGB) ﬂgwmama%’gﬁ
ﬁmmaﬂL&Jn%umﬂmiéamima%u State Treaty on Media Protection of Young Persons
(Jugendmedienschutz-Staatsvertrag : JMStV) 1Judu GTj!ﬂL‘ﬁam%éjﬂﬁﬂﬁEJUL‘ﬁujﬁmmm
thuSsuiisuiudeyatinsynuseanusiuassiss wwerandnsvesusemalngly Aodoyad
Huaufiamuuszanangvaneeyesssmaieosy duasdoya hate speech fifliiiav
AendudvsnAtouvioatuayuanuguuse 71 asznangmneeig vessemalesy 1
(atuudlalmiduil 5 woednieu 2551) Tumnefivay (Special Part) unil 1 Usenausag
nInszviAuRnsenNENUEULIANST N1snsEviANRegIunugnIsnseisulundunsie

'
aa oy =

sandnnisuszandulneunssgneldnnududfsy unil 6 Idenmsindugunasguasuni

o«
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1.1) Uszyuuiiedy (head of state) Fauszyawisiguaeesu dnfe

Usgausud IneidunisAuasesainnamiiudssanvviiequily  (Disparagement  of  the
63
)
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Angilulsysusuiuisaniussgegalnme Tidagyilunussy

9

Federal President

press and freedom of reporting by means of broadcasts and films shall be guaranteed. There shall be
no censorship.
2. These rights shall find their limits in the provisions of general laws, in provisions for the protection of

young persons, and in the right to personal honor.

“German Criminal Code, section 90 Disparagement of the Federal President
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* German Criminal Code, section 90a Disparagement of the State and its Symbols

% German Criminal Code, section 90b Anti-Constitutional Disparagement of Constitutional Organs

% German Criminal Code, Section 86 Dissemmination of Means of Propaganda of Unconstitutional
Organization

67German Criminal Code, Section 86a Use of Symbols of Unconstitutional Organizations

% German Criminal Code, Section 111 Public Incitement to Crime
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Tutssiiudosmsmeunsilomifiangrunguuszuudumeiidn  Ussva
wosuilivhsnuiisuinteufie Intemet Content Task Force (ICTF) firasatulud 1996
Iny nMsnunguiusenieiuszneunisuagliusnmsdumesidaluuny Electronic
Commerce Forum (ECO) wihsnuiiiviihnanasgruvesilomuudumesidauas
atfuayunsaiug vemhenudnduiuANumINzauYesdeya  (ntermet  Rating

Content Association)r5

3.2.3 ANusURnvasliuinsdumasiie

* German Criminal Code, Section 11 Subsection (3) Audio and visual recording media, data storage
media, illustrations and other images shall be the equivalent of writings in those provisions which refer to this
subsection.

" German Criminal Code, Section 130 Agitation of the people

" German Criminal Code, Section 131 Representation of Violence

e German Criminal Code, Section 130a Instructions for Crimes

P https://www.consultix.net/Consultix/Certifications/ECO_Membership.aspx?(=2
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mueaianvesmsliuimslussuuitegduiiesns wanvane laell Act  on  the
Utilization of Teleservices #50 Teleservice Act (Teledienstegesetz : TDG) Hudunda
%84 Information and Communication Service Act finadsduld 1 dwnan 1997 1y
ngsnefiieiuAansinsaunauiliuinsindedeasus edstoyansisdidnnsetind e
Fudansliusnsduwmesiin uas nvune  Teleservice  Data  Protection  Act
(Teledienstedatenschutzgesetz) \fiaiun1sfuasestoyadilinnsedind usifusaudd 2007
Sgunalseenngrunglyaidedn The German Telemedia Act 2007 (Telemediengesetz)
Junsaseuaquienishiusnisdeyaraquudumesiids uasiinnsuuslszunnanusuiinues
AlvusnsBuwmesilnaiunisuinig

punguanediennsuinisteyauarnisieansmadidnnsetind (
Electronic information and communication service) NnUszlANsINAUI “Telemedia”
Famneenusdeansliusnisaiequudumesiiin wu Gurevesesulat U3nsAum
Uoya (search engine) NIeAUUNIATTRUY (Newsgroup) UIN1TBWE USNIANILVanINGS
#383Le (Video on demand: VOD) w3ausnnsviesaunun {udu uslisiudenisaenandn
FemMImgnsiriniodflensdumesidauaz lisudauinisinsdnwiniumsdumesida
(Voice Over Internet Protocol : VolIP - internet ‘teLephony)75

Telemedia Act fsundenuveslviuinsin”® mnefayananieliyana
Tiuinsteyauaznisdeansmedidnnseiindvesnuemievesidu violvuinsmaitnis
Uimssenan wagnadnigliuinislifiniiidesasians (monitor) deyadidsumien
Soivlumsusmsvesaunse Liflwihiidesiumaaunsell aqfivaindinsnseianuiin

a X 77
LNAYY

IS

ANUSURATDILIAUTNIANY Telemedia Act Rl

74http://wvvw.iuscomp.org/gla/statutes/TDG.htm#é

” http://dataprotectionthinker.blogspot.com/2007/04/telemedia-act-2007.html
" Telemedia Act , section 2(1)

" Telemedia Act, section 7(2)
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3) mm%’uﬁmaa;ﬂﬁﬁmﬁmLﬁusé’faaga%’amn (proxy-cache providen®
fdlsnsdnfutoyathnsnlnesaluifdelimadfeleyanuiiglivinistesolundy
sioluiivszanamanndu gliunsUssanilsifesiuionin

3.1) lilfuAluasuuuastoya
3.2) UftAnmteululumaithdsteya 1wy mnnsidifedoyasn
widniudadldsiaduneuy gliusnisaeadiinsmsinediulunisidndedeya

ndaAuly ( Joyaticachen )

3.3) UjRnungseleuieiumsvideyalviuade

" Telermedia Act, section 7(1)

" Dieter Dorr* & Steffen Janich, The Criminal Responsibility of Internet Service Provider in Germany
(Mississippi Law Journal, 2011) page 1253 [online] http://mslj.law.olemiss.edu/supra/volume80/Doerr.pdf

8oTeLemedia Act, section 8 Acting as a conduit of information

o Dieter Dorr* & Steffen Janich, The Criminal Responsibility of Internet Service Provider in Germany,
page 1256

*Telemedia Act section 9 Temporary storage for the accelerated transmission of information


http://mslj.law.olemiss.edu/supra/volume80/Doerr.pdf�
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Mnmaenvusaldnauudiigliuimsumefidadosauviess fumadniadeyariuiia
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Sumediindlngdilimnuiudefumasslunstafuiuledfiangmune wu lud 2009
vsengliusnsdumesideselvgluvsena e Deutsche  Telekom's  T-Online,

Vodafone's Arcor, Kabel Deutschland, Telefonica's O2 and Alice's Hansenet T

®Telemedia Act section 10 Storing of information
& Dieter Dorr* & Steffen Janich, The Criminal Responsibility of Internet Service Provider in Germany,

page 1259
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wanndfadingrineuasginniensliusnisaeansiayy Interstate
Agreement on Media Service Provider (MediendiensteStaatsvertrag : MDStV) il
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® Major German online companies agree to block child porn websites [online], http://www.dw-
world.de/dw/Article/0,,4185666,00.html

° swnuanunmsainismuauasdadudoseulaifenssunguinsuasiuiuleueusisy lasins
Sumai‘ﬁmLﬁaﬂgwm&lﬂiwwu [ooulad] http://www.boell-southeastasia.org/downloads/ilaw_report TH.pdf

& Freedom of the Net 2011 : A Global Assessment of Internet and Digital Media By Freedom House,
page 150
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3.4 @15150u33UsEuvUAU (People’s Republic of China)

Sumesiilnlulsamaduiuiiunumddglunsvanissvsiauasmsidhsandu
dunilwouasugialan uiluvueiunsivnansingaunsouninsganesiiu
Suwmeiidnldegminswhlinsguiadszaulagwilunisiidug - wawagyildinsimuniise
913815 (agenda  setting) ﬁ%gmaéfmmsﬁwLauaﬁiaﬂizﬁmmuﬁﬂmﬂmﬁu Fragaiuin
sumesdanaeifuiuiiassueiisunsglunsuansenudaiiunmmadesfeiuany
WuuszwndUlee (Public sphere of dangerously democratic ideas) Faznsznus ey
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3.4.1 @inmlumsuanseanluussmalu

$T5TIUUWANUTEIMARNET50U5TUTEYUTU (Constitution of the People’s
89

Ly

Republic of China) Ugy

VaUAIN
19. 35 wallleaasemaassussUsEmvEIuiiaTawlunisun M3
WAAIEENNINANINAATIY N1SUsdoyatIa1s N3y nssaudiuduaniay ns
WU kaEN1SUTENT
U9. 41 Walileeve sUsemeans1susgUssrrudulianslunisinindinnsal

SpunanaziaualusuINIeNsTULAng s visol Ty

3.4.2 Yo3adunsENUABANNTUAIMIIAISITTTUTE U TUIY

5 Steven Gan, James Gomez and Uwe Johannen, Asian Cyberactivism Freedom of Expression and
Media Censorship (Bangkok : Friedrich Naumann Foudation, 2004) page 266.
* Article 35 Citizens of the People’s Republic of China enjoy freedom of speech , of the press , of
assembly , of association , of procession and of demonstration
Article 41 Citizens of the People’s Republic of China have the right to criticize and make suggestions

to any state organ functionary...
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Unasosvudinudsuduegnunn Usemaiudeingmnevarsatuiidvuelinisnseyind
nsenuseAITuAmsiuee WueuRndiouss Wistensinansiasnnlums
wanseenvalszv TS odesiy ﬂgi}imamiymwﬁmzﬁaﬁLﬂwdﬁaammﬁumummﬁ
wazAINAUYDIUsEWA( Chinese Criminal Law of 1997 PART Il Special Provisions
Chapter | Crimes of Endangering National Security ag Chapter Il Crimes of
Endangering Public Security) U 119151 105 ﬁzyajamm%’uﬁmé’m%’ué{ﬁﬂauﬁwmaﬁmw
sgvisemsunaseauudanion Famsidunisudesdnde nanlieaziinudgngsds 5 7
1w 111 Rerfumsluevideimeunsanudueessy domnidunsd$ousediinvgaiadinn
naondin (Hudu™

uaﬂmﬂﬁéﬁﬁﬂgﬁuw State Security Law of the People's Republic of
China of 1993 Jungmneifeafumnuiunswessena las Artice 4 lefvuadilon
LazURUIIRYEY “nansgvinfiliudunmedeautuamossuina 7 Tnengmnedijateduld
U yara 09Ang aatusinaioguenetaniualsymady vido yana adng an1tufied
aelutszimauslaunsatuayuandaszna lumsnsunuitedudnaiguia dudreszuy

deruilouvisoniaenfiunay  SULaUN1ININITBINTIAUBIANTNIANTNTTUTRLATDIUTEINA

% Chinese Criminal Law, Article 105 Whoever organizes, plots, or acts to subvert the political power of
the state and overthrow the socialist system, the ringleaders or those whose crimes are grave are to be
sentenced to life imprisonment, or not less than 10 years of fixed-term imprisonment; active participants are to
be sentenced from not less than three years to not more than 10 years of fixed-term imprisonment; other
participants are to be sentenced to not more than three years of fixed-term imprisonment, criminal detention,
control, or deprivation of political rights. Whoever instigates the subversion of the political power of the state and
overthrow the socialist system through spreading rumors, slandering, or other ways are to be sentenced to not
more than five years of fixed-term imprisonment, criminal detention, control, or deprivation of political rights; the
ringleaders and those whose crimes are grave are to be sentenced to notless than five years of fixed-term
imprisonment. Censorship (Bangkok : Friedrich Naumann Foudation, 2004) page 266.

Chinese Criminal Law, Article 111 Whoever steals, spies into, buys or unlawfully supplies State
secrets or intelligence for an organ, organization or individual outside the territory of China shall be sentenced to
fixed-term imprisonment of not less than five years but not more than 10 years; if the circumstances are
especially serious, he shall be sentenced to fixed-term imprisonment of not less than 10 years or life
imprisonment; if the circumstances are minor, he shall be sentenced to fixed-term imprisonment of not more

than five years, criminal detention, public surveillance or deprivation of political rights.
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Computer Information Network and Internet Security Protection
and Management Regulation 1997

Usgnelldiui 30 suneu 1997 gauszasdiiiorintiuguanislddume sided
Tndudvsoanuiuaswesusema dnsuamadniniesdnsanuduas  The  Public
Security Organization %39 The Computer Management and Supervision Organization

'
[ Y
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* Article 4 Any organization or individual that has committed any act endangering the State security of
the People's Republic of China shall be prosecuted according to law.

"Act endangering State security" as referred to in this Law means any of the following acts endangering
the State security of the People's Republic of China committed by institutions, organizations or individuals outside
the territory of the People's Republic of China, or, by other persons under the instigation or financial support of
the afore-mentioned institutions, organizations or individuals, or, by organizations or individuals within the territory
in collusion with institutions, organizations or individuals outside the territory:

(1) plotting to subvert the government, dismember the State or overthrow the socialist system;
(2) joining an espionage organization or accepting a mission assigned by an espionage organization or by its agent;
(3) stealing, secretly gathering, buying, or unlawfully providing State secrets;
(4) instigating, luring or bribing a State functionary to turn traitor; or
(5) committing any other act of sabotage endangering State security.
” Computer Information Network and Internet Security Protection and Management Regulation 1997,
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. Computer Information Network and Internet Security Protection and Management Regulation 1997,

Article 8
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o Right & Democracy International Centre for Human Rights and Democratic Development, Review of
China’s Internet Regulations and Domestic Legislation [online]
http://www.ichrdd.ca/english/commdoc/publications/globalization/legislationinternetChinakng.pdf

*® State Secrets Protection Regulations For Computer Information Systems On The Internet 2000, Article

* State Secrets Protection Regulations For Computer Information Systems On The Internet 2000, Article
10
"®State Secrets Protection Regulations For Computer Information Systems On The Internet 2000, Article

15
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