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to establish as
criminal offences
under its domestic
law, when committed
intentionally, the
access to the whole or
any part of a
computer system
without right. A Party

may require that the

any function with
intent to secure
access to any
program or data held
in any computer;

b. the access he
intends to secure is
unauthorised; and
he knows at the time

when he causes the

L4
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Section 202a
Data Espionage

(Mranrnrandiays)
(1) Whoever, without

knowingly accessed
a computer without
authorization or
exceeding
authorized access,
and by means of
such conduct
having obtained
information that has

been determined by
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FuANNER

Convention on
Cybercrime

(als1l)

Computer Misuse Act
1990
(Aeanqw)

GERMAN PENAL
CODE
(\easNu)

UNITED STATES
CODE
ANNOTATED
(2wu3n")

wers1mdnyaRinae
NTNTENAMNAR
WMeanunanRnad
W.A 2550

offence be committed
by infringing security
measures, with the
intent of obtaining
computer data or
other dishonest intent,
orin relation to a
computer system that
is connected to
another computer

system.

computer to perform
the function that that is
the case.

(2) The intent a person
has to have to commit
an offence under this
section need not be
directed at-

a. any particular
program or data;

b. a program or
data of any particular
kind; or

c.a program
or data held in any
particular computer.

(3) A person guilty of

authorization, obtains
data for himself or
another, which was
not intended for him
and was specially
protected against
unauthorized access,
shall be punished with
imprisonment for not
more than three years
or a fine.

(2) Within the meaning
of subsection (1),data
shall only be those
which stored or
transmitted

electronically or

the United States
Government
pursuant to an
Executive order or
statute to require
protection against
unauthorized
disclosure for
reasons of national
defense or foreign
relations, or any
restricted data, as
defined in
paragraph y of
section 11 of the
Atomic Energy Act

of 1954, with reason
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an offence under this
section shall be liable
on summary
conviction to
imprisonment for a
term not exceeding
six months or to a fine
not exceeding level 5
on the standard scale
or to both
Unauthorised access
with intent to commit
or facilitate
commission of further
offences.

2.-(1) A person is

guilty of an offence

magnetically or
otherwise in a not

immediately

perceivable manner.

to believe that such
information so
obtained could be
used to the injury of
the United States, or
to the advantage of
any foreign nation
willfully
communicates,
delivers, transmits,
or causes to be
communicated,
delivered, or
transmitted, or
attempts to
communicate,

deliver, transmit or

LSl
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under this section if he cause to be

commits an offence
under section 1 above
("the unauthorised
access offence") with
intent-

a. to commit an
offence to which this
section applies; or

b. to facilitate the
commission of such
an offence (whether
by himself or by any
other person);
and the offence he
intends to commit or

facilitate is referred to

communicated,
delivered,or
transmitted the
same to any person
not entitled to
receive it, or willfully
retains the same
and fails to deliver it
to the officer or
employee of the
United States
entitled to receive it;
(2) intentionally
accesses a
computer without

authorization or
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below in this section
as the further offence.

(2) This section
applies to offences-

a. for which the
sentence is fixed
by law; or

b. for which a
person of twenty-one
years of age or over
(not previously
convicted) may be
sentenced to
imprisonment for a
term of five years (or,
in England and Wales,
might be so

exceeds authorized
access, and thereby
obtains—

(A) information
contained in a
financial record of a
financial institution,
or of a card issuer
as defined in
section 1602(n) of
title 15, or contained
in a file of a
consumer reporting
agency on a
consumer, as such
terms are defined in

the Fair Credit
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sentenced but for the Reporting Act (15
restrictions imposed U.S.C. 1681 et

by section 33 of the
Magistrates' Courts
Act 1980).

(3) It is immaterial
for the purposes of
this section whether
the further offence is
to be committed on
the same occasion as
the unauthorised
access offence or on
any future occasion.

(4) A person may
be guilty of an offence

under this section

seq.);

(B) information
from any
department or
agency of the
United States; or

(C) information
from any protected
computer if the
conduct involved an
interstate or foreign
communication;

(3) intentionally,
without authorization

to access any
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even though the facts
are such that the
commission of the
further offence is
impossible.

(5) A person guilty
of an offence under
this section shall be
liable-

a. on summary
conviction, to
imprisonment for a
term not exceeding
six months or to a fine
not exceeding the
statutory maximum or

to both; and

nonpublic computer
of a department or
agency of the
United States,
accesses such a
computer of that
department or
agency that is
exclusively for the
use of the
Government of the
United States or, in
the case of a
computer not
exclusively for such
use, is used by or

for the Government

19l
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b. on conviction
on indictment, to
imprisonment for a
term not exceeding
five years or to a fine

or to both.

of the United States
and such conduct
affects that use by
or for the
Government of the
United States;

(4) knowingly
and with intent to
defraud, accesses a
protected computer
without
authorization, or
exceeds authorized
access, and by
means of such
conduct furthers the

intended fraud and

c9l
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obtains anything of
value, unless the
object of the fraud
and the thing
obtained consists
only of the use of
the computer and
the value of such
use is not more than
$5,000 in any 1-year
period;

(B)(A)
knowingly causes
the transmission of a
program,
information, code, or

command, and as a

—_
(0}
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result of such
conduct,
intentionally causes
damage without

authorization, to a

protected computer;

(ii) intentionally
accesses a
protected computer
without
authorization, and
as a result of such
conduct, recklessly
causes damage; or

(iii) intentionally
accesses a

protected computer
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without

authorization, and
as a result of such
conduct, causes
damage; and

(B) by conduct
described in clause
(i), (ii), or (iii) of
subparagraph (A),
caused (or, in the
case of an
attempted offense,
would, if completed,
have caused)--

(i) loss to 1 or
more persons

during any 1-year
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period (and, for
purposes of an
investigation,
prosecution, or
other proceeding
brought by the
United States only,
loss resulting from a
related course of
conduct affecting 1
or more

other protected
computers)
aggregating at least

$5,000 in value;
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adopt such legislative
and other measures
as may be necessary
to establish as
criminal offences
under its domestic
law, when committed
intentionally, the
interception without
right, made by
technical means, of
non-public
transmissions of

computer data to,
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from or within a
computer system,
including
electromagnetic
emissions from a
computer system
carrying such
computer data. A
Party may require that
the offence be
committed with
dishonest intent, or in
relation to a computer
system that is
connected to another

computer system.
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3. M9YNIM | Article 4 — Unauthorised Section 303a 1n91 9 flanin i
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idevnesa 1. Each Party shall Computer material (mauflawdeuulas Watuulag vee
paNRaADE adopt such legislative | 3.-<(1) A person is fiayananiamad) Wil
“ﬁ}m and other measures | Quilty of an offence if-" | (1) Whoever unlawfully saunedaihe
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Saiaa under its domestic modification of the 202a subsection (2)), P T T e

law, when committed
intentionally, the
damaging, deletion,
deterioration,
alteration or
suppression of
computer data without

right.

contents of any
computer; and

b. at the time
when he does the act
he has the requisite
intent and the
requisite knowledge.

(2) For the

shall be punished with
imprisonment for not
more than two

years or a fine.

(2) An attempt shall

be punishable.
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2. A Party may reserve
the right to require
that the conduct
described in
paragraph 1 result in

serious harm.

purposes of
subsection (1)(b)
above the requisite
intent is an intent to
cause a modification
of the contents of any
computer and by so
doing-

a. to impair the
operation of any
computer;

b. to prevent or
hinder access to any
program or data held
in any computer; or

c. to impair the

operation of any such
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program or the
reliability of any such
data.

(3) The intent need
not be directed at-

a. any particular
computer;

b. any particular
program or data or a
program or data of
any particular kind; or

c. any pa'rticular
modification or a
modification of any
particular kind.

(4) For the

purposes of
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subsection (1)(b)
above the requisite
knowledge is
knowledge that any
modification he
intends

to cause is
unauthorised.

(5) It is immaterial
for the purposes of
this section whether
an unauthorised
modification or any
intended effect of it of
a kind mentioned in
subsection (2) above

is, or is intended to
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be, permanent or
merely temporary.

(6) For the
purposes of the
Criminal Damage Act
1971 a modification of
the contents of a
computer shall not be
regarded as
damaging any
computer or computer
storage medium
unless its effect on
that computer or
computer storage
medium impairs its

physical condition.
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(7) A person guilty
of an offence under
this section shall be
liable-

a. on summary
conviction, to
imprisonment for a
term not exceeding
six months or to a fine
not exceeding the
statutory maximum or
to both; and

b. on conviction
on indictment, to
imprisonment for a
term not exceeding

five years or to a fine
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may
be necessary to
establish as criminal
offences under its
domestic law, when
committed
intentionally, the
serious hindering
without right of the

functioning of a

substantial
significance to the
business or enterprise
of another or a public
authority by:

1. committing an
act under Section303a
subsection (1); or

2. destroying,

damaging, rendering
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computer system by unusable, removing or
inputting, transmitting, altering a data
damaging, deleting, processing system or
deteriorating, altering a
or suppressing data carrier,
computer data. shall be punished with
imprisonment for not
more than five years
or afine.
(2) An attempt shall
be punishable.
5. n9Uaau | Article 7 — Computer Section 269
'z'n"aga related forgery Falsification of Legally
AaNRAMaT Each Party shall Relevant Data

adopt such legislative

and other measures

(1) Whoever, for

purposes of deception
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as may be necessary
to establish as
criminal offences
under its domestic
law, when committed
intentionally and
without right, the
input, alteration,
deletion, or
suppression of
computer data,
resulting in inauthentic
data with the intent
that it be considered
or acted upon for
legal purposes as if it

were authentic,

in legal relations,
stores or modifies
legally

relevant data in such
a way that a
counterfeit or falsified
document would exist
upon its retrieval, or
uses

data stored or
modified in such a
manner, shall be
punished with
imprisonment for not
more than five

years or a fine.

(2) An attempt
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6. N19R2INY
14
ARNNILADS

regardless whether or
not the data is directly
readable and
intelligible. A Party
may require an intent
to defraud, or similar
dishonest intent,
before criminal liability

attaches.

Article 8 — Computer-
related fraud

Each Party shall
adopt such legislative
and other measures
as may be necessary

to establish as

shall be punishable.

(3) Section 267
subsections (3) and
(4), shall apply

accordingly.

Section 263a
Computer Fraud

(1) Whoever, with
the intent of obtaining
for himself or a third
person an unlawful

material benefit,

8.1
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criminal offences
under its domestic
law, when committed
intentionally and
without right, the
causing of a loss of

property to another

damages the assets
of another by
influencing the result
of a data processing
operation

through incorrect
configuration of a
program, use of
incorrect or
incomplete data,
unauthorized use of

data

6.1
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