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i n t e r
DATA E N C R Y PT IO N  UNIT

■  C e r t i f i e d  b y  N a t i o n a l  B u r e a u  o f  
S t a n d a r d s

■  80 Byte/Sec Data Conversion Rate
■  6 4 - B i t  D a t a  E n c r y p t i o n  U s i n g  5 6 - B i t  

K e y

■  D M A  I n t e r f a c e

■  3  I n t e r r u p t  O u t p u t s  t o  A i d  i n  L o a d i n g  
a n d  U n l o a d i n g  D a t a

■  7 - B i t  U s e r  O u t p u t  P o r t

■  S i n g l e  5 V  ±  1 0 %  P o w e r  S u p p l y

■  Peripheral to MCS-86™ MCS-SS™, MCS-80™ and MCS-48™ Processors
■  I m p l e m e n t s  F e d e r a l  I n f o r m a t i o n  

P r o c e s s i n g  D a t a  E n c r y p t i o n  s t a n d a r d

■  E n c r y p t  a n d  D e c r y p t  M o d e s  A v a i l a b l e

T h e  I n t e l ®  8 2 9 4  D a t a  E n c r y p t i o n  U n i t  ( D E U )  i s  a  m i c r o p r o c e s s o r  p e r i p h e r a l  d e v i c e  d e s i g n e d  t o  e n c r y p t  a n d  d e c r y p t  
6 4 - b i t  b l o c k s  o f  d a t a  u s i n g  t h e  a l g o r i t h m  s p e c i f i e d  i n  t h e  F e d e r a l  I n f o r m a t i o n  P r o c e s s i n g  D a t a  E n c r y p t i o n  s t a n d a r d .  
T h e  D E U  o p e r a t e s  o n  6 4 - b i t  t e x t  w o r d s  u s i n g  a  5 6 - b i t  u s e r - s p e c i f i e d  k e y  t o  p r o d u c e  6 4 - b i t  c i p h e r  w o r d s .  T h e  o p e r a t i o n  
i s  r e v e r s i b l e :  i f  t h e  c i p h e r  w o r d  i s  o p e r a t e d  u p o n ,  t h e  o r i g i n a l  t e x t  w o r d  i s  p r o d u c e d .  T h e  a l g o r i t h m  i t s e l f  i s  p e r m a ­
n e n t l y  c o n t a i n e d  i n  t h e  8 2 9 4 ;  h o w e v e r ,  t h e  5 6 - b i t  k e y  i s  u s e r - d e f i n e d  a n d  m a y  b e  c h a n g e d  a t  a n y  t i m e .

T h e  5 6 - b i t  k e y  a n d  6 4 - b i t  m e s s a g e  d a t a  a r e  t r a n s f e r r e d  t o  a n d  f r o m  t h e  8 2 9 4  i n  8 - b i t  b y t e s  b y  w a y  o f  t h e  s y s t e m  d a t a  
b u s .  A  D M A  i n t e r f a c e  a n d  t h r e e  i n t e r r u p t  o u t p u t s  a r e  a v a i l a b l e  t o  m i n i m i z e  s o f t w a r e  o v e r h e a d  a s s o c i a t e d  w i t h  d a t a  
t r a n s f e r .  A l s o ,  b y  u s i n g  t h e  D M A  i n t e r f a c e  t w o  o r  m o r e  D E U s  m a y  b e  o p e r a t e d  i n  p a r a l l e l  t o  a c h i e v e  e f f e c t i v e  s y s t e m  
c o n v e r s i o n  r a t e s  w h i c h  a r e  v i r t u a l l y  a n y  m u l t i p l e  o f  8 0  b y t e s / s e c o n d .  T h e  8 2 9 4  a l s o  h a s  a  7 - b i t  T T L  c o m p a t i b l e  o u t p u t  
p o r t  f o r  u s e r - s p e c i f i e d  f u n c t i o n s .
B e c a u s e  t h e  8 2 9 4  i m p l e m e n t s  t h e  N B S  e n c r y p t i o n  a l g o r i t h m  i t  c a n  b e  u s e d  i n  a  v a r i e t y  o f  E l e c t r o n i c  F u n d s  T r a n s f e r
a p p l i c a t i o n s  a s  w e l l  a s  o t h e r  e l e c t r o n i c  b a n k i n g  a n d  d a t a  h a n d l i n g  a p p l i c a t i o n s  w h e r e  d a t a  m u s t  b e  e n c r y p t e d .

POWER I  INT„ER~ ALBUSGND------------

_  }  p0 p‘.~~v
— PRO 

OAO

NC c ไ ^  40 3  V c c
X 1 C 2 39 □  NC
X2 c 3 38 □  DACK

R E S E T c 37 ว ิ  DRO
NC c 5 36 □  SRO
C S C 6 3S □  OAV

GND c 7 34 ว ิ  NC
R D C 8 33 ว ิ  P6
AO c 9 32 ว ิ  P5

พ R c 10 8294 31 □  P4
SYNC c 11 30 ว ิ  P3

DO c 12 29 □  P2
D i e 13 28 □  PI
D 2 C 14 27 □  P0
D3 c 15 26 □  VDD
0 4  c 16 25 ว  VCC
D5 c 17 24 □  CCMP
DG c 18 23 □  NC
0 7  c 19 22 ว  NC

GND c 20 21 □  NC

Figure 1. Block Diagram Figure 2. Pin Configuration
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— -------------- *77---------------------H------
Table 1 . pin Description

i n t p f  8294

P i n
S y m b o l N o . T y p e N a m e  a n d  F u n c t i o n

N C 3 9 N o  C o n n e c t i o n .
D A C K 3 8 I D M A  A c k n o w l e d g e :  I n p u t  s i g n a l  f r o m  

t h e  8 2 5 7  D M A  C o n t r o l l e r  a c k n o w l e d g ­
i n g  t h a t  t h e  r e q u e s t e d  D M A . c y c l e  h a s  
b e e n  g r a n t e d .

O R Q 3 7 0 D M A  R e q u e s t :  O u t p u t  s i g n a l  t o  t h e  
8 2 5 7  D M A  C o n t r o l l e r  r e q u e s t i n g  a  D M A  
c y c l e .

S R Q 3 8 0 S e r v i c e  R e q u e s t :  I n t e r r u p t  t o  t h e  C P U
i n d i c a t i n g  t h a t  t h e  8 2 9 4  i s  a w a i t i n g  d a t a  
o r  c o m m a n d s  a t  t h e  i n p u t  b u f f e r .  
S R Q  =  1 i m p l i e s  I B F = 0 .

O A V 3 5 0 O u t p u t  A v a i l a b l e :  I n t e r r u p t  t o  t h e  C P U
i n d i c a t i n g  t h a t  t h e  8 2 9 4  h a s  d a t a  o r  
s t a t u s  a v a i l a b l e  i n  i t s  o u t p u t  b u f f e r .  
O A V = 1  i m p l i e s  O B F = 1 .

N C 3 4 N o  C o n n e c t i o n .
P 6 3 3 0 O u t p u t  P o r t :  U s e r  o u t p u t  p o r t  l i n e s .
P 5 3 2 O u t p u t  l i n e s  a v a i l a b l e  t o  t h e  u s e r  v i a  a
P 4 3 1 C P U  c o m m a n d  w h i c h  c a n  a s s e r t  s e l -
P 3 3 0 e c t e d  p o r t  l i n e s .  T h e s e  l i n e s  h a v e  n o -
P 2 2 9 t h i n g  t o  d o  w i t h  t h e  e n c r y p t i o n  f u n c t i o n .
P 1 2 8 A t  p o w e r - o n .  e a c h  l i n e  i s  i n  a  1 s t a t e .
P 0 2 7
VD0 2 6 P o w e r :  + 5 V  p o w e r  i n p u t .  ( +  5 V  ± 1 0 % )  

L o w  p o w e r  s t a n d b y  p i n .

V c c 2 5 P o w e r :  T i e d  h i g h .
C C M P 2 4 0 C o n v e r s i o n  C o m p l e t e :  I n t e r r u p t  t o  t h e  

C P U  i n d i c a t i n g  t h a t  t h e  e n c r y p t i o n /  
d e c r y p t i o n  o f  a n  8 - b y t e  b l o c k  i s  c o m ­
p l e t e .

N C 2 3 N o  C o n n e c t i o n .

N C 2 2 N o  C o n n e c t i o n .
N C 2 1 N o  C o n n e c t i o n .

P i n
S y m b o l N o . T y p e N a m e  a n d  F u n c t i o n
N C 1 N o  C o n n e c t i o n .
X1 2 1 C r y s t a l :  I n p u t s  f o r  c r y s t a l .  L - C  o r  e x t e r -
X 2 3 n a l  t i m i n g  s i g n a l  t o  d e t e r m i n e  i n t e r n a l  

o s c i l l a t o r  f r e q u e n c y .
R E S E T 4 1 R e s e t :  A  l o w  s i g n a l  t o  t h i s  p i n  r e s e t s  

t h e  8 2 9 4 .

N C 5 N o  C o n n e c t i o n :  N o  c o n n e c t i o n  o r  t i e d  
h i g h .

c s 6 1 C h i p  S e l e c t :  A  l o w  s i g n a l  t o  t h i s  p i n  
e n a b l e s  r e a d i n g  a n d  w r i t i n g  t o  t h e  8 2 9 4 .

G N D 7 G r o u n d :  T h i s  p i n  m u s t  b e  t i e d  t o  
g r o u n d .

R D 8 1 R e a d :  A n  a c t i v e  l o w  r e a d  s t r o b e  a t  t h i s  
p i n  e n a b l e s  t h e  C P U  t o  r e a d  d a t a  a n d  
s t a t u s  f r o m  t h e  i n t e r n a l  D E U  r e g i s t e r s .

Ao 9 1 A d d r e s s :  A d d r e s s  i n p u t  u s e d  b y  t h e  
C P U  t o  s e l e c t  D E U  r e g i s t e r s  d u r i n g  r e a d  
a n d  w r i t e  o p e r a t i o n s .

W R 1 0 1 W r i t e :  A n  a c t i v e  l o w  w r i t e  s t r o b e  a t  t h i s  
p i n  e n a b l e s  t h e  C P U  t o  s e n d  d a t a  a n d  
c o m m a n d s  t o  t h e  D E U .

S Y N C 11 0 S y n c :  H i g h  f r e q u e n c y  ( C l o c k  - s - 1 5 )  o u t ­
p u t .  C a n  b e  u s e d  a s  a  s t r o b e  f o r  e x t e r n a l  
c i r c u i t r y .

Do 1 2 I /o D a t a  B u s :  T h r e e - s t a t e ,  b i - d i r e c t i o n a l
D , 1 3 d a t a  b u s  l i n e s  u s e d  t o  t r a n s f e r  d a t a  b e -
0 2 1 4 t w e e n  t h e  C P U  a n d  t h e  8 2 9 4 .
d 3 15
D< 1 6
O s 17
Do 18
0 , 1 9
G N D 2 0 G r o u n d :  T h i s  p i n  m u s t  b e  t i e d  t o  

g r o u n d .

V cc 4 0 P o w e r :  + 5  v o l t  p o w e r  i n p u t :  + 5 V  ±  
1 0 % .
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f u n c t i o n a l  d e s c r i p t i o n

O P E R A T I O N

T t i e  d a t a  c o n v e r s i o n  s e q u e n c e  i s  a s  f o l l o w s :

1. A  S e t  M o d e  c o m m a n d  i s  g i v e n ,  e n a b l i n g  t h e  d e s i r e d  
i n t e r r u p t  o u t p u t s .

2 .  A n  E n t e r  N e w  K e y  c o m m a n d  i s  i s s u e d ,  f o l l o w e d  b y  8  
d a t a  i n p u t s  w h i c h  a r e  r e t a i n e d  b y  t h e  D E U  f o r  e n c r y p ­
t i o n / d e c r y p t i o n .  E a c h  b y t e  m u s t  h a v e  o d d  p a r i t y .

3. A n  E n c r y p t  D a t a  o r  D e c r y p t  D a t a  c o m m a n d  s e t s  t h e  
D E U  i n  t h e  d e s i r e d  m o d e .

A f t e r  t h i s ,  d a t a  c o n v e r s i o n s  a r e  m a d e  b y  w r i t i n g  8  d a t a  
b y t e s  a n d  t h e n  r e a d i n g  b a c k  8  c o n v e r t e d  d a t a  b y t e s .  A n y  
o f  t h e  a b o v e  c o m m a n d s  m a y  b e  i s s u e d  b e t w e e n  d a t a  
c o n v e r s i o n s  t o  c h a n g e  t h e  b a s i c  o p e r a t i o n  o f  t h e  D E U ;  
e . g . ,  a  D e c r y p t  D a t a  c o m m a n d  c o u l d  b e  i s s u e d  t o  
c h a n g e  t h e  D E U  f r o m  e n c r y p t  m o d e  t o  d e c r y p t  m o d e  
w i t h o u t  c h a n g i n g  e i t h e r  t h e  k e y  o r  t h e  i n t e r r u p t  o u t p u t s  
e n a b l e d .

I N T E R N A L  D E U  R E G I S T E R S

i n t e T ____________________

F o u r  i n t e r n a l  r e g i s t e r s  a r e  a d d r e s s a b l e  b y  t h e  m a s t e r  
p r o c e s s o r  2  f o r  i n p u t ,  a n d  2  f o r  o u t p u t .  T h e  f o l l o w i n g  
t a b l e  d e s c r i b e s  h o w  t h e s e  r e g i s t e r s  a r e  a c c e s s e d .

R O  W R cs A o R e g i s t e r

1 0 0 0 D a t a  i n p u t  b u f f e r
0  1 0 0 D a t a  o u t p u t  b u f f e r
1 0 0 1 C o m m a n d  i n p u t  b u f f e r
0  1 0 1 S t a t u s  o u t p u t  b u f f e r
X  X 1 X D o n ' t  c a r e

T h e  f u n c t i o n s  o f  e a c h  o f  t h e s e  r e g i s t e r s  a r e  d e s c r i b e d
b e i o w .

I B P  I n p u t  B u f f e r  F u l l ;  A  w r i t e  t o  t h e  D a t a  I n p u t  B u f f e r  
o r  t o  t h e  C o m m a n d  I n p u t  B u f f e r  s e t s  I B P  =  1 .  T h e  
D E U  r e s e t s  t h i s  f l a g  w h e n  i t  h a s  a c c e p t e d  t h e  
i n p u t  b y t e .  N o t h i n g  s h o u l d  b e  w r i t t e n  w h e n  
I B F = 1 .

D E C  O e c r y p t ;  i n d i c a t e s  w h e t h e r  t h e  D E U  i s  i n  a n  e n ­
c r y p t  o r  a  d e c r y p t  m o d e .  D E C = 1  i m p l i e s  t h e  
d e c r y p t  m o d e .  D E C  =  0  i m p l i e s  t h e  e n c r y p t  
m o d e .

C P  C o m p l e t i o n  F l a g ;  T h i s  f l a g  m a y  b e  u s e d  t o  I n d i ­
c a t e  a n y  o r  a l l  o f  t h r e e  e v e n t s  i n  t h e  d a t a  t r a n s f e r  
p r o t o c o l .

1 .  I t  m a y  b e  u s e d  i n  l i e u  o f  a  c o u n t e r  i n  t h e  
p r o c e s s o r  r o u t i n e  t o  f l a g  t h e  e n d  o f  a n  8 -  
b y t e  t r a n s f e r .

2 .  I t  m u s t  b e  u s e d  t o  i n d i c a t e  t h e  v a l i d i t y  o f  
t h e  K P E  f l a g .

3 .  I t  m a y  b e  u s e d  i n  l i e u  o f  t h e  C C M P  i n t e r r u p t  
t o  i n d i c a t e  t h e  c o m p l e t i o n  o f  a  D M A  o p e r ­
a t i o n .

K P E  K e y  P a r i t y  E r r o r ;  A f t e r  a  n e w  k e y  h a s  b e e n  
e n t e r e d ,  t h e  D E U  u s e s  t h i s  f l a g  i n  c o n j u n c t i o n  
w i t h  t h e  C P  f l a g  t o  i n d i c a t e  c o r r e c t  o r  i n c o r r e c t  
p a r i t y .

C O M M A N D  S U M M A R Y  

1 —  E n t e r  N e w  K e yOP CODE: |o|l|o|o|o|o|o|0|
M S B  L S B

T h i s  c o m m a n d  i s  f o l l o w e d  b y  8  d a t a  b y t e  i n p u t s  w h i c h  
a r e  r e t a i n e d  i n  t h e  k e y  b u f f e r  ( R A M )  t o  b e  u s e d  i n  
e n c r y p t i n g  a n d  d e c r y p t i n g  d a t a .  T h e s e  d a t a  b y t e s  m u s t
h a v e  o d d  p a r i t y  r e p r e s e n t e d  b y  t h e  L S B .

D a t a  I n p u t  B u f f e r  —  D a t a  w r i t t e n  t o  t h i s  r e g i s t e r  i s  i n t e r ­
p r e t e d  i n  o n e  o f  t h r e e  w a y s ,  d e p e n d i n g  o n  t h e  p r e c e d i n g  
c o m m a n d  s e q u e n c e .

1 .  P a r t  o f  a  k e y .
2 .  D a t a  t o  b e  e n c r y p t e d  o r  d e c r y p t e d .
3 .  A  D M A  b l o c k  c o u n t .

2  —  E n c r y p t  D a t a

O P  C O D E :  I 0  I 0  ( T I 1 I 0  I 0  I 0  |~ o ]
M S B  L S B

T h i s  c o m m a n d  p u t s  t h e  8 2 9 4  i n t o  t h e  e n c r y p t  m o d e .

D a t a  O u t p u t  B u f f e r  —  D a t a  r e a d  f r o m  t h i s  r e g i s t e r  i s  t h e  
o u t p u t  o f  t h e  e n c r y p t i o n / d e c r y p t i o n  o p e r a t i o n .

C o m m a n d  I n p u t  B u f f e r  —  C o m m a n d s  t o  t h e  D E U  a r e  
w r i t t e n  i n t o  t h i s  r e g i s t e r .  ( S e e  c o m m a n d  s u m m a r y  
b e l o w . )

3  —  D e c r y p t  D a t a

O P  C O D E :  0  G 1 0  0  0  0  0
M S B  LS B

T h i s  c o m m a n d  p u t s  t h e  8 2 9 4  i n t o  t h e  d e c r y p t  m o d e .

S t a t u s  O u t p u t  B u f f e r  —  D E U  s t a t u s  i s  a v a i l a b l e  i n  t h i s  
r e g i s t e r  a t  a l l  t i m e s .  I t  i s  u s e d  b y  t h e  p r o c e s s o r  f o r  p o l l -  
d r i v e n  c o m m a n d  a n d  d a t a  t r a n s f e r  o p e r a t i o n s .

S T A T U S  BIT: 7 6  5  4 3 2 1 0
F U N C T I O N : X X X K P E C F O E C IBP  O B F

O B F  O u t p u t  B u f f e r  F u l l ;  O B F  =  1 i n d i c a t e s  t h a t  o u t p u t  
f r o m  t h e  e n c r y p t i o n / d e c r y p t i o n  f u n c t i o n  i s  
a v a i l a b l e  i n  t h e  D a t a  O u t p u t  B u f f e r .  I t  i s  r e s e t  
w h e n  t h e  d a t a  i s  r e a d .

4  —  S e t  M o d e

O P  C O D E :  | o  I 0  I 0  I 0  I A I B I c  I ' d ]
M S B  LS B

w h e r e :

A  i s  t h e  O A V  ( O u t p u t  A v a i l a b l e )  i n t e r r u p t  e n a b l e  
B  i s  t h e  S R Q  ( S e r v i c e  R e q u e s t )  i n t e r r u p t  e n a b l e  
c  i s  t h e  D M A  ( D i r e c t  M e m o r y  A c c e s s )  t r a n s f e r  e n a b l e  
อ  i s  t h e  C C M P  ( C o n v e r s i o n  C o m p l e t e )  i n t e r r u p t  e n a b l e
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T h i s  c o m m a n d  d e t e r m i n e s  w h i c h  I n t e r r u p t  o u t p u t s  w i l l  
b e  e n a b l e d .  A  “ 1 "  เ ท  b i t s  A ,  B ,  o r  D  w i l l  e n a b l e  t h e  O A V ,  
S R Q ,  o r C C M P  i n t e r r u p t s  r e s p e c t i v e l y .  A  “ V ' i n  b i t  c  w i l l  
a l l o w  D M A  t r a n s f e r s .  W h e n  b i t  c  i s  s e t  t h e  O A V  a n d  
S R Q  i n t e r r u p t s  s h o u l d  a l s o  b e  e n a b l e d  ( b i t s  A , B  =  1 ) .  
F o l l o w i n g  t h e  c o m m a n d  i n  w h i c h  b i t  c ,  t h e  D M A  b i t ,  i s  
s e t ,  t h e  8 2 9 4  w i l l  e x p e c t  o n e  d a t a  b y t e  t o  s p e c i f y  t h e  
n u m b e r a f c t M S y t e  b l o c k s  t o  b e  c o n v e r t e d  u s i n g  D M A .

5  —  W r i t e  t o  O u t p u t  P o r t

O P  C O D E :  I 1 I p 6  I p 5  I p <  I p 3  i P ;  I p  1 I p 0  I
M S S  L S B

T h i s  c o m m a n d  c a u s e s  t h e  7  l e a s t  s i g n i f i c a n t  b i t s  o f  t h e  
c o m m a n d  b y t e  t o  b e  l a t c h e d  a s  o u t p u t  d a t a  o n  t h e  8 2 9 4  
o u t p u t  p o r t .  T h e  i n i t i a l  o u t p u t  d a t a  i s  1 1 1 1 1 1 1 .  U s e  o f  
t h i s  p o r t  i s  i n d e p e n d e n t  o f  t h e  e n c r y p t i o n / d e c r y p t i o n  
f u n c t i o n .

PRO CESSO R/DEU IN TERFACE PROTOCOL
E N T E R I N G  A  N E W  K E Y

T h e  t i m i n g  s e q u e n c e  f o r  e n t e r i n g  a  n e w  k e y  i s  s h o w n  i n  
F i g u r e  3 .  A  f l o w c h a r t  s h o w i n g  t h e  C P U  s o f t w a r e  t o  
a c c o m m o d a t e  t h i s  s e q u e n c e  i s  g i v e n  i n  F i g u r e  4 .

SRQ 
<tf ENABLED) ๆ-โไ-ท....TL_ ^XL_XJL___ri 

ๆ  I___________r
X

_n__ บ  l_r~ ■ บ- '

i ~11 IIKEV I r*ËY ”1 KEYI— I L J oaTA L J  data 1  OATA
NEW ----------------------------------------- ------------
KEY 8

__ TL

Figure 3. Entering a New Key

A f t e r  t h e  E n t e r  N e w  K e y  c o m m a n d  i s  i s s u e d ,  8  d a t a  
b y t e s  r e p r e s e n t i n g  t h e  n e w  k e y  a r e  w r i t t e n  t o  t h e  d a t a  
i n p u t  b u f f e r  ( m o s t  s i g n i f i c a n t  b y t e  f i r s t ) .  A f t e r  t h e  e i g h t h  
b y t e  i s  a c c e p t e d  b y  t h e  D E U ,  C F  g o e s  t r u e  ( C F  = 1 ) .  T h e  
C F  b i t  g o e s  f a l s e  a g a i n  w h e n  K P E  i s  v a l i d .  T h e  C P U  c a n  
t h e n  c h e c k  t h e  K P E  f l a g .  I f  K P E  =  1 ,  a  p a r i t y  e r r o r  h a s  
b e e n  d e t e c t e d  a n d  t h e  D E U  h a s  n o t  a c c e p t e d  t h e  k e y .  
E a c h  b y t e  i s  c h e c k e d  f o r  o d d  p a r i t y ,  w h e r e  t h e  p a r i t y  b i t  
i s  t h e  L S B  o f  e a c h  b y t e .

S i n c e  t h e  C F  b i t  i s  u s e d  i n  t h i s  p r o t o c o l  t o  i n d i c a t e  t h e  
v a l i d i t y  o f  t h e  K P E  f l a g ,  i t  m a y  n o t  b e  u s e d  t o  f l a g  t h e  
e n d  o f  t h e  8  b y t e  k e y  e n t r y .  C F =  1 o n l y  a s  l o n g  a s  K P E  i s  
i n v a l i d .  T h e r e f o r e ,  t h e  C P U  m i g h t  n o t  d e t e c t  t h a t  C F  -  1 
a n d  t h e  k e y  e n t r y  i s  c o m p l e t e  b e f o r e  K P E  b e c o m e s  
v a l i d .  T h u s ,  a  c o u n t e r  s h o u l d  b e  u s e d ,  a s  i n  F i g u r e  4 ,  t o  
f l a g  t h e  e n d  o f  t h e  n e w  k e y  e n t r y .  T h e n ,  C F  i s  u s e d  t o  
i n d i c a t e  a  v a l i d  K P E  f l a g .

Figure 4. Flowchart for Entering a New Key



1 0 9
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e n c r y p t i n g  o r  d e c r y p t i n g  d a t a

F i g u r e  5  s h o w s  t h e  t i m i n g  s e q u e n c e  f o r  e n c r y p t i n g  o r  
d e c r y p t i n g  d a t a .  T h e  C P U  w r i t e s  8  d a t a  b y t e s  t o  t h e  
D E U  s  d a t a  i n p u t  b u f f e r  f o r  e n c r y p t i o n / d e c r y p t i o n .  C F  
t h e n  g o e s  t r u e  ( C F = 1 )  t o  i n d i c a t e  t h a t  t h e  D E U  h a s  
a c c e p t e d  t h e  8 - b y t e  b l o c k .  T h u s ,  t h e  C P U  m a y  t e s t  f o r  
I B F  =  G  a n d  C F  =  t  t o  t e r m i n a t e  t h e  i n p u t  m o d e ,  o r  i t  
m a y  u s e  a  s o f t w a r e  c o u n t e r .  W h e n  t h e  e n c r y p t i o n / -  
d e c r y p t i o n  i s  c o m p l e t e ,  t h e  C C M P  a n d  O A V  i n t e r r u p t s  
a r e  a s s e r t e d  a n d  t h e  O B F  f l a g  i s  s e t  t r u e  ( O B F  =  1 ) .  O A V  
a n d  O B F  a r e  s e t  f a l s e  a g a i n  a f t e r  e a c h  o f  t h e  c o n v e r t e d  
d a t a  b y t e s  i s  r e a d  b a c k  b y  t h e  C P U .  T h e  C C M P  i n t e r r u p t  
i s  s e t  f a l s e ,  a n d  r e m a i n s  f a l s e ,  a f t e r  t h e  f i r s t  r e a d .  A f t e r  
8  b y t e s  h a v e  b e e n  r e a d  b a c k  b y  t h e  C P U ,  C F  g o e s  f a l s e  
( C F  =  0 ) .  T h u s ,  t h e  C P U  m a y  t e s t  f o r  C F  =  0  t o  t e r m i n a t e  
t h e  r e a d  m o d e .  A l s o ,  t h e  C C M P  i n t e r r u p t  m a y  b e  u s e d  t o  
i n i t i a t e  a  s e r v i c e  r o u t i n e  w h i c h  p e r f o r m s  t h e  n e x t  s e r i e s  
o f  8  d a t a  r e a d s  a n d  8  d a t a  w r i t e s .

(IF enabled!

(-F ENABLED) 

I8F

(IF ENABLED) 

OBF

CF

T _ n ___ โา_______________
บ ท บ ท _ n _____________
_______________ โ บ ไ . ท .
_______________ โ บ ใ บ I
บ__________I 1

* ไบ ท ไ"ท บ
« บ  บ " - บ

8 DATA WRITES 100 ms — MAXIMUM 6 OATA REAOS

F i g u r e  5 .  E n c r y p t i n g / D e c r y p t i n g  D a t a

F i g u r e  6  o f f e r s  t w o  f l o w c h a r t s  o u t l i n i n g  t h e  a l t e r n a t i v e  
m e a n s  o f  i m p l e m e n t i n g  t h e  d a t a  c o n v e r s i o n  p r o t o c o l .  
E i t h e r  t h e  C F  f l a g  o r  a  s o f t w a r e  c o u n t e r  m a y  b e  u s e d  t o  
e n d  t h e  r e a d  a n d  w r i t e  m o d e s .

S R Q  =  1 i m p l i e s  I B F  =  0 ,  O A V  =  1 i m p l i e s  O B F  =  1 .  T h i s  
a l l o w s  i n t e r r u p t  r o u t i n e s  t o  d o  d a t a  t r a n s f e r s  w i t h o u t  
c h e c k i n g  s t a t u s  f i r s t .  H o w e v e r ,  t h e  O A V  s e r v i c e  r o u t i n e  
m u s t  d e t e c t  a n d  f l a g  t h e  e n d  o f  a  d a t a  c o n v e r s i o n .

USING SOFTWARE COUNTER

t\
USING C F FLA6

F i g u r e  6 .  D a t a  C o n v e r s i o n  F l o w c h a r t s
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USING DMA
T h e  t i m i n g  s e q u e n c e  f o r  d a t a  c o n v e r s i o n s  u s i n g  D M A  i s  
s h o w n  i n  F i g u r e  7 .  T h i s  s e q u e n c e  c a n  b e  b e t t e r  
u n d e r s t o o d  w h e n  c o n s i d e r e d  i n  c o n j u n c t i o n  w i t h  t h e  
h a r d w a r e  D M A  i n t e r f a c e  i n  F i g u r e  8 .  N o t e  t h a t  t h e  u s e  o f  
t h e  D M A  f e a t u r e  r e q u i r e s  3  e x t e r n a l  A N D  g a t e s  a n d  2  
D M A  c h a n n e l s  ( o n e . f o r  i n p u t ,  o n e  f o r  o u t p u t ) .  S i n c e  t h e  
D E U  h a s  o n l y  o n e  D M A  r e q u e s t  p i n ,  t h e  S R Q  a n d  O A V  
o u t p u t s  a r e  u s e d  i n  c o n j u n c t i o n  w i t h  t w o  o f  t h e  A N D  
g a t e s  t o  c r e a t e  s e p a r a t e  D M A  r e q u e s t  o u t p u t s  f o r  t h e  2  
D M A  c h a n n e l s .  T h e  t h i r d  A N D  g a t e  c o m b i n e s  t h e  t w o  
a c t i v e - l o w  D A C K  i n p u t s .

CCMP r 
[IF ENABLED) I

CF__! L r
sflQ น น II า
OAV ท า  r n

OMAR n r i T T  n _
DÂCK ไ_ r  I _ r

RD "TT LT
" น บ  น น

OMA BLOCK « DMA REAOS e DMA WRITES 
MOOE COUNT (ท)

REPEATEO ท TIMES

Figure 7. DMA Sequence
Aq-A is  Dg-Dy

Figure 8. DMA Interface

T o  i n i t i a t e  a  D M A  t r a n s f e r ,  t h e  C P U  m u s t  f i r s t  i n i t i a l i z e  
t h e  t w o  D M A  c h a n n e l s  a s  s h o w n  i n  t h e  f l o w c h a r t  i n  
F i g u r e  9 .  I t  m u s t  t h e n  i s s u e  a  S e t  M o d e  c o m m a n d  t o  t h e  
D E U  e n a b l i n g  t h e  O A V ,  S R Q ,  a n d  D M A  o u t p u t s .  T h e  
C C M P  i n t e r r u p t  m a y  b e  e n a b l e d  o r  d i s a b l e d ,  d e p e n d i n g  
o n  w h e t h e r  t h a t  o u t p u t  i s  d e s i r e d .  F o l l o w i n g  t h e  S e t  
M o d e  c o m m a n d ,  t h e r e  m u s t  b e  a  d a t a  b y t e  g i v i n g  t h e  
n u m b e r  o f  8 - b y t e  b l o c k s  o f  d a t a  ( ท < 2 5 6 )  t o  b e  c o n v e r t e d .  
T h e  D E U  t h e n  g e n e r a t e s  t h e  r e q u i r e d  n u m b e r  o f  D M A  
r e q u e s t s  t o  t h e  2  D M A  c h a n n e l s  w i t h  n o  f u r t h e r  C P U  
i n t e r v e n t i o n .  W h e n  t h e  r e q u e s t e d  n u m b e r  o f  b l o c k s  
h a s  b e e n  c o n v e r t e d ,  t h e  D E U  w i l l  3 « t  C F  a n d  a s s e r t  t h e  
C C M P  i n t e r r u p t  ( i f  e n a b l e d ) .  C C M P  t h e n  g o e s  f a l s e  
a g a i n  w i t h  t h e  n e x t  w r i t e  t o  t h e  D E U  ( c o m m a n d  o r  d a t a ) .  
U p o n  c o m p l e t i o n  o f  t h e  c o n v e r s i o n ,  t h e  D M A  m o d e  i s  
d i s a b l e d  a n d  t h e  D E U  r e t u r n s  t o  t h e  e n c r y p t / d e c r y p t  
m o d e .  T h e  e n a b l e d  i n t e r r u p t  o u t p u t s ,  h o w e v e r ,  w i l l  
r e m a i n  e n a b l e d  u n t i l  a n o t h e r  S e t  M o d e  c o m m a n d  i s  
i s s u e d .

S I N G L E  B Y T E  C O M M A N D S

F i g u r e  1 0  s h o w s  t h e  t i m i n g  a n d  p r o t o c o l  f o r  s i n g l e  b y t e  
c o m m a n d s .  N o t e  t h a t  a n y  o f  t h e  c o m m a n d s  i s  e f f e c t i v e  
a s  a  p a c i f y  c o m m a n d  i n  t h a t  t h e y  m a y  b e  e n t e r e d  a t  a n y  
t i m e ,  e x c e p t  d u r i n g  a  D M A  c o n v e r s i o n .  T h e  D E U  i s  t h u s  
s e t  t o  a  k n o w n  s t a t e .  H o w e v e r ,  i f  a  c o m m a n d  i s  i s s u e d  
o u t  o f  s e q u e n c e ,  a n  a d d i t i o n a l  p r o t o c o l  i s  r e q u i r e d  
( F i g u r e  1 1 ) .  T h e  C P U  m u s t  w a i t  u n t i l  t h e  c o m m a n d  i s  
a c c e p t e d  ( I B F  =  0 ) .  A  d a t a  r e a d  m u s t  t h e n  b e  i s s u e d  t o  
c l e a r  a n y t h i n g  t h e  p r e c e d i n g  c o m m a n d  s e q u e n c e  m a y  
h a v e  l e f t  i n  t h e  D a t a  O u t p u t  B u f f e r .
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Figures 12 through 15 illustrate four interface configura­
tions used in the C P U / D E U  data transfers. เ ท  a l l  cases SRQ will be true (if enabled) and IBF will be false when the D E U  I s  ready to accept data orrommands.

PACIFY

Figure 11. Pacify Protocol

Figure 12. Polling Interface

Figure 13. Single Interrupt Interface

MASTER
PROCESSOR

INTERFACE

Figure 14. Dual Interrupt Interface
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STANDARD TTL OR OPEN COLLECTOR

Figure 18. Recommended Connection for External Clock Signal
a b s o l u t e  m a x im u m  r a t i n g s *

A m b i e n t  T e m p e r a t u r e  U n d e r  B i a s .........................0 ” C t o 7 0 ° C
S t o r a g e  T e m p e r a t u r e  .... ...................................-  6 5 ° C  t o  +  1 5 0 “ C
V o l t a g e  o n  A n y  P i n  W i t h

R e s p e c t  t o  G r o u n d .....................................................  - 0 . 5 V  t o  +  7 V
P o w e r  D i s s i p a t i o n ................................................................................. 1 . 5  W a t t

'N O T I C E :  S t r e s s e s  a b o v e  t h o s e  l i s t e d  u n d e r  " A b s o l u t e  
M a x i m u m  R a t i n g s "  m a y  c a u s e  p e r t i n e n t  d a m a g e  t o  t h e  
d e v i c e .  T h i s  i s  a  s t r e s s  r a t i n g  o n t / ' a n d  f u n c t i o n a l  o p e r a ­
t i o n  o f  t h e  d e v i c e  a t  t h e s e  o r  a n y  o t h e r  c o n d i t i o n s  a b o v y e  
t h o s e  i n d i c a t e d  in  t h e  o p e r a t i o n a l  s e c t i o n s  o f  t h i s  s p e c  f i -  
c a t i o n  i s  n o t  i m p l i e d .  E x p o s u r e  t o  a b s o l u t e  m a x i r / t i m  
r a t i n g  c o n d i t i o n s  l o r  e x t e n d e d  p e r i o d s  m a y  a f f e c t  d e v i c e  
r e l ia b i l i t y .

D . c .  A N D  O P E R A T I N G  C H A R A C T E R I S T I C S  ( T A =  0°c t o  7 0 ° C ,  v c c  ^  + 5 V  ±  10% .  v s s  =  0V )

S y m b o l P a r a m e t e r L i m i t s U n i t T e s t  C o n d i t i o n s
M i n . T y p . M a x .

V l L I n p u t  L o w  V o l t a g e  ( A l l  
E x c e p t  X , ,  x 2 , R E S E T )

- 0 . 5 0 . 8 V ~ 1----------------------------------------------------------

V , L , I n p u t  L o w  V o l t a g e  ( X , ,  X p , 
R E S E T )

- 0 . 5 0 . 6 V

V | H I n p u t  H i g h  V o l t a g e  ( A l l  
E x c e p t  X , ,  x 2 , R E S E T )

2 . 2 v c c V

V ,H 1 I n p u t  H i g h  V o l t a g e  ( X 1t x 2l 
R E S E T )

3 . 8 < o o V

V OL O u t p u t  L o w  V o l t a g e  ( D 0 - D 7) 0 . 4 5 V Io l =  2 . 0  m A
V OL1 O u t p u t  L o w  V o l t a g e  ( A l l  

O t h e r  O u t p u t s )
0 . 4 5 V Io l =  1 . 6 m A

X๐>

O u t p u t  H i g h  V o l t a g e  ( D o - D 7) 2 . 4 V เ 0 แ  =  - 4 0 0 ( j A
V OH1 O u t p u t  H i g h  V o l t a g e  (AM 

O t h e r  O u t p u t s )
2 . 4 V •o h  =  - 5 0 f i A

IlL I n p u t  L e a k a g e  C u r r e n t  
( R D ,  W R ,  e s ,  A q)

± 1 0 r A v s s  <  V IN <  v c c

• o z O u t p u t  L e a k a g e  C u r r e n t  
( D 0 - D 7, H i g h  z  S t a t e )

± 1 0 m A V s s  + 0 . 4 5  V 0 U T  ร  v c c

เ 0 0 V q q  S u p p l y  C u r r e n t 5 1 5 m A

เ 00 +  i c c T o t a l  S u p p l y  C u r r e n t 6 0 1 2 5 m A

l u L o w  I n p u t  L o a d  C u r r e n t  
( P i n s  2 4 ,  2 7 - 3 8 )

0 . 5 m A V i l  =  0 . 8 V

เ น า L o w  I n p u t  L o a d  C u r r e n t  
( R E S E T )

0 . 2 m A V i l  =  0 . 8 V

l |H I n p u t  H i g h  L e a k a g e  C u r r e n t  
( P i n s  2 4 ,  2 7 - 3 8 )

1 0 0 m A < 2 II
- 

o<
 

o

C |N I n p u t  C a p a c i t a n c e 1 0 p F
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A0-A1S O0-O7

OMARO IS FOR MEMORY TO DEU OATA TRANSFER 
OMAR1 IS FOR OEU TO MEMORY DATA TRANSFER 
USE O F CCMP IS OPTIONAL

Figure 15. DMA Interface
OSCILLATO R AND TIMING CIR CU ITS
T h e  8 2 9 4 ' s  i n t e r n a l  t i m i n g  g e n e r a t i o n  i s  c o n t r o l l e d  b y  a  
s e l f - c o n t a i n e d  o s c i l l a t o r  a n d  t i m i n g  c i r c u i t .  A  c h o i c e  o f  
c r y s t a l ,  L - C  o r  e x t e r n a l  c l o c k  c a n  b e  u s e d  t o  d e r i v e  t h e  
b a s i c  o s c i l l a t o r  f r e q u e n c y .

T h e  r e s i d e n t  t i m i n g  c i r c u i t  c o n s i s t s  o f  a n  o s c i l l a t o r ,  a  
s t a t e  c o u n t e r  a n d  a  c y c l e  c o u n t e r  a s  i l l u s t r a t e d  i n  F i g u r e  
1 6 .

F i g u r e  1 6 .  O s c i l l a t o r  C o n f i g u r a t i o n

O S C I L L A T O R

T h e  o n - b o a r d  o s c i l l a t o r  i s  a  s e r i e s  r e s o n a n t  c i r c u i t  w i t h  
a  f r e q u e n c y  r a n g e  o f  1 t o  6  M H z .  P i n s  X 1  a n d  X 2  a r e  
i n p u t  a n d  o u t p u t  ( r e s p e c t i v e l y )  o f  a  h i g h  g a i n  a m p l i f i e r  
s t a g e .  A  c r y s t a l  o r  i n d u c t o r  a n d  c a p a c i t a t o r  c o n n e c t e d  
b e t w e e n  X 1  a n d  X 2  p r o v i d e  t h e  f e e d b a c k  a n d  p r o p e r  
p h a s e  s h i f t  f o r  o s c i l l a t i o n .  R e c o m m e n d e d  c o n n e c t i o n s  
f o r  c r y s t a l  o r  L - C  a r e  s h o w n  i n  F i g u r e  1 7 .

20 pF
xHi—r * *1

f L 8294
jHi— i- 3**2— 20 pF

F i g u r e  1 7 .  R e c o m m e n d e d  C r y s t a l  
a n d  L - C  C o n n e c t i o n s

A  r e c o m m e n d e d  r a n g e  o f  i n d u c t a n c e  a n d  c a p a c i t a n c e  
c o m b i n a t i o n s  i s  g i v e n  b e l o w :

L =  1 2 0 h H  c o r r e s p o n d s  t o  3 M H z  
L =  4 5 f i H  c o r r e s p o n d s  t o  5 M H z  

A n  e x t e r n a l  c l o c k  s i g n a l  c a n  a l s o  b e  u s e d  a s  a  f r e q u e n c y  
r e f e r e n c e  t o  t h e  8 2 9 4 ;  h o w e v e r ,  t h e  l e v e l s  a r e  n o t  c o m ­
p a t i b l e .  T h e  s i g n a l  m u s t  b e  i n  t h e  1 M H Z - 6 M H Z  f r e ­
q u e n c y  r a n g e  a n d  m u s t  b e  c o n n e c t e d  t o  p i n s  X 1  a n d  X 2  
b y  b u f f e r s  w i t h  a  s u i t a b l e  p u l l - u p  r e s i s t o r  t o  g u a r a n t e e  
t h a t  a  l o g i c  ' ฯ ”  i s  a b o v e  3 . 8  v o l t s .  T h e  r e c o m m e n d e d  
c o n n e c t i o n  i s  s h o w n  i n  F i g u r e  1 8 .
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i n t e T _______  ______________ 8 2 9 4 ________________________________________________________________________________ *

A . C .  C H A R A C T E R I S T I C S  ( T A =  0° c  t o  7 C T C ,  v c c  =  V D 0  =  + 5 V  ±  10% ,  v s s  =  0V )

0 B 6  R E A D
S y m b o l P a r a m e t e r M i n . M a x . U n i t T e s t  C o n d i t i o n s

U r cs, A o  S e t u p  t o  R E  1 0 ก ร

*RA cs, A o  H o l d  A f t e r  R D  t 0 ก ร

I r r R D  P u l s e  W i d t h 2 5 0 ก ร

*AD C5, A o  t o  D a t a  O u t  D e l a y 2 2 5 ก ร C L =  1 5 0 p F

• r d R D  1 t o  D a t a  O u t  D e l a y 2 2 5 ก ร C t =  1 5 0 p F

*O F R D  t  t o  D a t a  F l o a t  D e l a y 100 ก ร

I c y C y c l e  T i m e 2 . 5 1 5 MS 6  M H z  C r y s t a l

D B B  W R I T E
S y m b o l P a r a m e t e r M i n . M a x . U n i t T e s t  C o n d i t i o n s

I a w cs, A o  S e t u p  t o  WR 1 0 ก ร

I w A cs, A o  H o l d  A f t e r  W R  t 0 ก ร

เ ผ ผ WR P u l s e  W i d t h 2 5 0 ก ร

*D W D a t a  S e t u p  t o  W R  t 1 5 0 ก ร

1 พ 0 D a t a  H o l d  t o  WR t 0 ก ร

D M A  A N D  I N T E R R U P T  T I M I N G
S y m b o l P a r a m e t e r M i n . M a x . U n i t T e s t  C o n d i t i o n s

*A C C D A C K  S e t u p  t o  C o n t r o l 0 ก ร

I C A C D A C K  H o l d  A f t e r  C o n t r o l 0 ก ร

I a c d D A Û K  t o  D a t a  V a l i d 2 2 5 ก ร C L =  1 5 0  p F

t C R Q C o n t r o l  L E .  t o  D R Q  T . E . 2 0 0 ก ร
C o n t r o l  T . E .  t o  i n t e r r u p t  T . E . t C Y + 5 0 0 ก ร

A.c. TESTING INPUT, OUTPUT WAVEFORM
INPUT/OUTPUT

O.'fe
^ >  TEST POINTS < ^

0.4S
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#include <stdip.h>#include <conio.h>#include <dos.h>#include <stdlib.h>#include <graphics.h>#include <dir.n>#include <alloc.h>#include <stdarg.h>#include <bios.n>#include <time.h>#include <io.h>#include <fcntl.h>#include <c:Vc\include\sys\stat.h>#include <c:\tcMnclude\menukey.h>#include <c:\tc\c_expres\profotype\lurbo_c\printer.h>
#define RESET _ 0x330Sdefine DATAINPORT 0x338 #define DATAOUTPORT Ox33A #dcfine COM MAN อ PORT 0x339 #define STATUSPORT 0x33B
/***************
GLOBAL VARIABLE* * * * * * * * * * * * * * * j

char *plainfile,*cipherfde,*secretkey,*vector,*ofb_fback; FILE *ff3,*ff4;phar̂ tnîÿgC r 0J t20] ;int filesize[4J;
int operate~_moie,abbr_mode,Key_digit,IV_digit,num_fb;
p u s  *IN, *OUT;
float ecbltime.cbc entime.cfb timCjOfb time; char plain,cipher,infilef 15] ,outfile[ 15] ,op[5] ;
/* Setting charactor font of printer */ char memory model = 2; char time_out = 3; char error_code;
#define EJECT fprintf(printer,"%c",12)#define LINE "-== = ==== -====- = - = = = = = :=-===:static char *name;static char *head; static char *mode;static int page=l; struct time timep;struct date datep;FILE *filel, *printer;
int number_c=0; /* number of curve *Jint out menu; /* integer value for out of file "menu" */int statTc_air-0; /* determine static air */nt sppiïf 110,10,10,10,10,10}; int vif]={ ro,10,10,10,10,10}; int maxx,ma[xy;
void far ̂*’rebar[]={ 0,0,0,0,0,0,0,0,0,0,0,0,0,0); char *c[6]; J*  expand massage */int act; /* output action control-key */I********************* main *******************************
void main (void)
int i=0;out _menu=0;for(T==0~;i<6;i++)_rebârfi]-P;SçtGraphQ,while(I)
DispMenuO;Menu();if(out_menu!=0)break;

closegraphO;return(out_menu);
)****** K **** ***** ***** **** ***** **** ***** **** ***** ***** **** **
int getkey(void) 

whilè (bioskey(l)==0)
« I F * ” *return C&255;1

void SetGraph(void)



120int driver,mode; _ setgraphbûfsizë(76800); detectCTaph(&dri ver,&โทุ่ode) : initgraphf&driver.&mode," );maxx-getmaxxQ ;maxy=eetmaxyf)1 setbîcœ1or(CYAN); /*CAN BE A NAME OR NUMBER TO SELECT THE COLOR*/ 
void write_menutext(int SX,int sy,int ex,int ey)
)*DO NOT USE ONLY 'write' TO BE A ONCTION NAME BECAUSE IT DUPLICATE TO* A Î7 a m eTu s e in  t h e  c  s t a n d a r d  d e c l a r a t io n  *7

lab=mallàc(imagesize(sx,sy,ex,ey));getirnage(sx,sv,ex,ey,lab);setfilis£yje( 1,7);ietcoipr(7);bar3d(sx,sy,ex,ey,0,0):putirna^è(sx7syJab,XÔR_PUT);
)
void Savevïew(int SX,int sy,int ex,int ey,int re_win) 

int size; /*unsigned long size;*/
rebar[re win) = maIl’oc/sae);/*imagesize(sx,sy,ex,ey)); */ if(rebar[re_win]==NULL)

closegraphfKprihtfTViFailed allocate memory"); printf("\n imagesize=%d",size);} exit(l);
getimage(sx,sy,ex,ey,rebar[re_win]);

void Restoreview(int SX,int sy,int re_win)
putimage(sx,sy,rebar[re_win],COPY_PUT);tree(reoar[re win]);rebar[re_win7=0;

void DispMenu(void)
{settextstyle(DEFAULT_FONT,HORIZ_DIR, 1 ) ; setcplor(_15); ietfillçme(ไ,15);b7:3d(0)0jTiàxx .โท axy *.03125,0,0) ; bar3dp)’m axy.9666/\maxx4maxy,0,0); setcolor(8)-settext]usti{y(LEFT TEXT,TOP TEXT), outtextxy(maxx*.03125,maxy *.010416,' Operation") outtextxy(H27m£Dcy*.01W16,"yie\v");outtcxtey(174,maxy*.0ÎQ4Î67lYmt").;outtextxy(232,maxyÀpi0416,"!CÏuiÇ); outtextay(20A70," FI Help F2 Save F3 Load ALT-X Quit F10 Menu");
MAIN_PRINT()

int column menu = 3;char *str[]={ "Plainfile ะ",’'Cipherfile:”} ;static int air=0;int count=2;int re_menti=3;int num_help -  3;act=0rcf01=MMake a hardcopy of a plainfile"; c[l]="Make a hardcopy of a cipherfile :window_yl(120,0,270)86,0); /* determine sguare-point of window */
outte’xtxyf 12^+25,20*i+30,strfi]); show_under(0),re_menu=confrol_key(air,count,120,270,2,0,column_menu,num_help);air=static air;if(act=-l)~

switch(air)
casc (0): i>RiNT PLAINQ;"7)uttextxy(500,maxy*.010416,"F2=Toggle word");PRINTC^irYRestore v le w( 120,0,0) ;! break;
case  (1): (>r i n t  P LA IN Q ;"_outtextxy(50o,maxy*.010416,"F2=Toggle word"); PRINTCjair); 'Restoreview(120,0,0);} break;



return 0;
PRINT_PLAIN()
int amount_para,line oara,Esc_From_Para- /*=3 or 4 if not has IV, =5 if has */ if(abhr_môâe==çï amount_para = 1 ;/*ECB MODE */ setcolor(15); /*clear header FI oûttêxtoy(350jnaxy *.0lWfô/jFl^Toggle Help'*); wind๐w_yl (200,188,416,265,'7);

for(line_para=l;line_para<=amount_para;line_para-H-)
Esc From Para = greadfloat(228,220,20,line_para,0,0); if(Esc_From_Para == 5Vr  z  _ ' ~z Zzlme_para = amount_para;

void heading!)
if (head[l]=='n' II mode[jJ=='n')fpnntf(pnnter,"\t\t\t % 4d\n ,page);

fprintf(printer,"File ะ %-20s Date ะ %02d/%02d/%dplainfile,datep.da_day.datep.da_mqn,datep.da_year); fprintf(printer,Time : V o2dl% 02d Page": %4d\n', timep. (ihourjim epdim in, page);} fprintf(printer, %¥%sM ,UNE,CINE);
l>RINTC(int :filetype)

int c, พ row=0;int column = T; filel=fopen(plainfile,"rb");mfilel== NULL)
fERROR(210,110,405,190.5,7);Restoreview(200,188,7); /*restore the file to be printed view*/ retum(l);

printer=fopen(''prn'7'wb")-if(!printer_ready()) /^function in c_express*/
{ ERROR(210,110.405,190,5,8);Restoreyiew(2D0,188,7); /*restore the file to be printed view*/ retum(l);

pies torev ie w(200,188,7) ; gettimef&tirnep); getdate(&datep) ;ท (filetype~-0) /*plain file */ „fprintuprinLer, % c% c% c% c% c% c% ç% c7ccjÿçç% ç",‘ ” ~  27,77,271120,1,27,51,50,27,108,10);
fprintf/printer,"%c%ç%c%ç%c%ç%ç%c%ç%c%c%ç%c%c%c",27,64,27,54,27,120,1,27,77,27,51,50,27,108,10);

/*27,120,0 for draft mode 27,120,1 for nlq mode */ 
heading!);พ่ไฑle(Cc=getc(filel)) != EOF/*feof(filel)*/)
* if (c == V )

if (พ_row > 4000)
f EJECT;พ_row = 0; page++; heading!);} else w_row++;

if(filetype==Q)rpnntr(pnnter, %c 1c);else
{ if(c==27 II (c>=0 && ç <=9) II (c>=10 && c <=31)) fpriritf(printer,"."); else fprintf(printer,"%c”,ç)'if(column == 80 ){c-\ri; fprintf(printer,'%c",c);column =0;} column++; 1

1
fprint^rinter,'^%s%s\n",LINE,LINE);
fprintf(printer, "%c%c%c%s%s\n",\ri,\ท',\n', LINE, LINE);

fprintflprinter/VJ:
f c S i l e l ) ;

END OF File : %-20s ",plainfile);



»uit() /* the Quit menu */
int i;int column menu = 4;int num help = 4;c h a r *Ttff]=rËXrr TO DOS”};static int air=0;int count=l;int re_menu=3;act=0;out_menu=0;\vhile(l)
window_yl(179,0,330,65,0); /* determine sguare-point of window */c[01="Fmish this program and exit to DOS prompt ; for(i=0;i<counf;i+V)outtextxy(179+25,20*i+30,str[i]);setcolor(15);outtextxyX350,maxy*.010416,''Fl=Toggle Help"); getcolorQ; show_under(l);re_menu=cqntrol_key(air,count,179,330,3,0,column_menu,num_help);air=static_air;

fclose(printer);

if(act==l)
switch(air)
case 0:clpsegraph(); break;; if(NKey==V) return 0; break;

}!if(re_menu!=3) /* for out of menu _return(remeiTu);^Res torevie w( 179,0,0) ;
encryption/)

char’*str[]={

static int air=0; int column menu int num help =11; int count=6; int re_menu act=0;0T-

" ELECTRO NIC ÇODEBOOKŒÇB)", ;;c|PHER BLpCK“CHM^pCCfeC)", "CIPHER FEEDBACK(CFB)" ''OÜTWT*FEEl5pACK(pFB) ',:: FILÉ'REGI STRA/nON_" '"MESSAGE A U T H ENIT t  ATION ’' };
11;11UUI lltip — XI,วอนท1=6;re menu = 3;=or“ . 1 . ............

= "Use the previous cipher block to generate a present block"; ="Feedback the cipher block to générale a present block"; ="Feedback the output to generate the present block";=1]Register the file by padding with the authentication code";=11 feedback the output to generate the present block ;=”Register the file by padding with the authentication code";="Autnenticate the content OI messages";\vhtle(l){wirtdow_yl(180,180,430 385,1); /*(300 30,475,195,1);*//* determine sguare-point of window */ argonthm_laoel(); /* draw the menu 'ALGORITHMS ' */ setcolor(8)E for(i=0;i<courit;i++)outtextxy(T98,20*:i+245,str[i]); /*(300+25,20*i+60,str[i]);*/ show_under(3); _re_menu=control_key_encrypt(air,count,175,434,215,42,l,column_menu,num_help); aif=static_air; _ if(act=-l]~
if((air>=0) II (air<=5)) /*this line must change with num of line ill*/{ abbr mode = air; /* abbr mode */PAR AMETER0 ;

/^return 0;*/
if(re_menu !=6) retum(re_menu); /* corresponding to the above comment */ Restorevtew(0,0,0);

ARAMETER( /* ENC or DEC */ /*ECB CBC e r a  or o r a  */)
/* FILE *ffl,*ff2,*ff3,*ff4;*/ int i,handle; float flength'char *str[]={ "Inputfile:....”,"Outputfile:....,”,"Kçy:.;.....โ..'...'',^Initialize Vector:....","No.of Fback charactor(l-8):..."
static int air=d; int count=5;int column menu =111; int nurn help =111; act-0;

122



ฯ
Ü K . L U C  U U I U U I  LVJ g c i i c i a i c  U 1 C  U I C S C U l  U 1 U C R  1e of 8 to 64 Output data bit feedback; to. system to generate next cipher"; 20,220,470+50“4D0+10̂ 2); /*(300,30,475,195,1);*7/^determine sguare-pointw i n d o w _ y l ( 2 '

parameter label() ; setcplor(8J;for(i=0;i<count;i-H-)_ _■■ ; '238,20* I>290, s trf i J1, /*(300+25,20*i+60.str[il);*/>USE FOR BAR IV OR NOR FOR EACH Aif(abbr mode==0){ setcolor(4);outtextxy(238,20*3+290,str[31); outtextxy(23820*4+290lstr[4J);

of window

LGORITHMS */

ilj((abbr mode:
f outtex&y(^38,20*4+290,str[4]);

1) Il (abbr_mode==2) Il (abbr_mode==4) II (abbr_mode==5))

stow under(3);cpntr51_key_parameter(air,count,215,474+50,260,42, l,abbr_mode,column_menu,num_help);air=static air; if(act= - 1 7

switch(air)
case 0: PLAINFILE0;

ffl=fopen(plamfile,"rb"); if(ffl== NULL)
fERROR(250,210,475,290,5,l);break;}

f

{

ff2=fppen(cipherfile,"wb"); if(ff2== NULL)
{ ERROR(250,210,475,290,6,2); break;)

handle = open(plainfile,0 CREATIO TRUNCIO BINARY,S_IREAD); flength = filelength(handlë); /*these-5 lines can't place*//* before the ffl file open,Why?*/setcplor(12);used_tirnefabbr_mode] = flength; filesizefabpr model = flength; if(Key_digTt < 8)
ERROR(250,210,500,290,7,3);break;

if(abbr_mode !=0)
พ v_digit < 8)

tERROR(250,210,500,290,8,4);^break;
i/(num_fb == 9)

ERROR(250,210,538,306,9,5);break;
outtextxy(5ho,maxy*.010416,"F2=Toggle word");
Restoreview(220,220,2);Restoreviewt 180 J  80,1);Restoreview(0,0,0);

window พhileprocesst 120,120,465,240,4); setcolôr(BLUE){outtextxy(140,l50,"Processing time is about puttextxy(250,190("Please wait"). if((abbr_rnodè --b ) Il (abbr_m<xle==l) II
seconds");

lltabbrmode == i )  Ilength = (nenetn/tlUfnur setçoTor(4);pnnttexf(336,l50,"%2r2r, flength); ALL();
Res tore V i e w( 120,120,4); I bresje *case 1 : out menu-52’; return 0;case 2: out menu=53; return 0;case 3: out menu=54; return 0;case 4: out menu=55; return 0;



124return 0;
mt ERROR(int xl,int yl.int x2,int y2,int restore_view,int err_msg) 
int a;
char *er[l 11 ;n=" Can terererererererererer

"Number of feedback charactor";="Must be 1 to 8(8 to 64 bits) ;="Can't open file' ;="Printer not ready"'="WARNING.;!.NdT AN AUTHENTICATED FILE"; 10]="DATA c h a n g in g  is  OCCURED in  th is  FILL";
setcolor(15); /*clear header F2 */outteYtxy/500,maxy*.010416,’'F2=Toggle word");

window cannot openfilefxl,yI,x2,y2,restore view); setœlor(RED), ” *if(err_msg==3 II err_msg==4) puttextxy(xl+20,yl+35,er[err_msg]); if((eif msg==9) IlI (en_msg==10)) ouftextxy(xl+26,yl+5T,er[èfr msg]);else outtextxy (x1 +20,y 1+35 ,er[err msg] ) ;if(err_msg==5) outtextxy(xl+30,yl+51,er[err_rnsg+l]);
settextstyle(0,0,0);
llestoreview(xl,yl,restore_view);if(!(err_msg==7 II err_msg -=  8 11 err_msg — 9 II err_msg ==10))
Restoreview(220,220,2); RestOTeviewfl 80+80,1); Restoreview(0,0,0);}retum(l);

algorithm_label()
,410,230));

parameter_label()
void *parameter_lab;parameter lab - nialIocJ[imagcsizc(235,243,4501.50,270)) getimage(285,243,450+50,27T)ipcLrarneter_lab); setfillsty!e(l,7); setcolonO):bar3d(235,i43.450+50,270,0,0); putfmage(è35,i43”pàraiTietèr_lab,XOR_PUT),rVr» f* (  o rn  TT5 r* f p r  1 วก )'setco?or(YELLDW); /«YELLOW IS 14*/ if(opcrate_mode==0)

switch(abbr_mode)
case 0: outtextxy(315,255,"ECB. ENCRYPTION"); break; case I: outtextxy(315 255 "ÇBC. ENCRYPTION")■  ELLE raY า- ณ!îtf-Ytïvnîs วัจิจ "CFR r n c r y p t io N"!

i f(operate_mode== 1 )
^setcolortGREEN); switch(abbr_mode)

case 0: outtextxy/315,255,:: case 1: outtextxy(315,255,:: case 2: outtextxy(315,255," case 3: outtextxy/315,255,::cased: outtextxy(307 255," = -_^ J |L  _case 5: outtexSy(307]255’"RECIEVÏNG MESSAGE"); break;

1,"EÇB. DECRYPTION"); break; "ÇBC. d e c r y p t io n :) break; "ÇFB. DECRYPTION"]; break; "OFB. DECRYPTION"): break "SHOULD NOT USÈir); brçaL; 
"RFCTFVTNC. M FSSAO P"V  hrèfll

select_authen()
outtextxy/150,150, "authentication") ;
void DispFile(int xl.int y 1 ,int x2,int y2) 

int i;

break;



125char *str[]=f "Encryption"."Decryption"} ; windowjy l(xl ,y 1 ,x2,y2,0);for(i=0;i<2;H4Y „outtextxy(22,20*i+30,str[i]);

1;

int File(void) /* menu bar for FILE headline */
static int air=0; int count=2; int re menu=3; int column menu ะ
int xl=(Fyf=o!x2=160,y2=85/*l 10*/; act=0; ”c[01 — "Encipher a file'T. cfll = "Decipher a File";
outtextxy(^50,maxy*.010416,"Fl=Toggle Help"); while(l)

{วฺispFile(x 1 ,y 1 ,x2,y2); show_under(0);re_menu=control_key _encfile(air,count,xl,x2,l,0,column_menu,num_help);
oil-— ctntio Qtr'™ t e  mode = air;
switch(air)case L

}

i:encryption(air); /*PASS air TO ENCRYPTION AND CHANGE TO NAME*/ /*operate_mode TO SELECT THE PARAMETER LABEL*/if(NKey==V) return 0;
case l:encryption(air);/*select_ph();*//*MODIFIED*/ if (N Key- -V) return 0; break;

if (re menu 1=3) return(re_menu); Res torevîë w(O,0 ,0) ;
void Disp_view_time(int xl,int x2,int yl,int y2)

char’*str[]={ "File contents" window yT ( X1 ,y 11x2,y2,0) ; for(i=0;K2;i++J .outtextxy (x 1 +25,20*i+y 1
"File contents","Processing time"];/* determine sguare-point of window */

outtéxtxÿ(x 1+25,20*i+y 1+30,str[ i]) ;
int MAIN_VTEW(void) /* set config of curve */
 ̂ int xl,x2,yl,y2;static int air=0;int counl=2;/*3, / /* number oi row */int re menu=3;int column menu = 2;int num_hสp = 2;

x f= 6 $  ;x2=240;yl=0;y2=85 ;/* 110; */Disp_viewtime(xl,x2,yl,y2); show under(0);
outtextxy(^50,maxy*.010416,"Fl=Toggle Help"); while(l)
cfO] = "Select this menu to view the plaintext and ciphertext file”; c[l1 = "Select this menu to view the time used by each algorithm ; /* c[2] = "Select this menu to show the time the process used":*/re_menu=control_key(air, count,xl,x2,4,01column menu, num_help); air=static_air; ~if(re_meriu=-0 11 re_menu==l 11 rc_menu==2) retuTn(rc_menu);

set_under_white()
setcolor(15); ietfuîçm ên, 15); bar3d(0)444,getmaxx() ,460,0,0) ;

window_yl(int xl.int y 11int x2,int y2,int re_win)
Saveview(x 1 :y 1 ,x2,y2,re_ win) ;Setfflistyic(1* 8 ‘ barTx 1+16,y i + i 7 ,x2-11 ,y 2-12) ;รัetffilstyle(l~15_É _ _bar(xï+10,y i + n 1x2-171y 2-18) ; setcolor(8);rectangle(x 1+14,y 1+22,x2-201y 2-21 ) ;

window_time(int xl.int yl.int x2,int y2,int re_win)
Saveview(x 11y 1 ,x2,y2,re_ พ in); setfil ls ty le( 1,8 ) ;
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}

bar£xl+16,yl+17,x2-ll,y2-12); 
setnllstyJeO 27); ‘
bar(x)+ l q,y i +i  7 ,x2-17 ,y 2-18) ; 
setcolor(4),rectangle(x 1+14,y1+22,x2-20,y 2-21 );

window_whileprocess(int xl,int yl,int x2,int y2,int re_win)

setnlïstyle(114)' bar(xl+10,y i+n,x2- 17,y2-18); setcolor(4); rectangie(x l + 14,yl+22,x2-20,y2-21);
window_cannot_openfile(irtt xl,int yl.int x2,int y2,int re_win)

Saveview(xl,yl,x2,y2,re_win);
^ctfilisty le (18  V ~ '
barTxï+16,y 1+ i0 ,x2 -11 ,y2-12) ; 
ÿëtfiîlsty le(l,2); “
b a r(x l+10,y i+  1 7  ,x2- 17,y2-18); 
setcolor(4);rectangle(x 1+14 ,y1+22,x2-20,y 2-21 ) ;

int control_key(int air_before,int count,int xl,int x2,int column, int re_win,int column_menu,int num_help)
int re_menu=3; /* return menu */

/* int menu = 2;*//* int numlhelp — 2;*/ air=air_bëîore;
writeimenutext(x 1 +20,26+20*air,x2-25,39+20*air); set under white();
ouOextay(\;00,450,c[air]);yvhile(l)
{ Z ;NKey-getkey();write menu textfx1+20,26+20* air ,x2-25,39+20 * air) ; switcK(NKey)

case DN: air++; break; case UP: air—; break; case V : act=l: break;
C3.SC LEFT:;case RIGHÎ:; Restoreview(xl,0,re_win); break; case FI:; ShowHelp(colurtin_menu,num help); break; case ALT_X:;closegraph();restorecrtmode(); exit(l);

lffair = ะ count) air=0; if(air<0) air=count-l;static arr=air;___ /* save static air */if((NKey--LtFT)11 (NKcy==RIG IIT) ) return 2;/* j|WKey==ESCj return 0; */ if(îraêy==ALT~X) return 1; set under white();
ou«exSy8̂ ’00 450cfairj),wpte_menutext(x 1+20,26+20*air,x2-25139+20 *air) ;if(act—=1)
Wair==0 if(air==li. _ if(re_menu==0 II re return(re_menu);

re_mcnu=Show_View(air,column,xl,0,re_\vin); re_menu=ShowITime(air,column,xl ,0,re_ พ in);
= 3 )

Show__View(int air,int column,int xl.int yl) 
if(column==4)
VlEWO; /*VIEW THE CONTENT OF THE FILES */ return 1;

i/(column!=l && column!=4) return 3;}VII •.พ!;)/ * * Jfc* ****************************/
/*VIEW THE CONTENT OF THE FILES */

unsigned long art; voiqfar * areal; void far * area2; void far * area3;
art = imagesize(0,0,639,159); areal = farmallocYart+l); area2 = farmalloc(art+l);



area3 = farmalloc(ait+l); getimage(0,ç,639,159 'area 1 ) ; getjmage(o! 160,639,-319,area2); getimage(0320 639 479 area3) çlosc âpW ĉffscrO;/*viewfr c:N^wicwNXviewf. c ,0) ; */ systern("e:\4c\\.view'^ok-viewxxe’ );SetGraphO,
rlpîirHpviputimage(0,u,areal 1COP Y PUT),putjtnage(0’lë0^area2,COPY_Pu|r);putimaee(0,320,area3,COPY_PUT);Farfreefareal);farfree(area2);farfree(area3);

ihow_Time(int air,int column,int xl,int yl) 
if(column==4)
^IMEQ; /*SHOW TIME USED AND FILESIZE */

1 && column!=4)
hMEOZ***************:».***************

* SHOW TIME USED AND HLESIZE ****5»: ร̂ะ#ะ ************************^
char ecbr41,cbc(41,çfbr4]1ofbf41; windpw VmenTO,^100,540,390,11);

พ ,, ,  ̂ A U , , ,  , . « 1 . . พ / ,  lïne(17p,270,500,270);outtextxy ( î  27 ;24Ô; " i  5.0 J  ; ! ineh 70,240,500,240); outtextxy(12A210 "223") ime(Î70 210,500 210) ou«extxy(Î27;ïêo;:'3aoi; ne(170;Ï80300;Î80); ouUexUyil 13,15Ô,'Tirne(s));'setfillstyYe(E2j; Tf(used timeml/80 /*ecb time*/ >37.5) rb^3Ld ( l? 0 ^setcolor(15); outtexfxy( 193,225,"excess"); setcolor(BLÜE);
else

bar3d(190,300-(4*used_time[0]/80 /* ecb_time*/), 240,300,0,1);
>37 5)setfillstyle(l,4); if/used* time[ll/80 /* cbç entime */ >37.5

rb^3d(2m300-(i50),m3æXij;u < u อ น ^  / V JU JV JW -I  i_ > u  I ,  J W U ,  1 ,  i ; ,setcolor(15); ouitextxy(273,225,"excess"); setcolor(BLÜE);
else

bar3d(27P,300-(4*used_time[l]/80 /* cbc_entime */), 320,300,0,1);
setfillstyle(l,6); if(used time[21/10 /*cfb time */ >37.5)r  b^3d(350 300-(T5Ô),40pÂoo, 1,1 ); setcolor(15); outtextxy(353,225,"excess"); setcolor(BLÜE);

else{.
setfillstyle(l,5);

bïg:3d(350,300-(4*used_time[2]/8 /*cfb_timc*/), 400,300,0,1);
if(num_fb ==0) bar3d(430,300,480,300,0,l);else

 ̂ iflused tirnel31/(10*nurn fb)/*ofb_time*/ >37.5) { barTd(4Yo“300-(^150)4๒,300,1,1)7 setcolor(15); outtextxy(433,225, 'excess"); j>etcolor(B LUE),

bar3d(430j300-|4*used_time[31/(10*num_fb) /*ofb_time*/ ),

setcolor(l5); oStextxy(203,320, 1 sprintf(ecb," %2.1 f 1,used_time[0]/80 /*ecb_time*/); ou’ttextxy(203,352,ecb);



'0 /*cbc_entime*/); outtextxy(283,352,cbc); 
time*/); outtextxy(363,352,cfb);

'spnntf(ofb,"<&2.1f",/*used_time[3]/(10*num_fb)*/ ofb_time); 
sprintf(ofb "%2.1f',used_time[3]/(10*num_fb)/* ofb_time */);

๖"̂ 0!.
spnntf(ofb,"%2.1_f',usec o uttex txv (443,352,6 flj); prinuèxY(443,|387,’%d''',filesize[3]); whue(27T-getchOX .Restoreview(100,100,11);

control_key_พl(int air before,int count,int xl.int x2, ~ ~~ int yl,int column,int re_win)
/* return menu */

/* adj value of y in window 2 */

int re menu=0; int adf_Y=0; int aip=0; air=air_before; act=0; ~ if(re_win==2)
wnte^men’utext(xl+20,yl+26+20*air+adj_y,x2-25,yl+39+20*air+adj_y); sct_under"white();
ou\fextey(^00,450,c[air]);whileC 1 )

set under white/); setcolor(8J;outtextxy(100,450,c[air]);
write^menutçxt’(x 1 +20,y 1+26+20*air+adj _y ,x2-251y 1+39+20*air+adj _y) ; ร่พนcH(NKey)

case F3: break; case DN: air++; break;

if(re_win==2) 
y(NKey==F3)

Res yl,re_win);
if (air == count) air=0; if(air<0) air=count-l; static alr=air; if(NKby==ESC) /* save static air */
{.if(column==4 II re_win==2)

c[0] = "Setting number of curve for plotting by program FFT"; setjunder white();
oudextxy8(\;00,450,c[0] ) ;

return 0;
tf(NKey==ALT_X) return 0; set_under white() ;
ouUeiuy8̂ 00,45q cjair ] ) ; 'wnte_menutext(xl +20,y 1 +26+20*air+adj if (act==lj"“
ï f f  11 m ท AT)

_y,x2-,25,yl+39+20*air+adj_y);
if(column==42) return (air);else

return 0;,1

contrpl_key encryptfint air_before,int count,int xl.int x2, int yl.int column,int re_win,int column_menu,int num_help) ,
int re menu=0; /* return menu */ int adj_^’=0;

. /* int column menu = 1 ; int num help~= 11;*/ air=air_5efore; act=0; ~if(re_win==2) /* adj value of y in window 2 */
write^me’nutext(xl+20,y l+26+20*air+adj_y,x2-25,y l+39+20*air+adj_y); sctcoloi (5):outtextxy (ว00,maxy*.010416,"F2=Toggle word,"); set_under_wnite();



129outotev^l00,450,c[air]);while/1)
setunder white();setcoior(8J;outtexteyfI00,450,c[air]);
write^mcnutext(x 1 +20,y 1+26+20*air+adj _y ,x2-251y 1+39+20*air+adj _y);switcïï(NKey)

case F3: break;case DN: air++; break;PJIÇP T TP- pir__*case V: if((air==4) &&. (operate_mode ==1))/*this condition is used to*//*mask wether the file AC.menu in decryption*//*or not if yes show messsages */

case ESC:;{
NOT_USED_DEMAC();break; 

else act=l; break; 
setcolor(15);ou ttextxy (500, maxy*.010416, " F2=Toggle word" ) ; Restpreview(l 80,180,re_ win j; break;

X

/* save static air */
iffair -=  count) air=0; if(air<0) air=count-l; static alr=air; if(NKëy==ESC)
return 0;

if(NKey==ALT_X) return 0; set under white/);
ouJtextey^OO 450,c[air|):wnte'menutext(xi+20,yl+26+20*air+adj_y,x2-25,yl+39+20*air+adj_y); if (act==l)
if(column==42) return (air);else

return 0;
I1

çontrol key paramcter(int air before,int count!,in t x l, in t  x2, int yl.int column,int re_win,int IV,int column_menu,int num_help)
int re menu=0; /* return menu */ int adj_y=0; int air=0; int count;/* int column menu = 1;int num help = 111; */ /*is an algo_index in showwordO; */ air=air_Before;
write ’ menutext(xl+20,yl+26+20*air+adj_y,x2-25,y l+39+20*air+adj_y);
outtextxy(^00,maxy*.010416,"F2=:Toggle word"); set under white();
ou\ctexüiy8(\;00,450,c[air]);while(l)

write rnenutext(xl+20,yl+26+20*air+adj_y,x2-25,yl+39+20*air+adj_y); switch(NKey)
case V: act=l; break;6se r  ” 10“

Restorevîew(Ï8Ôj8Ôlre break;
case ALT 5̂ :; closegraph();restorecrtmode(); exit(l); case FI:; SftowHelp/column menu,num_help); break; case F2:; showword(num_hëIp); break;
, * USE FOR BAR IV OR NQT FOR EACH ALGORITHMS */jf(TV==0) count = countl-2,
i f ( ( IV = = l)  Il ( IV —=2) ll(TV-=4) Il ( IV  == 5))

count = countl-1;

I:
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if(air == count) an—0; if(air<0) air=count-l;static_air=air; /* save static air */
if(NKev==ESC) return 0; if(NKey==AiLT_X) return 0;
set under_white(); setcolor(8);outtextxyn 00,450,clair]);wnte_menutext(xl+20,yl+26+20*air+adj_y,x2-25,yl+39+20*air+adj_y);
if (act==l)

if(column==42) return (air);

} else count = countl;

mt control_key_encfile(int air before,int count,int xl.int x2,int column,int re_win,int column_menu,int num_help)
int re_menu=3; /* return menu */ int air;air=air_before;dii. — t i l l_บน!บ!น/,

wriTelrnenutext(xl+20,26+20*air.x2-25,39+20*air); setunder white();
outtextay(îo0,450,c[air]);พฺhile(l)
' INKey=getkey();write mënutext(x1+20,26+20*air,x2-25,39+20 *air) ; switcH(NKey)

case DN: air++; break;case UP: air—; break;case V : act=l; break;case LEFT: ;case RIGHT: Restoreview(xl,0,re_win); break; case FI:' ShowHelp(column menu,nurn help); break; case ALT_X: closegraph();restorecrtmodé{); exit(l);
lffair ะ:= count) air=0; if(air<0) aip=count-l;
c fc ittr1 Qif—oir*i f((N Key-=Lfe PT) Il (N Key=ะ /* ' JJ!fNKey=ะ:ESC) 'return 0;
Û LdLl น/ CU1—d l l  ,if((NKey==LiiFT)ll(NKcy==R ! if(NKey==ESCj return 0; */ if(NKey+ะะ ALT^X) return 1; set under white(); setcolor(8T;_

/* save static air RIGHT)) return 2;

l.cfair]):_menutext(x 1 +20,26+20*air,x2-25,39+20 *air) ; if(act==l)
re menu=choose_yl_encfile(air,column,xl,0,re_win); if(re menu==:0 11 re_menu==3) return(re_menu)~

ShowHelp(int column_menu,int num_help) 
lilt toggle;
if(column_menu== 1 )
^window y 1(150,100,470,240,6); setfi ljstylef 17), bar3d(16441<450,142,0,0); setcolor(l);outtextxy(276,129,"Operation"); setcolor(9);outtextxy(170,154,"This menu is the parameter input"); outtextxy(170,170,"menu. Use the scroll bar to select"]( outtextxy(l70,186,"the operation then and press ENTER "); outtextxy( 170,202,"to initiate the DES card );

(togsle=gelch());} while( f ç g g ïç  != 59); /*F1== 59*/Restoreview( 150,100,6);
ilj(coIumn_menu =ะ: 2)

window y 1 ( 150,100,470,258,6);
baç3d( 1^^24^450,142,0,0); setcolor(l);outtextxy I(290,129,"View"); setcolor(9)youttextxyQ /0,154,"This menu supports you to view the”); outtextxy(170,170,"pair of plaintext and ciphertext"); outtextxyt 170,186,'Tile ana also allows yoû to see "); outtextxy(l70,2Ô2,"the processing time used by each ");



I ^ w l f e ะ 59); /*F1== 59*/Restoreview(150,100,6),

outtextxy(170,218,"encryption or decryption algorithm");

if(column_menu — 3)
window y 1(150,100,470,293,6); setfillsty7e(iy7X ’ .Ïw3d(164,114,450,142,0,0); setcolor(l)jou: ttextxy(290,129," Print") ; setcolor(9);outtextxyfl70,154,"This menu provides you to make a"); outtextxy(170,170,11hardcopy of any files. You must"); outtextxy(170,186,"know the type of file you want to 1''); outtextxy(170,202,"print out. Select such type by the "); outtextxy(170,218,"|croll bar and key in the filename"); outtextxy(170,234,"( Misselect type of file will give"); outtextxy(l70,250,"you a not proper results.)");

f w i f l e W g g l P h  59); /*F1== 59*/Restore view) 150,100,6);

setMfstyTen'.T) bar3d(lo4,l 14,450,142,0,0); setcolor(l);outtextxy(274,129," Algorithm"); setcolor(9); . .outtextxy(170,154,"This menu is a submenu of Operation"); outtextxy(170,170,"menu. After select the operation "); 1 outtextxy(170,186,"you must select an algorithm. Each ”); outtextxy()70,202,"one has a different characteristic."); outtextxy(l70,218,"Press FI and then F2 to find it out' );
^9)i /*F1== 59*/Res toreview(150)100,6);

setfillstydenT);'bar3d7l 64,114)466,142,0,0);setcolç)r(lj; 1outtextxy (276,129," Parameter") ;setcolor(9);outtextxy(170,154," You can see two colors of the"); outtextxy(170,170,"charactor(except for OFB algorithm)"); outtextxy(170,186,"The black one is necçesary to the")- outtextxyf170,202,"operation and algorithm you select '); outtextxyfl70)218,"before while the red one is not."); outtextxy(l70,238,"Press FI then F2 to find the meaning"); outtexricy(170)254)''of them.");
}( w?]fl1e f̂oCggl'ç)l= 59); /*F1== 59*/Restoreview( 150,100,6);

choose_yl_encfile(int air.int column,int xl.int yl) 
if(column==l) 
switch(air)

Câse 3* breâk"case 4: NKeÿ=ALT_X; closegraph(); break;
}!if(column==4) 
if(air==l && number c==0)c  ” 1return 1; 
else{1 1return 1;
c zif(column! = l && column!=4) return 3;

window vl(150,100,470,265,6);

window y 1(150,100,486,293,6);

case 0; out menu=0 return 3;case 1: out menu-0 return 3;case 2: out menu-0 return 3;

/* Load file from disk */ 
/* New data in process */ 
/* Save File */
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return 2;

le_ri(int x) 
char a[31;
outtêxtxÿ(^47’0+l’a); spnn tf(a, y o c " ,27) ; ‘ outtextxy(x,470-3i,a); setççlor(wHITE); outtextxy(10+x,470, "-Move");

spnntf(a,"%c ,24) ; outtextxy(x-3,470,a); sprintf(a,' %c ,25); outtexùy(x+3,470 a); setœ lor(W ltE)- outtextxy(10+x,470,"-Move");
|e_ri_up_dn(int x) 
setJofor(^LUE);

ouucxixyix-j-i-ivxHyspnntf(a,'v%c",25j; _ ou ttextx y(xT3+J0,4701a) ■1 setcolor(WMTEË outtextxy(20+x,470,"-Move");
enter_key(int x,int order)
char a|3];spnntf(a7'%c''17); setcolorOBLÜÉj; ' outtextxy(x,470,a); spnntfTa, _%๙' 1196); outtextxy(x+6,47d,a); spnntf(a, ,V%C_ ’ 217ไ ; outtextxy(x-fl2T470,a); srtœlor(พ ุHITË); switch(order)
case 0: outtextxy(18+x,470,"-Select");break;case 1: outtexbcy(18+x,470,"-Start-Stop. Curve"): break;case 2: outtextxyu 8+x,470,"-Previous Curve"); break: case 3: outtexUy(l8+x,470,"-Show Report"), break, case 4: outtextxy(18+x,470,"-Validation of Data"); break;

»!alt_x(int x)
^setcolor(B LUE) ; outtextxY(x,470,"ALT_X’’); setcolor(WITEÉ . outtextxy(x+42,470,"-Quit");
esc(int x)
^setcolor(BLUE); outtextxy(x,470)"ESC"); setcolor(WHITÉ)r_ outtextxy(x+26,470, "-Exit");
csc_menu(int x)
setcoIor(BLUE); „ outtcxtxy(x^470i" ESC" );

™?7o,"-:setcolor (WHITER outtextxy(x+26 '-Menu");
cancel(int x)

r(BLUh); _ xv(x,470,"F3"); r(WHITEL '
setcolorf outlextxv(x,47C. setcolor(WHITE),outtextxy(x+l 8,470,"Cancel Data");

tab(int x)
^setcolor(BLUE); _ outtextxy(x,470, 'TAB"); cTaTftiArAVLrTTPt-setcolorOyWE), outtextxy(x+26,470,"-Next Window");
çdit_F2(int x)
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outtextxÿ(x+l8,470,"-Edit Curve");
edit_F5(int x)
setcolor(BLUJE); _ outtextxy? X ,4 7 0 F5 ; s et CO 1er(พ! Il TEËouttextx>(x+l8,4/0,"-Previous Curve");

edit_F6(int x)

outtextxy(x+l8,4/0,"-Next Curve");

show_under(int order)

switch(order)
le ri’ up dn(dx);enter_key(dx+dl+60,0);alt_x(dx+2*dl+60+64);break; case 1: dx=90;71r=I00;2- r-*ceyi x+dl+48,0);alt_X'(dx+:2*dl +48+'64);b:reak;
up_dn(dx):ènter key(dx+dl+48,0);cancel(dx+2*dl+48+64);esc(dx+3*dl+48+64+104); ^p^xW x-W*dl+48+04+96+64) ;6reak;

^ ^up^cln^dx^enter_key(dx+dl+48,0);esc(dx+2*dl+48+64);alt_x(dx+3*dl+48+64+64);break;
le nVdx);entër_key(dx+dl+48,0);alt_x(dx+2*dl+48+64);break;

"ase ’นุp=dn(cix);alt_x(dx+dl+60);break;case 6: dx=20;41=3Q; “  .le_ri_up_dp(dx);enter key(dx+d 1 +60,1 );tab(dx+2*d 1 +60+146); esc_mënu(dx+3*d1+60+146+120);
7 dx 20 (11 34 ^ ^60+146+120+64) ; trreak;

le_ri’_up_dp(dx);enter key(dx+d 1+60,2);tab(dx+2*d 1 +60+130); es c _rnë ท น (dx+3 *d 1+60+r30+120);
8 dx 20 d 1 3 7  ^ 30+1 20f 64) ; break ;

le_ri’_up_dri(dx);enter key(dx+dl +60,3);tab(dx+2*d 1+60+112); esc_mpnu(dx+3*d1+60+112+120) ;9 JQQ +60+112+120+64) ; break ;
edit ’F2(dx);esc_menu(dx+dl+106);alt_x(dx+2*dl + 106+64);break; _case 10:dx=20;dl=30;edit_F5(dx);edit F6(dx+dl+144);en terl key (ax+2 *31+144+112,4);alt_x(dx+3*d 1+144+112+178); 
lc_ri_’up_dn(dx);esc_menu(dx+2*dl+60);alt_x(dx+3*dl+60+64);break;

PLAINFILE0
int amount para,line_para,Esc_From_Para;/*—3 or 4 ll  not lias rv, =5 if has */ ~
iftabbr modc==0) amouนุt_para = 3; /*ECB MODE */ if((abbr_mode==l) II (abbr_mode==2) II (abbr_mode==4) II '(abbr_mode==S)) amount_para = 4; /*CBO~and CFB */ iffabbr mode==3) ampjijTjôâra =_5j 7*0 FB MODE *L  /*THl|hFOR' LOOP USEEFFOR COLLECT PARAMETER */ for(linc_para=l;line_para<=amount_para;linc_para++)

L c  From_Para = greadfloat(328,286+(20*(line_para-l)),20,line_para,l 11,111); if(Esc_From Para == 5)c  ‘ _  ~line_para = amount para;

int greadfloat(int xloc,int yloc,int digit,int line para, int colurrm_menu,int mull help)

รุçtc^ôrÇÈ LACK);
je t f i l ls๗ !e g  .B LA C K );bar3d(cr,464,getmaxx0,getmaxy(),0,0);

int ch;/* char *cipherfile,*secretkey,*vector;*/ /* float valpe;*/ register int i,tr,color;/* mt column_menu = 111; int num help = 111;*/1 = 0;



if(line_para==2) write_menutext(235,306,499,319); jn ljne_para==S) พทุte_menutext(235,306+20,499,319+20); jf(line~para==4) พrite_menutext(235,506+40,499,319+40); imine~para==5) พฺทtë_mënutext(235,306+60,499,319+60); setfillsty le( n^/*getbkcçlorOT; */ bar(xloc-8A'loc,xloc+digit*8,yloc+13); wnile(ch != V )
i*  color =ะ getcolorO;*/ setçolôr(8l;7*getbkcolorQ); */ outtextxy(xloç-8,yloç+3, _"); setcolôr(13); /*color)'*/ ~ outtextxy(xloc,yloc+3, _");

ch = getkey();/*toupper(getch());*/ stringfline_para][i] = ch;
if(ch == 27) retum(5); /*27 = ESC key and return 5 to greadnfloat*/

;continue; ) 
/*CHECK FOR FI*/

1๓ \= °)break;else { xloc=tr;ch 
i/(ch ==(ไ 7ShqwHelp(column_menu,num_help);

setfillstyle(l)8);

ilj((ch == 188) && (num_help == 111))
showword(3); 
setfïilstyle(l,è);

i/(ch == 8)

/*CHECK FOR F2*/
word! 3)' lstyle(l,&);
ะะ 8) /*CHECH FOR BACKSPACE */ 
setcolor(13);
bar(xloc,y loc ,xloc+16 ,y loc+13 ) ;m  == 0)

repeat:i++;xloc = tr;/
continue;

switch(line para) {case 1: if(i >= digit ) continue; break; case 2: iffi >= digit ) continue breakcase รั: 1๓  >= djgjt-12 ) continue; break;/*LIMIT INPUT CHAR TO 8 */ case 4: if(i >= digit-12 3 continue break;çase 5: 1๓ > - digit-19 ) continue; brcak;/*LIMIT CHAR TO 1 OR 2 */
if((line_para == 1) II (line_para == 2) II (line_para == 5))

if((ch < 32) II (ch > 126) II (ch == 187) II (ch == 188)) continue;printtext(xloc,yloc+3,"%c",stringriine_para]fi]);xloc = xloc + 8;1++;
if/(line_para == 3) II (line_para ะะ= 4))

if((ch < 32) II (ch > .126) II (ch == 187) II (ch == 188)) continue; /* if((ch"^== 59) II (ch^== 60) jl (ch - -  27)) continue, / printtext(xloc,yloc+3,"%s ,' *"); xloc = xloc + 8;i-f-f;ifYline para == 3) Key_digit = i; /*index to error message*/ else IV"_digit = i; -

string[line_paral[i] = \0'; if(line_para-= 13plainTile -  string[line para]; plainfilesize = strinjmine_paraE*/ if(lme_para==2) ciphemle = stringlline_paraj; if(line_para==3) secretkey = string[line_para];
iff 1 in/» ntirn----— cfriทc rโ 11 ท/3' rttîrtil'if(l|ne3ara==4) vector -  ;/* DO NOT FORGET TO

1 {( ๐๓“ ck+=5 string[line_para] ; switch(*ofb_fbacK)
case T:num_fb = 1; break case ]2knum_fb = 2; break case 32num_fb = 3; break case 42num_fb = 4; break case ]5knum_fb = 5; break case '6':num_fb = 6; break case '7':num_fb = 7; break case '8':num_fb = 8; break, default :num_fb = 9; break;

, -  3uiii£iuue_p<u<ij,1 = stringLnne_para]; string] hneparal ;IJSn FUiNCTIOW 'atoiO'TO CONVER'T S I RING TO INTEGER */



bar(xloc,yloc,xloc+8,yloc+13);
printtext(int xloc.int yloc,char *fmt,...)
va_list argptr; char Str[l40];
va_start(argptr,frnt); vsprintffstrTmLwgptr); ouitextxy(xlrç,yloc,str) ; va_end(argptr);

/* CONGRATULATION'THIS PROGRAM IS WORK PROPERLY ! PROVED NOW...*/ _/*THE KEY IN THIS PROGRAMM IS ABLE TO CHANGE BEFORE YOU HIT THE ENTER KEY */

char *key_reassign(); 
void waitready(void)

char status ;
statjis = inportb(STATUSPORT) ; _J } while((status&0x02) !-0) ; /* IÉF = 0 ? */

check_complete(void) /* FUNCTION FOR CHECKING THE COMPLET ION OF PROCESS */

?asta= ;inportb(STATUSPORT); if((last & 0x00 != 00) {printff]\aThe process is not completed.Vi");frintn "Reset the DEU and try again An");printfC'ViStatus of the port after conversion is %x\n",last);*/ , /printf("Conversion completed.Nn"); */1 * A

ALL()
int COMMAND;

^ , = 0 )COMMAND = 0x30; 7*  ENCRYPTION MODE */ iffoperate rnode == 1)COMMAND = 0x2๙ /* DECRYPTION MODE */enterkeWCOMMAND);

int Menu(void)
1 { & ไ ร ,̂ , =0,int flag=l,active=2;int count-4, on=0 undenU5, /*formcr count = 5 */int stx[5J = {15, 105, 165, 221, 5s5j;/*set the blacklabel when move arrow*/int enx[5] = {95 149, i l l  274, 650);write menutext(stx[arrow],on,cnx[arrow],under);while'll )

out_mcnu=0;Bag=l;/* inactive != 2) */ /* this use only for press ENTER again to go into*/ /* NKey -  getkeyO;*/ /**File function *7 write rncnutext(s6t[arrow],on,enx[arrow],under); switcK(NKey)
case RIGlÆ  arrow++; break;case LEFF: arrow—; break;case ALT_X: closegraph();restorecrtmode(); exit(l);

if(arrow==count) arrow=0; iftarrowcO) _ arrow=count-1 ;/* if((arrow ~l)& (fiag~l)) if(àctivc!=2) break;*/ setjunder white/);
ôuttextxy(\’00,450,cc[arrow]); write_menutext(stx[arTOw],on,enx[arrow], under);
switch(arrow)

case 1: active=MAl&_VIEty(); break; case 2: activë=MAIN_PRINT0; break;



136case 3: active=Quit();break;/* case 4: active=Help(); break;case 5: break; ‘/
if|out^_menu!=0)

/* if(active==l) break;*/ 
return NKey;

)* E C B  M O D E  H A S  N O T  TH E  S E LF -S Y N C H R O N O U S  P R O P E R T Y  ‘ /

ECB (in t C O M M A N D ) /* FO R  E N C R Y P T IO N  A N D  D E C R Y P T IO N  PRO CESS  ‘ /

jnt fflstatus,ff2status:/* time_0 start,end; */
/*start = tim e(NULL);*/ / ‘ S T A R T IN G  T IM E  ‘ / 
waitreadyO;
ou tportb(C t)M M ANDPO RT, C O M M A N D ); 
waitreadyO;do {

0;i<=7;i++)( /‘ receive plain text*/ 
PORT,plain);

while((inportb(STATUSPORT) & 0x02) 1= 0x00); wh ๙ ( ทportbfsf ATUSPORT) & 0x0?) = 0x08)_whilç(Cmwrtb(STATUSPORT) & 0x01) i= 01);if(COMMAND == 0x30)
for (i=0;i<=7'i++ while/ (inportbfS'AA'TUSPORT) & 0x01) != 01);cïphër inpôrtb/DÀTÀOÙTPORT); y U tc(c i pher, ff2) ;

else { .if(!feof(ffl))
for (i=0;i<=7;i++) j พุhile( (înportbiSTA /•iniiCT 2 inportb(DA ipher,ff2);

/‘ use for clear the data in DEU dataout buffet
f?4ile°finporth^A 'nISPORT) *  0x01 ) != 01 cinher = înDorlbiDA TAOU 1PORT1;

,..._.-v v....1.— -.-. .ÀTUSPORT) & 0x01) != 01); cipher = ihportb(DATAOUTPORT); putc(cipher,ff2);
 ̂ { /‘ use for clear the data in DEU dataout buffer ‘/

1
} while(!feof(ffl)); fclose(ffl); fçlose(ff2);chcclf rnmnlpîfYV/* end =.time(NULL);‘ / /* ENDIND TIME ‘/I* ecb_time := difftime(end,start); ‘/
/* CBC MODE HAS THE SELF-SYNCHRONOUS PROPERTY ‘ / 
CBCEN(int COMMAND) /* CIPHER BLOCK CHAINING (ENCRYPT) ‘/
t
char IV[8],PCBC,cipher; 
waitreadyO;outportmCbMMANDPORT,COMMAND); waitreadyO;
do {

/‘receive plain text*/

BC);

while/ (lnportb/S IA t USPORT) & 0x01) != 01); cipher = I nportb/ DAT AO บT PORT); pu tc/cipher, f f2) ; stnng[4][i] = cipher;
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while(! fepf(ff 1 )); fclose(ffl); fçlose(ff2); check_complete() ;

CBCDE(int COMMAND) /* CIPHER BLOCK CHAINING (DECRYPT)*/

charCfv^k] PÇBC;char xcipner0[8] 1xcipherl[8] 1xplain;
waitreadyO;outportbTCbMMANDPORT,COMMAND); waitreadyO;
do {

/*receive plain text*/

while((inportb(STATUSPORT) & 0x02) != 0); wh e((inportb(§rrA ty§PO R t) & 0x08) != 0x๖8); whiler(in^rtb(STATUSroRT) & 0x01) != 01);

) else
Vor(i=0; i<=7 ; i++) /*use to clear the DEU dataout buffer 

STATUSPOJCgF& 0x01) != 01);while/ (inportbC _ _____ _xplain = inportb(DATAOUTPORT);
} while(! feoffff 1 )); fclose(ffl); fclose(ff2); check_complete() ;

ฯ

)* CFB MODE HAS THE SELF-SYNCHRONOUS PROPERTY */
CFB() /* CIPHER FEEDBACK ENCRYPT AND DECRYPT MODE ** THIS MODE IS A STREAM CIPHER MODE *7

/* In this rnode of operation both the ciphering ** and deciphems process use the encryption(riot** decryption in deciphering process) so we set ** COMMAND to 0x30 * r
{
«define COMMAND 0x30 char IV[8],PCBC7shift, plain;
waitreadyO;outportb/COMMANDPORT,COMMAND); waitreadyO;

do 1
for (i = 0;i<=7;i++){ /*receive plain text*/waiireadyO; _outportb(DÀTAINPORT,string[4][i]);waitreadyO;

while((inportb(STATUSPORT) & 0x02) != 0); whije((jnportb(§TATUรุPORT) & 0x0§) = 0x08); while((inportb(STATUSPORT) & 0x01) != 01);
if(operate_mode == 0) {

fพไitie(°(î}îportb|slATUSPCJRJ) &  0x01) != 01);shift = inportb/DATAOUTPORT);if(i == ๑  { 77,plain — getcfffl); if(Tœf(ffÇ'Cipher = snirtAplain; putc(cipher,ff2);



} else {

for(i=0;i<=7;i-H-) {stnng[4ïïi] = vector[i+l];
string[4](i] = cipher; /* the encrypt and deciwpt is ‘//* difference in this fine only */

hile((iii^rtชฺ(ร'IÀt Us PO RT) «ร, shift '̂*irVportb(pATAOUTPORT);
cipher = getç(ffl);

plain = shiftAcipher; putc(plain,ff2);

0x01) != 01);

for(i=0;i<=7;i++) {jîtningftUij -  string[4][i+l];
string[41(il = cipher: /* the encrypt and decrypt is ‘/} /^difference in this line only *7

) while(! feoftff 1 )) ; fclose(ffl); fclose(ff2); check_cornplete() ;
h  OFB MODE HAS NOT THE SELF-SYNCHRONOUS PROPERTY */ OFB()
^define COMMAND 0x30 char PCBC.shift,intext,outtext;çhar /* IVÏBi_z në^ectqr"ftack[8] ; / ‘use vector instead of IV[8] ‘/ int ท;/* USETHE ofbJfback/8 instead*/1
waitreadyO;outport w CÔ MMANDPORT,COMMAND);
waitreadyO;

do {
for (i = 0;i<=7;i++){ /‘receive plain text*/ waitreadyO; _<3Utportb(DATAINPORT,string[4][i]);waitreadyO;

while((inportb(STATUSPORT) & 0x02) whjiemnportbfSTATUSPOR'D & Qxof) while((inportb(STATUSPORT) &  0x01) = 8x08); = 01);
^whiÜTfinportbfSTÀrUSPOR’l ) & 0x01) != 01); shift = inoortbiD ATAOUTPO RTl ะD A T A Q Ü JP O R T ); _fback(ij -  shift; if(i < fnuin lb )?  โ intext = getc(ffl); outtext = shiftAintcxt; if(!feof(ffl)) putc(outtext,ff2);
Jfor(i=0;i<=(7-(num fb));i++) /* this 4 lines are for feedback */string[4][il = Stnn34][i+(nurn_fb)l-7* the ley n bytes to the iv  */for(i=0:i<(ทนm_fb);i++) vector[8-(numIfb)j = newvector_fback[i]

) while(!feof(ffl)); fclose(ffl); fçiose(ff2); check_complete();
liNMACl(int COMMANDO) /* CIPHER BLOCK CHAINING (ENCRYPT) */
/* OK but if want to see a file(.reg) must use the utility view cipher file *//* it will allow you to see the MAc(not allow by DOs 'type’program */
char plainmac[81;char PCBCj8],ciphermac(8];
char foreplain[8]; / ‘previous block of plain */ int loop -  1;
waitreadyO;outportb(CpMMANDPORT,COMMANDO); waitreadyO;

while(!feof(ffl)) { /* do { */ for (i = 0;i<=7;i++){ /‘receive plain text*/ waitreadyO;



waitreadyO;p u tc fp la T n m a c f i]  ,f f 2 )  •7*collect the data in file and changed the extention */
}

whi]e((inportb(STATUSPORT) & 0x02) != 0); wh îe(( n^rtb(STATÜSPORt) & ôxôf) = Qx08); while((inportb(STATUSPORT) & 0x01) 1= 01);
whiîè(0(inpTgïb(S-lÀTUSPO_RT) & 0x01) != 01); ciphermacfi] -  inportb(DA'IAOUTPORT);

i f  (looP m l*  ; h m  mac[ij = ciphenpac[i] *1else mac[i] = ciphermac[i] A foreplain[i] ; /*ex-or to build MAC */
foreplainfil = maefi]; string[4][i[ = ciphermacfi];

loop ะะ loop + 1;
} /* while(!feof(ffl)); */

f<3โ , m7/nv} {^putc(macfi],112);
fclose(ffl);fçlose(ff2); ̂ check_complete();

ENMAC2(int COMMANDO) /* CIPHER BLOCK CHAINING (ENCRYPT) * /

waitreadyO;
ou tpo rtb (CpM M AN D PO R T ,CO M M AN D O ); 
waitreadyO;

for(i=0;i<=7;i++) whiIe(!feof(ffl)) I
for (i = 0;i<=7;i++)( waitreadyO’;plain0rnacfi]= plainmacfi]; plainmacfi] ะ= getc(ffl); iCBCfi] = plauimacf น’0 i vil L outportbV D ATA INPORT1PCB c  [ 1 ] ) ; waitreadyO;/* if(!feof(ffl)) pütc(pYàinmac[i],ff2); *//*collect the data in file and changed the extention */

h] = string[4][i];
/*receive plain text*/

while((inportb(STATUSPQRT) & 0x02) whüe((jnportb(STATÜSPORT) & 0x0§) while((inportb(STATUSPORT) & 0x01) = 0x08); = 01);
whi[e( (inportbfsflTUSPpRT) & 0x01) != 01); cipher0mac[i]= ciphermacfi]; ciphermacfi] = in^rtb(DATÀOU'rPORT); if (loop ==1 t _ _■mac[ij = ciphermac[ij ;else maefi] = ciphermacfi] A foreplainfi] ; /*ex-or to build MAC */

fore00plainfi]=fore0plainfi]; foreOplainfi]- foreplainfi]; foreplainfi] ะ: maefi];IVfi] = ciphermacfi];
loop = loop + 1;

for (i=0;i<=7;i++) (if((plain0mac[i] A foreOOplainfi])) /*compare MAC */
OTOT^rtiïm = ERROR(120,120,465,240,10,9);

[else error_retum = 0;
/*} fclose(ffl);*/ check_complete();

if(!error_return) /* if the file has change skip the authentic process */
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waitreadyO;
ou tnortb/ÇO M M AN D  PO R T ,CO M M AN D O ); 
waitreadyO;

rewind/ffl); /*set file pointer to the beginning position */ loop=l;
for(j=0;i<==7;i++) IV[i] = string[4][i]; do (

for (i = 0;i<=7;i++)( /*receive plain text*/waitreadyO;plainmac[ij'= getc(ffl);
‘ mM?i] = pLinmacfi];

rnacfi] ะ: plainmac[i] ^ foreplain[i]; /* ex - or to build MAC */ 
forelplain[i]=foreplain[il;foreplainfi] ะ: mac[i]; /*shift MAC to ex or with the next round */
PCBCli] = plainmacfil A strine£41 [i];outpOTtb(DATAINPORT,PCBCIin;waitreadyO;
'ฬ ฺ?ile((mrx)rtb(STATUSPORT) & 0x02) != 0); whijeuinportbtSTATUSPORT) & Qx0§) = 5x08); while((inportb(STATUSPORT) & 0x01) != 01);

fwrhile(°(mpprtb(?llTUSPpRT) & 0x01) != 01); ciphërmacffl = Inportb/DATAOUTPORT);if(!feoEffl)) { pütc(ciphërmac[i],ff2); string[4][i] ะ: ciphermacfi] ;
vliil} whüeO.feof/ffl));

ôütportb(DA'l^AINPORT,(forelplain[i]
waitreadyO;

string[4][i]));

while((inportb(STATUSPORT) & 0x02) != 0); wh e((in x)rtb(STAf fjรฺPOk n  & 0x08) i= 0x๖8); 
w h i l e (  (inf»rtb(STATUSP O RT) & 0x01) !=  01);

fclose/ffl); fclose/ff2); check_complete() ;
fclose/ffl);
DEMAC(int COMMANDO) /* CIPHER BLOCK CHAINING (DECRYPT)*/

charer ^ l :  /* = {1,2,3,4,5,6,7,81;*/char PCBC[81: 1 . 7  'char xcipherr8|,xplain[81;char fçreOPÇ13C[8 ] .forePCB Ç[ 81, mac[ 8 ] ;çhar cle^'data_in_DEUbuffer[8];int loop =~1 ;
waitreadyO;outportb(CbMMANDPORT,COMMANDO); waitreadyO;
while/! feof(ffl)) /*do { */ 
* for (i = 0;i<=7;i++){waitreadyO; xcTr^erfi] -  getc(ffl), PCBC = Xplain A strin

/*receive plain text*/
PCBÇ = xplain string[4][i]; */ outportbCpATAINPOR TTxciplicrfil); waitreadyO;

! while((inportb(STATUSPORT) & 0x02) != 0); whi c((inportb(StAi'U§PO & 0x08) != 0x08); while/ (inportb/STATUSPORT) & 0x01) != 01);
'while/0anportb/WATUSPORT) & 0x01 ) xplainli] -  lnportb/DATAOUTPORT), 01);

if(!feof(ffl))
'PCBCm = xplain[i] A putc(PÇBÇ[i],ffl); Stringf4][i]-xcipher[i]; if/loop == 1)mac[i] = PCBC[i];else

string[4][i];



mac[i] = PCBC[i] A forePCBCfi];
foreOPÇBÇm = forePCBCfi];1forePCBCfi] = macfi];

else
T(PCBC[i] A foreOPCBCfi])) /^compare MAC 

onntffTa'');ÉRRORÜ20,120,465,240 for น-0:i<-6 i++> (/*

7

เ
for (j ,while/clear.

the first has read above*/ 
EUbufferfi] -  'inportb(r0x01) != 01); _DÀTAOÜTPORT);

reak;

/*

1 ,1loop
fclosefffl fclose(ff2 rhp.r.lf r.nicbc_eTitime‘

oop = loop +1;
f f l ) ;m l ,  «cpmpleteQ:itime = difftime(end, start); */ CENTIME AND DETIME IS ASSUME EQUAL */

^OT_USED_DEMAC() 
int toggle;

window y 1 ( 150,100,475,256,10); setfd.lstyTpfOX “bar 3d (164,114,455,142,0,0); setcolor(6j;outtextxy(246,129,"Messages to User"); setcolor(9);outtextxy(j70,154 "This menu is not used in receiving"); outtextxy(170fl70fffan authenticated file because a MAC"); outtextxy(170,l86,"is already existed so not necessary"); outtextxyj’l70,202,"to create again just only check it. ’); setcolor(5);_ outtextxyl 170,218,"

Res tore view(l!r

Continue by ESC key");
27*/27); /*ESC KEY ,100,10);

char *key_reassign(char *temp) 
for(i-0; i<=7 ; Ï-H-)
switch
casecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecasecase

iffrsa ="" : tempfil = 'ร' : temp] il = lemplii = + : tempi n = - : tempfil =; ' : tempfil = o ’ : temp i = ’3' : temp I = '5' : temp i = [6] ะ temp j = '9' : tcmpfi = f. 1: tempi)i 1= < : tempfil = 7 1: tempfiT =temp temp temp temp . temp 'K' ะ tempfil 'M' : tempTn 'N' ะ tempfillemplii tempfil : temp*: temp : temp temp temp : temp : temp : temp ะ temp : temp : tcmpfi ะ tcmpfi : tempfil ะ templil : 1: tempfil : : ternpfi]: tempfil : temp T : ternpfi

0x80 ; break;0x83 ;break;0x85 ;break;0x8 9 ; b reak ;0x8a :break;0x8c ;break;0x8/-break;OyQI ■ Krp Q ]/•0x92 ; =0x94 ; break
nYQ7 ' hr/13 If0x98 B0 x9b -.break0x9d fbreak0x9e ;preakOxal ;breaJ = 0xa2 fbreal = 0xa4 ;breaJ = 0xa7 fbreaj = 0xa8 fbreai = Oxab fbreak = Oxad :break = Oxae ;brea]= OxbO ; break 

ะ 0xb3 fbreak = 0xb5 ;brea = 0*b6 fbrea = 0xb9 fbrea = Oxba -break = Oxbf -break ะ Oxcl fbreak ะ 0xc2 fbreak : 0xc4 -break : 0xc7 fbreak : 0xc8 fbreak : Oxcb fbreak = Oxcd -break = 0XC? fbreak ะ 0xd0 fbreak : 0x๕3 fbreak = 0xd5 :brea = 0xd6 ;breal = 0xd9 fbreak = Oxda fbreak
return temp;
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จบการศึกษาขั้นอุดมศึกษา จาก คณะวิศวกรรมศาสตร์ สถาบันเทคโนโลยีพระจอมเกล้า 
พระนครเหนือ ได้รับปริญญาวิศวกรรมศาสตรบัณฑิต สาขาวิศวกรรมไฟฟ้าในปีการศึกษา 
2533 และเข้าศึกษาต่อในหลักสูตรวิศวกรรมศาสตรมหาบัณฑิตท่ี จุฬาลงกรณ์มหาวิทยาลัย 
เม่ือ พ.ศ.2534 ปัจจุบันเป็นอาจารย์ประจำภาควิชาวิศวกรรมไฟฟ้า คณะวิศวกรรมศาสตร์ 
สถาบันเทคโนโลยีพระจอมเกล้า พระนครเหนือ
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