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DATA ENCRYPTION UNIT

I Certified by National Bureau of I 7-Bit User Output Port
Standards

1 80 Byte/Sec Data Conversion Rate

" ™ ™
| B4-BiCData Encryption Using §6-5il ' W&BS%’W%TM rocessors

Key

1 Single 5V + 10% Power Supply

[ | F I Inf i
C DMA Interface mplements Federa nformation

Processing Data Encryption standard

1 3 Interrupt Outputs to Aid in Loading
and Unloading Data I Encryptand Decrypt Modes Available

The Intel® 8294 Data Encryption Unit (DEU) is a microprocessor peripheral device designed to encrypt and decrypt
64-bit blocks of data using the algorithm specified in the Federal Information Processing Data Encryption standard.
The DEU operates on 64-bit text words using a 56-bit user-specified key to produce 64-bitcipherwords. The operation
is reversible: if the cipher word is operated upon, the original text word is produced. The algorithm itself is perma-
nently contained in the 8294; however, the 56-bit key is user-defined and may be changed atany time.

The 56-bit key and 64-bit message data are transferred to and from the 8294 in 8-bit bytes by way of the system data
bus. A DMA interface and three interrupt outputs are available to minimize software overhead associated with data
transfer. Also, by using the DMA interface two or more DEUs may be operated in parallel to achieve effective system
conversion rates which are virtually any multiple of 80 bytes/second, The 8294 also has a 7-bit TTL compatible output
port for user-specified functions.

Because the 8294 implements the NBS encryption algorithm itcan be used ina variety of Electronic Funds Transfer
applications as well as other electronic banking and data handling applications where data must be encrypted.

~ NC¢ A 40 3y
iy e 8 ,_,J[j < X1C 2 3 7N
sus S.—® ) sufren R, BUFFER X2¢ 3 38 0 DACK
' acorrens | ¢ V] ‘r | stomace | RESETC ¥ DRO
e WY NCe 5 36 1 SRO
WA g P STomace CSC 55 0V
TS - Ol controL i GND¢ 7 3 NC
A -3 AND . .{j RDC 8 33 PG
¥ INTERAUPT o o & ALGORITHM AOc 9 32 PS5
SRO = - — Gl . ' e 1 _
v e o b Re 10 goo4 31 0 M
ceup—o il s SYNCc 1 0P
_'. o ouTPUT 4.Vp0p‘, DOc 12 29 1 P2
Famgy ] \ [ v __eoar [ - Die 13 2 7Pl
STHG e 8 D2C 1 27 1P
] | e —PRO D3c 15 26 7 VDD
- K ) woGic |- 0AO 04 ¢ 18 2% \eC
| e J Dsc 17 24 1 COMP
- DGc 18 23 7 NC
07¢ 19 2 NC
PoWER ! INTBs AL GND¢ 20 20N

Fiure 1 Block Diagyam Figure 2 Pin Configuration



Symbol
NC
X1
X2
RESET
NC

Cs

RD

Ao

WR

SYNC

Do

02
d3
D<
0s
Do

GND

Vee

10

1

1o

2p4

Table 1. pin Description

Name and Function
No Connection.

Crystal: Inputs forcrystal. L-Cor exter-
nal timing signal to determine internal
oscillator frequency.

Reset: A low signal to this pin resets
the 8294.

No Connection:
high.

Chip Select: A low signal to this pin
enablesreading and writing to the 8294,

No connection or tied

Ground: This pin must be tied to
ground.

Read: Anactive low read strobe at this
pin enables the CPU to read data and
status from the internal DEU registers.

Address: Address input used by the
CPU to select DEU registersduring read
and write operations.

Write: Anactive low write strobe at this
pin enables the CPU to send data and
commands to the DEU.

Sync: High frequency (Clock -s-15) out-
put. Can be used as astrobe forexternal
circuitry.

Data Bus: Three-state, bi-directional

data bus lines used to transfer data be-
tween the CPU and the 8294,

Ground: This pin must be tied to
ground.

Power: +5 volt power input: +5V £
10%.

Pin
Symbol No.
NC 39
DACK 38
ORQ 37
SRQ 38
0AV 35
NC 34
P 33
P5 32
P4 31
P3 30
P2 29
P1 28
PO 27
VDO 26
Ve 25
CCMP 24
NC 23
NC 22
NC 21

Type

Name and Function
No Connection.

DMA Acknowledge: Input signal from
the 8257 DMA Controller acknowledg-
ing that the requested DMA. cycle has
been granted.

DMA Request: Output signal to the
8257 DMA Controller requesting a DMA
cycle.

Service Request: Interruptto the CPU
indicating that the 8294 isawaiting data
or commands at the input buffer.
SRQ =1 implies IBF=0.

Output Available: Interrupt to the CPU
indicating that the 8294 has data or
status available in its output buffer.
0AV=1 implies OBF=1.

No Connection.

Output Port: User output port lines.
Output lines available to the user via a
CPU command which can assert sel-
ected port lines. These lines have no-
thing to do with the encryption function.
At power-on. each line is in a 1 state.

Power: +5V power input. (+5V £10%)
Low power standby pin.

Power: Tied high.

Conversion Complete: Interrupt to the
CPU indicating that the encryption/
decryption of an 8-byte block is com-
plete.

No Connection.
No Connection.
No Connection.
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functional description
OPERATION

Ttie data conversion sequence is as follows:

1 Aset Mode command is given, enabling the desired
interrupt outputs.

2. An Enter New Key command is issued, followed by 8

data inputs which are retained by the DEU forencryp-

tion/decryption. Each byte must have odd parity.
3 An Encrypt Data or Decrypt Data command sets the
DEU in the desired mode.

After this, data conversions are made by writing 8 data
bytesand then reading back 8 converted data hytes. Any
of the above commands may be issued between data
conversions to change the basic operation of the DEU;
e.g., a Decrypt Data command could be issued to
change the DEU from encrypt mode to decrypt mode
without changing either the key or the interruptoutputs
enabled.

INTERNAL DEU REGISTERS

Four internal registers are addressable by the master
processor 2 for input, and 2 for output. The following
table describes how these registers are accessed.

RO WR CS Ao
0 Data input buffer

0 Data output buffer

1 Command input buffer
1 Status output buffer
X Don't care

Register

X O = ©
X s O s o
- 0o e

The functions of each of these registers are described
beiow.

Data Input Buffer — Data written to this register isinter-

preted inone of three ways, depending on the preceding
command sequence.

1. Partof a key.

2. Data to be encrypted or decrypted.

3. ADMA block count.

Data Output Buffer — Data read from this register is the
output of the encryption/decryption operation.

Command Input Buffer — Commands to the DEU are
written into this register. (See command summary
below.)

Status Output Buffer — DEU status is available in this
register at all times. Itis used by the processor for poll-
driven command and data transfer operations.

STATUS BIT: 7 6 5 4 3 2 1 0
FUNCTION: X X X KPE CF OEC IBP OBF

OBF Output Buffer Full; OBF = 1indicates that output
from the encryption/decryption function is
available in the Data Output Buffer. It is reset
when the data is read.

8294

IBP Input Buffer Full; A write to the Data Input Buffer
ortothe Command Input Buffersets IBP= 1.The
DEU resets this flag when it has accepted the
input byte. Nothing should be written when
IBF=1.

DEC Oecrypt; indicates whether the DEU is in an en-
crypt or a decrypt mode. DEC=1 implies the
decrypt mode. DEC =10 implies the encrypt
mode.

cp Completion Flag; This flag may be used to Indi-
cate any orall of three events in the data transfer
protocol.

1. It may be used in lieu of a counter in the
processor routine to flag the end of an 8-
byte transfer.

2. It must be used to indicate the validity of
the KPE flag.

3. Itmay be used in lieu of the CCMP interrupt
to indicate the completion of a DMA oper-
ation.

KPE  Key Parity Error; After a new key has been
entered, the DEU uses this flag in conjunction
with the CP flag to indicate correct or incorrect
parity.

COMMAND SUMMARY

@ "[o|l[ololojofo[0
MSB LSB

This command is followed by 8 data byte inputs which
are retained in the key buffer (RAM) to be used in
encrypting and decrypting data. These data bytes must
have odd parity represented by the LSB.

2 — Encrypt Data

0P CODE: 1010 (TIL101010]~0]
MSB LSB

Thiscommand puts the 8294 into the encrypt mode.

3 — Decrypt Data

0P CODE: 006G 100000
MSB LSB

This command puts the 8294 into the decrypt mode.

4 — Set Mode

0P CODE: [o1010101AIBICc I'd]
MSB LSB

where:

Aisthe OAV (Output Available) interruptenable

B is the SRQ (Service Request) interruptenable

Cisthe DMA (Direct Memory Access) transfer enable
isthe CCMP (Conversion Complete) interruptenable
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L

Thiscommand determines which Interrupt outputs will
be enabled. A “1" bits A, B, or D will enable the 0AV,
SRQ,orCCMP interrupts respectively. A “V'in bit ¢ will
allow DMA transfers. When bit ¢ is set the OAV and
SRQ interrupts should also be enabled (bits A,B = 1).
Following the command in which bitc, the DMA bit, is
set, the 8294 will expect one data byte to specify the
numberafctM Syte blocks to be converted using DMA.

5 — Write to Output Port

I10p61p5Ip<ipdiP: Iplipol
MSS LsB

OP CODE:

Thiscommand causes the 7 least significant bits of the
command byte to be latched as output dataon the 8294
output port. The initial output data is 1111111, Use of
this port is independent of the encryption/decryption
function.

PROCESSOR/DEU INTERFACE PROTOCOL
ENTERING A NEW KEY

The timing sequence forentering a new key is shown in
Figure 3. A flowchart showing the CPU software to
accommodate this sequence is given in Figure 4.

S

R

H IR LR
N §

Foue 3 Entering a Naw Ky

After the Enter New Key command is issued, 8 data
bytes representing the new key are written to the data
input buffer (mostsignificant byte first). Afterthe eighth
byte isaccepted by the DEU, CF goes true (CF=1). The
CF bit goes false again when KPE isvalid. The CPU can
then check the KPE flag. If KPE = 1, a parity error has
been detected and the DEU has not accepted the key.
Each byte ischecked forodd parity, where the parity bit
is the LSB of each byte.

Since the CF bit is used in this protocol to indicate the
validity of the KPE flag, it may not be used to flag the
end of the 8 byte key entry. CF= lonly as long as KPE is
invalid. Therefore, the CPU might not detect that CF - 1
and the key entry is complete before KPE becomes
valid. Thus, a counter should be used, as in Figure 4, to
flag the end of the new key entry. Then, CF is used to
indicate a valid KPE flag.

e

( | YES
[ COMMAND REGISTER—40H ]

| L ]

-

=3
m
©w

|
|
! OATA REGISTER 1 9YTE OF KEY |
|

LR RS |
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encrypting or decrypting data

Figure 5 shows the timing sequence for encrypting or
decrypting data. The CPU writes 8 data bytes to the
DEU s data input buffer for encryption/decryption. CF
then goes true (CF=1) to indicate that the DEU has
accepted the 8-byte block. Thus, the CPU may test for
IBF=G and CF =1t to terminate the input mode, or it
may use a software counter. When the encryption/-
decryption is complete, the CCMP and OAV interrupts
are asserted and the OBF flag is set true (OBF = 1). 0AV
and OBF are set false again after each of the converted
data bytes is read back by the CPU. The CCMP interrupt
is set false, and remains false, after the first read. After
8 bytes have been read back by the CPU, CF goes false
(CF=10). Thus, the CPU may test forCF =0 to terminate
the read mode. Also, the CCMP interruptmay be used to
initiate a service routine which performs the next series
of 8 data reads and 8 data writes.

(IF enabled!

( ENABLED) T N

18F n

(IF ENABLED)

OBF |

" I 1

* 1
1]
« -
SDATAWRITES  100ms —MAXIVUM 6 OATA REAGS

Figure 5. Encrypting/Decrypting Data

Figure 6 offers two flowcharts outlining the alternative
means of implementing the data conversion protocol.
Either the CF flag ora software counter may be used to
end the read and write modes.

SRQ = 1implies IBF=0, OAV =1 implies O0BF = 1. This
allows interrupt routines to do data transfers without
checking status first. However, the OAV service routine
must detect and flag the end of a data conversion.
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USING SOFTWARE COUNTER

[ READ 1 CODED DATA BYTE

USING CF FLAB

STARI

DATA REGISTER =— 1 DATA BYTE

J

UNIVERY YD
i

i

' YES
e NOL ey

YES

CF=0? e @

0BF =17

o0t

NO

YES

READ 1 CODED DATA BYTE

-

—J

{

Figure 6. Data Conversion Flowcharts
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The timing sequence fordata conversions using DMA is
shown in Figure 7. This sequence can be hetter
understood when considered in conjunction with the
hardware DMA interface in Figure 8. Note that the use of
the DMA feature requires 3 external AND gates and 2
DMA channels (one.for input, one for output). Since the
DEU has only one DMA request pin, the SRQ and OAV
outputs are used in conjunction with two of the AND
gates to create separate DMA request outputs for the 2
DMA channels. The third AND gate combines the two
active-low DACK inputs.

*17

il [

owa nriTT n_
DACK r | r
° TT 1T

OMA_ BLOCK ¢ DMA WRITES

MOOE COURT ()

« DMA REAOS

REPEATEO  TIMES
Figure 7. DMA Sequence

Ag-Ais  Dg-Dy
]

8257

Ag-A;
| o p——
DACK1
DACKO
OMARY
4 omaro

SRQ
i OAvV
DACK

H
L
Dg-0;
8294
INT -»——-@— ceme
RD - RD

Figure 8 DMA Interface

8294

To initiate a DMA transfer, the CPU must first initialize
the two DMA channels as shown in the flowchart in
Figure 9. It must then issue a Set Mode command to the
DEU enabling the OAV, SRQ, and DMA outputs. The
CCMP interrupt may bhe enabled or disabled, depending
on whether that output is desired. Following the Set
Mode command, there must be a data byte giving the
numberof 8-byte blocks of data ( <256) to be converted.
The DEU then generates the required number of DMA
requests to the 2 DMA channels with no further CPU
intervention. When the requested number of blocks
has been converted, the DEU will 3«t CF and assert the
CCMP interrupt (if enabled). CCMP then goes false
again with the next write to the DEU (command or data).
Upon completion of the conversion, the DMA mode is
disabled and the DEU returns to the encrypt/decrypt
mode. The enabled interrupt outputs, however, will
remain enabled until another Set Mode command is
issued.

USING OMA

gih

INITIALIZE DMA READ CHANNEL POINTER

INITIALIZE DMA WRITE CHANNEL POINTER

ENABLE DMA CHANNELS

=G

| ves

[ COMMAND REGISTER =—— OEH OR OFH /7 ]

[ OATA REGISTER =—— NUMBER OF BLOCKS TO BE COOED

Figure 9. DMA Flowchart

SINGLE BYTE COMMANDS

Figure 10 shows the timing and protocol for single hyte
commands. Note that any of the commands is effective
as apacify command in that they may he entered at any
time, except during a DMA conversion. The DEU is thus
set to a known state. However, ifa command is issued
out of sequence, an additional protocol is required
(Figure 11). The CPU must wait until the command is
accepted (IBF=10). A data read must then be issued to
clear anything the preceding command sequence may
have left in the Data Output Buffer.

110



<je[ A 8294
CPUIOEU INTERFACES
res 12 thro h 15 |IIustra e four |nt%rface conflcgura

S USE In Ses
§a tm ok
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9 DEU

Q Figure 12. Polling Interface
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: : . I8F =07
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Figure 10. Single Byte Commands
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PACIFY

@
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Figure 13. Single Interrupt Tnterface
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YES
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8294

AR

Figure 18. Recommended Connection for External Clock Signal

absolute maximum ratings™

Ambient Temperature Under B ias oo 0"Cto70°C device. Thisis a stress rating ont/'and functional opera-
65°C to + 150°C tion of the device at these orany other conditions abovye

Storage TEMPeratUre e -
Voltage on Any Pin With

RESPECt 10 G r0UN 0 s 0.5V to +7V

Power Dissipation

'NOTICE: Stresses above those listed under "Absolute
Maximum Ratings" may causepertinentdamage to the

those indicated in the operationalsections of thisspec fi-
cation is not implied. Exposure to absolute maxir/tim
rating conditions lorextended periods may affect device
LEwW At reliability.

D.c. AND OPERATING CHARACTERISTICS (TA= O)Ct()?(]"C‘vcc" +5V ¢ 10/0.VSS:0/)

Symbol Parameter

VIL Input Low Voltage (All
Except X,, x2, RESET)

VL, Input Low Voltage (X,, Xp,
RESET)

V[H Input High Voltage (All
Except X,, x2, RESET)

V,HL Input High Voltage (X1t x 2l
RESET)

VoL Output Low Voltage (D0-D7)

VOLL Output Low Voltage (All
Other Outputs)

Yox Output High Voltage (Do-D7)

V OH1 Output High Voltage (AM
Other Outputs)

m Input Leakage Current
(RD, WR, es, Aqg)

W01 Output Leakage Current
(D0-D 7, High z State)

00 Vigq Supply Current

0+ icc Total Supply Current

lu Low Input Load Current

(Pins 24, 27-38)
Low Input Load Current

(RESET)

IH Input High Leakage Current
(Pins 24, 27-38)

CIN Input Capacitance

clo 110 Capacitance

. LImts Unit Test Conditions
Min. Typ. Max.
05 0.8 v b
-0.5 0.6 Y
2.2 vee v
3.8 e v
0.45 \ lol=2.0mA
0.45 \ lo1=1.6mA
2.4 v 0 = -400(jA
2.4 \ soh = -50fiA
£10 rA vss < VIN< vee
+10 mA Vss +0.45 VouT vee
5 15 mA
60 125 mA
0.5 mA Vit= 0.8V
0.2 mA Vit= 0.8V
100 A e = Yo
10 pF

20 pF

112
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A0-AIS 0007

0o-07

ai o]

Ag-Ay Ag-A7

DACK1
DACKO
DMAR1
DMARO

SRQ

OAV
DACK

0o-07
8294

cs
A0

ccmp

i
RD RD
WR WR
OMARO IS FOR MEMORY TO DEU OATA TRANSFER

OMARL IS FOR OEU TO MEMORY DATA TRANSFER
USE OF CCMP IS OPTIONAL

Figure 15. DMA Interface

OSCILLATOR AND TIMING CIRCUITS

The 8294's internal timing generation is controlled by a
self-contained oscillator and timing circuit. A choice of
crystal, L-C or external clock can be used to derive the
basic oscillator frequency.

| =31

The resident timing circuit consists of an oscillator, a
state counterand acyclecounteras illustrated in Figure
16.

A0

6 MHz '
OSCILLATOR ¥
]
+3 s SYNC !
STATE ’ CYCLE ’ ouTPUT [
COUNTER [ COUNTER I (2.5 psec) ]

L S SHE— )

INTERNAL TIMING

Figure 16. Oscillator Configuration

OSCILLATOR

The on-board oscillator is a series resonant circuit with
a frequency range of 1to 6 MHz. Pins X1 and X2 are
input and output (respectively) of a high gain amplifier
stage. A crystal or inductor and capacitator connected
between X1 and X2 provide the feedback and proper
phase shift for oscillation. Recommended connections
for crystal or L-C are shown in Figure 17.

8294

2
- X1
r 1-6 MHz
< 15 pF
INCLUDES XTAL, == &3
SOCKET, STRAY) | 8294
Boe 3 x2
15-25 pF
(INCLUDES
SOCKET, I

STRAY) ~

Figure 17. Recommended Crystal
and L-C Connections

A recommended range of inductance and capacitance
combinations is given below:

L=120nH corresponds to 3 MHz
L= 45fiH corresponds to 5 MHz

Anexternal clock signal can also be used as a frequency
reference to the 8294; however, the levels are notcom -
patible. The signal must be in the IMHZ-6MHZ fre-
quency range and must be connected to pins X1 and X2
by buffers with a suitable pull-up resistor to guarantee
that a logic ' ” is above 3.8 volts. The recommended
connection is shown in Figure 18.
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AC.CHARACTERISTICS (TA= Octo7cTC, vee = VDO = +5V + 104, vss = Qv

0B6 READ
Symbaol Parameter Min. Max. Unit
Ur CS,AOSetuptoREl 0
*RA CS,AO Hold After RD t 0
Irr Pulse Width 250
*AD &Ao to Data Out Delay 225
ord RD 1to Data Out Delay 2
*OF RD t to Data Float Delay ]ﬁ)
ley Cycle Time 2.5 15 MS
DBB WRITE
Symbol Parameter Min. Max. Unit
law CS,AOSetup to V\Rl 0
1WA Ao Hold After WR t 0
Pulse Width 250
*DW Data Setup to WR t 150
10 Data Hold to V\Rt 0
DMA AND INTERRUPT TIMING
Symbaol Parameter Min. Max. Unit
*ACC DACK Setup to Control 0
ICAC DACK Hold After Control 0
lacd DAUK to Data Valid 225
tCRQ Control LE. to DRQ T.E. 200
Control T.E. to interrupt T.E. tCY+500

A.c. TESTING INPUT, OUTPUT WAVEFORM

INPUT/OUTPUT

A> TEST POINTS < *

VS ok

Test Conditions

CL= 150pF
Ct= 150pF

6 MHz Crystal

Test Conditions

Test Conditions

CL= 150 pF

114
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WAVEFORMS

8294
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READ OPERATION—OUTPUT BUFFER REGISTER

= (SYSTEM'S
S K ADDTESS BUS)
—tagn ~—‘
tar l- (RA —]
/D A\ / \ (READ CONTROL)
=— R0 —= tor —=
.-w
?3;:,':,‘# DATA VALID———
WRITE OPERATION—INPUT BUFFER REGISTER !
|
. (sYsTEm's |
ICS OR Ag X K ADDRESS 8US)
-~ taw—=] tww I—-tvu‘
WR f l (WRITE CONTROL)
- low—— two
[OATA BUS DATA DATA
(NPUT) MAY CHANGE PATANGSS & MAY CHANGE

DMA AND INTERRUPT TIMING

DACK ¢
ﬁ~—hcc =1
\ I 1| ac A~—
b Wa \ e
ORQ
| \lT\
! o —— 1
AT T taco . ‘1
DATA BUS i
X VALID
! : (
OAV SRQ i
| i
- T —-i
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# és‘ﬁ ig%%.m

§;;§ b
I
e

GLOBAL.VARIABLE
*plainfile, Scinhedfle, *secretkey, “vector,"of_fhack;
g™

int operate~_moie,abbr_mode,Key digit,IV_digit,um_fb;
pus *IN, *OUT;

Pé%‘ tﬂb%&?ﬁwfﬁ'&?i%? bR

é m%b%%&a%% tor}t of printer ¥/

# ET Iprlnt flprinter,"%¢™12) __ ____ ___.
o AName; yiN—)
harpag ode
lel, v nter

E| %@%&5%%% R

B Al e

maln

void main (void)

ﬁﬁfé :

*************************************************
|nt getkey(v0|d)
whilé (bioskey(l)==0)

1feﬁurn ko ¥
void SetGapn(voic)
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P,

B,

void write_menutext(int SXint sy,int ex,int ey)

*R%Q SE ON write' TOG%Er (aN II tIOAhI\/Ll%BECAUSE IT DUPLICATE TO

%?g%égz%égﬁs §e|e§3;s§/te; Qy
S YR pu)

v0|d Saveview(int SXint sy,int ex,int ey,int re_win)
Int size; /*un5|gned long size;*/

{?&gggﬁrymnrj:@ﬂ@ﬁ/ﬁ?e);/*imagesize(sx,sy,ex,ey)); *
loseqraphfi ... ’
W
getimage(sx, s'y ex,ey,rebarfre_win));
void Restoreview(int SXint sy,int re_win)

%%m %ﬁﬁar[re win],COPY_PUT);

void DispMenu(void)
c l’ggiDEFAULT FONT,HORIZ DIR,2);

Q%?%%@/\m%%%)oo

[

—l

XD

MAIN_PRINT()

ﬂfnﬁf@ ' Cipherfile:"Y;
|p 3

?2%368%% [)% BIBHgHﬁe’d'etermine square-point of window */
"+25 20%1+30,strfi]);
roI _key(air,count,120,270,2,0,column_menu,hum_help);

swnch (air)
casc (0): ix

EEL

I S
! DIEdK,
inl'r

7‘%

—

gmaxy 010416,"F2=Toggle word");
VIew(120,0,0);

\/JL gf%,maxy 010416,"F2=Toggle word");
pevBIN1200,0)

case (1): Ok

}Bogr! oK,

; [*CAN BE A NAME OR NUMBER TO SELECT THE COLOR*/

0
é I %&y} j@g Operation”)
Eﬁ Ve F3 Load ALT-X Quit F10 Menu");

120



reum O
PRINT PLAIN()

@:I 1o, M k- 5[9E4*}f not has IV, =5 if has */
TSl

for(line_para=l;line para< amount _para;line_para-H-)

ﬁggsgrg%nﬁaﬁ% - gleagfloat(228,220,20 line_para,00);

Ime_péra = amounl

void heading!)
I ?Bﬁﬁ%_nﬁt%r "‘\WR e[% Idw Jage);

S
M ey

I>RINTC(|nt filetype)
ow=0;

Mg,
%%Wﬁ%é@f@@ﬁ% hlior the fle o b printed view

pl’lnfﬁﬁ ﬂ% r@gﬂiy(% /’)functlon InC_express*/
Restor%eﬁﬁ%g&%f} 495% Po 8§he file to be printed view*/

88 d“é? éﬁ%foo 188.7);
O shsagsheistio )

fprlntf printer, %C‘Vu?/’wﬁgcﬁfl/i%ﬁﬁ@/%%%%6%?%65’,10);
[+27,120,0 for draft mode 27,120, for nlg mode */
PeaqUB ete(fill)) 1= EOF feofifilel)
* if(c=V)
if (_row > 4000)

f EJ % 0
f Jowe+

(il %r('p%ter %c L),

I
ese{|f(c::27 Jﬁﬁfg £:$=9) 1(c>=10 && ¢ <=31))

Eﬁwa;:ﬁﬁss‘{g o %F\f:?fmfé’r%c“,c);column =0}

fprint*rinter,"%s%s\n",LINE,LINE);
fprintf(printer, "%c%c%c%s%s\n" \ri,\ '\n',LINE, LINE);
forintflprinter/\VJ: END OF File : %-20s " plainfile);
fcSilel);



fclose(printer);
»u|t0 [* the Quit menu */

mﬁ B Tonos

\ 3@3”

do PnO o B fspuere point of window */
W

X330,maxy*.010416,"FI=Toggle Help");
g_ %ﬁf@ml key(air,count,179,330,3,0,column_menu,num_help);

if act=:l)_
switch(air)

case 0: clmg% \Break
MM%& o for out of menu

encryptlon/

g Td
%

!ﬂxDS.'
E — S

k %Eﬁg (QJ.QCk"'
nﬁﬁ i%?% f code™
0 OQ 30,475,195,1);*
Ei%%%% MM@% ! ALGORITHMS
U a5 st 14(300425,20%5+60 str[l])
Fc%ﬂwl key encrypt(alrcount 175,434,215,42 | column_menu,num_help);

X —en

.:,—oq;cu—<
S i, =
|

aaé %lﬁ{ﬁm % /*t};lsa e mga cl}ange with num of line ill*/

[Mreturn 0;%/
5@&6%\%&5@ 659,tum re_menu); /* corresponding to the above comment */

ARAMETER [* ENC or DEC */ *ECB CBC era orora *)

A\Tﬁgﬁ% *ff2 3 *ff4.*/
q Inpu U”tflle ......

B’f'E%aYﬁc ﬂﬁract'Or(l-S):..."

.



window_y |I zf(}d%%%g%gﬂ% Wma?&%%%;L%%%?miﬂg)@gﬂm%int of window
é@i@ unﬂo%@?s?%‘% R DR FOREKE A LoRrTHMS *
ey

ilj((abbr mode: 1) I (abbr_mode==2) I (abbr_mode==4) Il (abbr_mode==5))
f outtex&y(*38,20%4+290 str[4]);

3 i -
%}%‘féﬁaﬁ'g@@ﬁrameter(alr,count,215,474+50,260,42, |,abbr_mode,column_menu,num_help);

switch(air)

sl o AINFILED:

ipenire o)

egf(g)R(250,210,475,290,5,I);

f[ -{Qggnm_lﬂﬁle,"wb“);

{Eﬁgf(OR (250,210,475,290,6,2);

- CR%@@; B s e
iﬁggggﬁm@ Rl
f EB&&?R (250,210,500,290,7,3);

if(abbr_mode !=0)
v_digit < §)
L%FSQ(OR(ZSO,210,500,290,8,4);

il(num_fb == 9)
{ ERROR(25021038.306,05)

outtextxy(5ho maxy 010416 'F2=Toggle word");

ocesst 120 120,465,240,4);
ﬁ{?@%%%% %Fgﬂ%ingﬁ abOUt seconds"):

(aoor !110(10__4 H(dl)lr modae ==

g\& rdi’t‘x?ﬁn%%té i éh»jfh o

Fj éeMew( 120,120,4);
case 1 oyl A 74
case 2: oH DEE? =53:
case 3. 0 “tu =54;
case 4. our“ =55




return 0;
mt ERROR(int x1,int yLint x2,int y2,int restore_view,int err_msg)
int &

*
1% erEaHt open inputfile";

=" Can't open outputfile™;
"Key must have 8 charactors";

r 1@%@%@%%??@3@%0 s FIEL

setcolor(15); - F¥clear feadr x%o maxy* 010416, F2=Taggle word");

wK ot openfrlefonyz y2,restore view);

353%5{’@%_ % textxy (xI+20,y1+35,erferr_msg]);

T+ _

err msg==5) outtexty SZPeyr er r%@& mnsg] ’
settextstyle(0,0,0);

if((err_msg==T I ér Sr%r%\”ew@(h% eﬁ%&” VWerr - msg ==

B

Um

algorithm_label()

void *algorithm_lab;
al orithm_lab = malloc(ima esize(195, 203 410 230))
1ma§c(‘[95 203,410,230,algorithm_ lab)
sctﬁ s
setco §5)
bar3d(l 203,410,230,0.0);
Futrmagc(l95 203 algorithm_lab,XOR _PUT);
rcc(algonlhm 1ab);
setcolor(YELLOW); /*YELLOW IS 14*/
oullcxlxy(255 215,"ALGORITHMS");

parameter label()

il i 439@69%'%%&9@ 450150270)
IS0 RA b x0R pUT)

W 0‘«YELLOW IS 14%/
swrtch abbr mode)

G

ERYBTON:Y Bt

rypt

break:

if(operate_mode==

s??ﬁ??ﬂ?ﬁ%ﬁﬁwe

T

select_authen()
outtextxy/150,150, "authentication")

void DispFile(int xLint yLint x2,int y2)
int i

124



sz{? %AIEI}% "Decryption"}

*i+30,stri]);
int F|Ie void) [* menu bar for FILE headline */

E E%Im‘%n%nu i

éoj(fyf olx2=160, ?/2 85/*1 10*/;
b e 0T

v9HH G50 maxy D10416 FsTogge Help')

|I % x2 Y);
Cm ol key encfile(air,count,xl,x2,1,0,column_menu,num_help);
?*" fe mode = air

WYY | encryption(ar) ) et ihdd F R ECPM AN RHRGERT AN

ret urn"c(sN Key==V)
ﬂi'%@ge %cryptlon air);/*select_ph();*/*MODIFIED*/

@M%@ﬁ

void D|sp view_time(int xI,int x2,int yl,int y2)

)&H f&rmf Processpgewﬁ"]ne sguare-point of window */

25,20%+y 1+30,str[i]);
nt MAIN_VTEW(void) [* set config of curve */

/\ i .
t ) 1 ry Ll 1
=T, | [* number ol row *
i ng 2

?ﬁw %&g{x )yg 110 ¥

ngmy ("50,maxy* 010416 'FI=Toggle Help");

R

i uilre menu==I ]1rc menu--2

%

set_under white()

%%Wg%?naxx 4000);

WlndOW _yI(int xL.int y Lint x2,int y2,int re_win)
aMavlewbyly 1 X2 Y2 re Wln)

T [ g_ng]lyZlZ)

FIY T ¥2-ATY2-48);

angle(x 1+14y 1+22,x2-2042-2);
WlndOW time(int xL.int yLint x2,int y2,int re_win)

SRR Lzy2 e n)
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barExl+16 yI+17 x2-l,y2-12);
setnllstyJeO 27)
bar(x)+|(§<y| +|7 x2-17,y2-18);

ECEANRNELK 1414,y 1+22.x2-20y2-21);
\blndow Wh|Ieprocess (int x1,int yLint x2,int y2,int re_win)
Saveview(x1, gll X2,y2,re_win);

sclﬁlls[ylc (1
vi+ 0.x2-11,y2-12);

% Vi x2- 17y2-18),
JEtk 1+ 14y1422,0-20y2-21)
window_cannot_openfile(irtt x1,int yl.int x2,int y2,int re_win)
Saveview((xlkyl X2,y2,re_win);
~ctfilistyle(1
barTX|+168/1+|O Xx2-11,y2- 12);

%etfnlstyle
ar(xI+10,yi+17 ,x2-17,y2-18);

F@éf&h‘y@(& 1+14,y1422. X2-20,y2-20);

taonolein . e by

int re_menu= 3 [* retum menu *

F s

'%HH@PW[Q( ,1+20,26+20*air,x2-25,39+20*ai M),

OHRRH00 0 L)

Kﬁ@ﬁ% HxL420.26+20%ir X2-25 39+ 20%ai):

++ relgk

%% :%& B'G’I’iﬁ%v?eﬁﬁ%icz,air !

er

W@g{ 5; XAthf‘I%HJ 6+20*air X2-2589+20*air);
il S

93::@.%“
/\

ol

Show__View(int air,int column,int xL.int yl)
if(column==4)
Yqu [*VIEW THE CONTENT OF THE FILES */

§ Mngﬂ =l && column!=4)

’** kkkkkkkkkkkkkkkkkkkkkkkkkkk

*VIEW THE CONTENT OF THE FILES ¥

iE
T



e
&p A&WM&%MI&WQ%/
rI

f‘vﬁﬁ” fﬁr%ﬁ@a«%

e

ihow_Time(int air,int column,int x1,int yl)
if(column==4)
MMEQ; /*SHOW TIME USED AND FILESIZE */

return 1;

ill(column!: 18&& COIUmn!:4)

return 3;

hM kg, Jdkkk Kk kkkkokokok

3 QUAHMEASEDAND-HEESIZE *

HRGERP RGeS )

selcolor(BLUL);
setlinestyle(0,4,3);
11nc§170 3 5(7)8

i

1130 fioeh time*/ >37.5)
%?.UE* ftextxy( 193,225, "excess");

else
%%g 6%’)00 (4*used time[0}/80 /* ech_time*/),

setfillstyle(l.4); iffused* tim &ﬁ? ﬁ ﬁ@ cbgé%r%z me ¥/ >37.5)
Q’?@‘?ﬁﬁ’ excess’):

I
eSE@{?%%?MOO-(Mused_time[I]/80 [* chc_entime *),

setfillstyle(1,6); if(used g%??ﬁ?&&a%g%@%?%wss)
U). T

el
?{ﬂ,’%@6%00-(4*used_time[2]/8 cf_time*),
g@gum fo ==0) har3d(430,300,480,300,0 |)'

[ T

bar3d(430j300-/4*used_time[31/(10*num_fb) /*ofb_time*/),
)

}
setcolor(8);
oullu\lx) 120, %?() Al omhm )
oultu\l)\) 120,336," Filesize");

20.352."Used llmc Y-
m émg/b%f ﬂlsed | time[0]/80 /*ech_time*/);  outtextxy(203,352,ech);

setfillstyle(l,5);




D 2;.);32%"’% %Z,‘écdmﬁsn‘écl (U 1~c0c_entime*/); - outtextxy(283,352,che);
P rnti(ct e preto fime*));  outtextxy(363,352,cth);

3 235&1(363 33{ 57’53 dplmel2ls
“Shhuf{brm, %’az 17" "Useq ume[dJ/ (L0*num_fb)*/ ofb_time):
ity a2 time[3]/(10*num_th)/* ofb_time *));
¢ ) "f|Ie5|ze[3]

control ke . Wﬁrﬁt%%fﬂﬁfﬁ% %nwm xLint x2,

EW =0; /* return menu ¥/
efore;
[*

e'Win==2) adj value of y in window 2 */
CrtneuAn enht% E((5I+20 YI+26+20*air+ad] _y,x2-25y1+39+20*air+adj_y);

‘] 8 (~00,450,c[air]);

é!@ White/);
00, 450 c[al M);

&_m%%xt x1+20 y1+26+20*air+adj Y X2-25Y 1+39+20%air+ad] y);
(et E;N bﬁ?ﬂ& break;

case UY: air--; break;
case \r': act=1; break;

case ESC:; Restoreview x1l,yl,re_win); break;

case ALT X:; closegrap () rcstorccnmodc() exit(1);

if(re_win==¢)
y(NKey==F3)

%‘3

ylre_win);

qﬁk%}—%n&ﬂm [* save static air */
flc

olumn==4 I re_win==2)
munde%etWHtéUmber of curve for plotting by program FFT";

oudextxy§\,00,450,¢[0]);
return 0;

e({NW_:%T ) return 0;

?fugg %"%eﬁﬂ&?fxpvzoy1+26+20*a|r+adJ _YX2-25,y1+39+20"air+ad]y),

‘“C?E%mn h

else
1 return 0;

Pk bR hﬁf%mmm%w i et |
i " meqyo ¥ return menu *

W gggbem%

ewin==2)  /*adj value of y in window 2 */
utext (xI+20,y 1+26+20*air+ad)_y,x2-25y [+39+20*air+ad] y);
éﬁﬁ% \%ﬁré@(y 010416,"F2=Toggle word,");



OLHWAIOO 450,c[air]);

%%@e@ﬁf%hﬁo c[air]);

W[SHWH)SX x1+20y1+26+20*air+adj _Y X2-25Y 1+39+20*air+ad] y);

PL(& break
Frate mode ==1))
éaggu* n decryption*/

NOT_USED DEMAC();break;
se act=l: break

&W@ﬂg&ﬁo &0\4}\}' f,F2=Toggle word");
%ﬂ& %_ﬁyn&)lﬁ{ 10 [* save static air */

return O

N Q) em @
%egAﬁ&?&9+°iﬁ',9]:+26+20*air+adj_y,x2-25,yl+39+20*air+adj_y);
eplprat)

return 0:

11

case ESC. {e |

AP Int S0 e i AUP TRt RO het i i)

H EL%F(); [* return menu */
' s}i i h

Bt%!bem%;_*% [¥is an algo_index in showwordO; */
write " menutext(x+20,y1+26+20*air+ad]_y,x2-25,y 1+39+20%air+ad] y);
QWWXFWW010416,"F2::Togg|e o)
fgaiyt{\'OO 450,cfair]);

set undu Whllt,()
sctcolor(13)
oullcxlxy l(jO ,450,cfair]);

h )h\xwu yi+26+20%air+ad)_y,x2-25,y1+39+20*air+ad] y);
case V6 Saect-ﬂ briak

()uncxtxyOUO maxy*.010416,"F2=Toggle worc /{
win1);/* RESTORE l RAMETER BLOCK*/

Eﬁiﬁgrewew 80]%5()"6 win); /*RESTORE ALGORITHM BLOCK */

% A R e o
,fd‘&-ﬁ-& OB, BAR Y AR,NQT FOR EACH ALGORITHMS *

) Il (IV—=2) II(TV-'=4) I 1V == 5))
count = countl-1:




Jelse count = count;
(g A
i Nl?&(}jh%if o HJB“O
8%&%8% nder_white();

%ﬁ e%l?&lkzo I 26+20%air ]y, x2-25 439+ 20%ir,y);
if (act==)

CO'P&hWn é%?)

* save static air */

ot ool eyl s R e A
Lﬁlgj menu=3;  /* retum menu ¥ mend, 0
i before;

Wils H@ “W?ﬁ‘{g6|+20,26+20*air.x2—25,39+20*air);

o%ﬁfxex{sy(iOOASO,c[air]);
1

;%Q'(xmo 26+20%ir x2-25.39+20%4i):

|-

HEl _Cé’ 0, i

/ i ﬁ%%f rg-iﬁlG('lﬂa ReffoAT

o
xxxxxxxxxxxxxx

s IR LB 8038 20%air .25 39420 i)

fi rﬁﬂ% hoyﬁ eﬁ‘ ){I Lncfileair column x1,0,re_win);

ShowHelp(int column_menu,int num_help)
lilt toggle;

if(column_menu==1)

i 0,100,470,240,6);

Bal Wztso 14200);

§P:" 276,129,"Operation");

e,
Res}(%fwg%%%ﬁ ) [*F1== 59/

ilj(column_menu =: 2)
window y1(150,100,470,258,6);
A"24“450 1420 O)

0,129,"View");

iy

DCDC




outtextxy( 170,218 "encryption or ceoryption algorithnt ),

Restoreviel(150,500,6) /747~
if(column_menu — 3)
150004702936
CYoaA4'450,142,0,0);

90,129 "Print):

Ry

. [*F1== 59%
Restrélie) 50'5od 659  [1FL== 597
i (num help == 11)
by r?\ 0,200,470,265,6);
14/450,142,00);
274,129, Algorlthm

R

Restoreview(150)1006)°) ["F1== 99"

l{(num _help == 111)

W e, 100,486,293,6);
%&“ﬁ z1661142 0,0);
I

Ite %K 76,129, Parameter

T

RestoralBAEEe g6y /== %

choose_yl_encfile(int air.int column,int xLint y1)

if(column==l)

switch(air)

case 0; 0 i =0 /* Load file from disk */
case L 0 “t? %%-0 [* New data in process */
case 2 oJf.JNend-0  /* Save File 3]
A Iy,

83?82? Rf /=ALT X; closegraph(); break;

#(column=:4)
if(airﬂ && number ¢==0)
eturn

!

Fﬁ@aﬁ{r@! =| && column!=4)



HelpO
return 2:

le_ri(int x)
char a[31;

outte %ﬁg
13
ggﬁtctxm 1f 470 -Move");
mgg
70 -Move");

le_ri_up_dn(int x)
setJofor ALUE);

P (S8
ouucxtx x470+ a
sprintf (ay(%c 2 )

outtextxy(x,470-
spnntf(ay(%c 24):30 ).
a

§ TR
+XA70,"-Move");
enter_key(int x,int order)

Uil

Eggé | ggg é%%ggﬁ%%}ﬁg’%’break
é*t_x(int X)
g

“éﬁéﬁ?ﬁ%ﬁ%e

CSC_| menu |nt X

Seie S )
gg&i(j B0 10, =Menu'):
cancel(int X)

..),

gdlt F2(|nt X)



setcolor(BLUE);
ouucxtx

oilte x“ix)gmlh/u -Edit Curve");
edit_F5(int x)
S ml

Wi ex?xg f‘% 0," Previos Curve");
edit F6(|nt X)
setcolor(BLUE);

outtextx x47
Bﬂﬁ&ﬁ@&' 4/u Next Curve");

show_under(int order)

(;tc"orCE LACl%
H5r3lTer 6 Getmaxo getmaxy (), 0,0);

swﬂch(order)

Eofl dx enter_key(dx+al+60,0);alt_x(dx+2*al+60+64);break;
s oSt r*ceyl idl+480)al X(dx+ 2l 4484 ek

&%&W@ﬁle’ﬁtﬂ4§%@§@é’éﬁlé} aqgncel dx+2*dl+48+64);esc(dx+3*dl+48+64+104),

D

N Agphelntdxenter_key(dx+dl+48,0);esc(dx+2*dl+48+64):alt x(dx+3*dI+48+64+64);break;

le nVdx);entér_key(dx+dl+48,0):alt_x(dx+2*dl+48+64);break;

Cix);alt.x(cx+dl+60);break;
& dyl%zpé%% ?a ﬂt gi +601 tab(dx+2*d 1+60+146);
+1 14

L@D 3& §)~gqtp 0+ é)q tfg%‘% )stab(dx+2¥0 1460+130);
reak

%e“m}g;%@? ? +603 tab{che+ 20 1+60+112);
reak;

F2(clx);esc_menu( dx+d|+106 alt x(dx+2*d|+106+64)

@a@é‘kﬁ@f B EE Wi o tsaaritoze)

Ic_ri_up_dn(dx);esc_menu(dx+2*dl+60);alt_x(dx+3*dl+60+64);break;

case 10: dg

PLAINFILED
'mgrgp%l%@“ggeﬁpamﬁchgg 0‘7‘ Pars,

/3['

Efcmffﬂeﬁarﬁaragmg Ioat 328 286+ 20* line paral )),20,line_para,| 11,111);
|ne - para = amount para;

t s e A By

ft % ﬂgf *secretkey, *vector;*/
17c/111
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m@ﬁﬁ%ﬁ@%ﬁ@%ﬁ%ﬁﬁwe
i
%EPC?] $ﬁH§%§ re; mgﬁf;w E;/: key and return 5 to greadnfloat

1f(ch == \')

&f?eakr >2loc=tr;ch continue;)
iffch == [*CHECK FOR FI*/
qw?-IeIBScoIumn_menu,num_help);
setfillstyle(1)8);

lj((ch == 188) && (num_help == 111)) CHECK FOR F2*/

o ey

i(ch==8  /*CHECH FOR BACKSPACE */
setcolor(13);
b[aﬁ onca)Ioc Xloc+16,yloc+13):

i gat.
| ¢ =1r,

continue;

égm@%H?H§W%$W%E%%£T

(ine_para == 1 I (ine_para == 2) I (lne_para == 5
,@ &&%?c& @5318}3 " Fnlgrnn]e87 ava(]fﬁ‘] == 189)) contmue

if/(line_para == 3) I (line_para = 4))
if

IEW%%% 'U}SM&H5IEh 187)2'“) Ui %8 ) contine

Ir]evp%lt"; Key_digit =, /*index to error message*/

il EEEE




tdocylocXocigylonitd)

pnnttext(mt xloc.int yloc,char *fnt,..)
G Sl

}WWWWWBEQ WAGEAM, B HORE AR BROREROFRIN M- Enrer KeY

char *key_reassign();
void waitready(void)

char status ;
b Y RRRG TS ORI = 09 4

check_complete(void) /* FUNCTION FOR CHECKING THE COMPLET ION OF PROCESS */

"R
| %ﬁ%ﬁéﬁ?ﬁ% %ﬁ% SIon Is 96x\n" last);*/

int COMMAND

oﬁ (Qﬁa * ENCRYPTION MODE */
,&KID J* DECRYPTION MODE */

int Menu(void)

f%g%g %%f&dfﬁ% f‘lsﬁ?urﬂ blﬁclzlabel when move arrow*/
MU OW] under);

cnu
w R A o o

ilé%&a?wgrap% égtorecrtmode ; exit(l)
[* IK% W(Nﬁﬁt Ww ml%(actlvcl =2) break;*/
%ﬁ %{%Xr% e%(g& %Wﬂan enx[arrow], under):

switch(arrow)

s 4 AR e



[* E%SE z ggtlv %&0 break;

iflout™ menu!=0)
[* if(active==I) break;*/
return NKey;
)* ECB MODE HAS NOT THE SELF-SYNCHRONOUS PROPERTY '/
ECB(int COMMAND) /* FOR ENCRYPTION AND DECRYPTION PROCESS *‘/

PR
[*start = tlme(NULL) */ [*STARTING TIME */

waltrea%/
outportb(Ct)yMMANDPORT,COMMAND);

dﬁa{rreadyo
for (i = O;I<=T;i++)( [*receive plain text*/

W al[rCﬂGV

Stﬁ&nb%ﬁ)%mNPORT plain);

waurcad\(

oA ERR & 2
%ﬁ% .pﬁﬂi&%ﬁ A ‘BDL?IPPBR%)?XM ) 1= 00),

|f Ifeof(ffl))

Mﬁ@@ﬁ MM%’@HJB% 0X01) 1= 01):

AL [*use for clear the data in DEU dataout buffet “/

c%\ RBHbiOARBDRRRr Pt = &

} ffﬂ
1y [f t,}h@&wme L4 GNP TIVEE °

[* CBC MODE HAS THE SELF-SYNCHRONOUS PROPERTY */
CBCEN(int COMMAND)  /* CIPHER BLOCK CHAINING (ENCRYPT) ‘/

t
char 1V[8],PCBC,cipher;

"R G manpoRT COMMAND)

do { o
for (i = Oji<=7si+0){ 1 Teceive plain text*/

waitrez 1d\()
Fl(qm = getc(f

om}?orth( IP 1/1\“11/\1‘8\[1”]('5%1 lg BC)

waltready();

wﬁ‘ﬁ%ﬁm‘w OFRgg 0D 1= 00



.

CBCDE(int COMMAND) [* CIPHER BLOCK CHAINING (DECRYPT)*/

! %Me &Eﬁ«:ipherlw] kplain;
Mé@ﬁlﬂﬁﬁjﬁﬁgt)MMANDPORT,COI\/H\AAND);

do { o
for ( do i<=7:i++){  [*receive plain text*/

xci b;
i nel41Li); *

tponb(DAprAn\ PORTXcipher i 1{iy:

RV STRY S8

if(!fe f(ffl))

o hl (( et lb TATUQPO RT) & 0x01) != 01)

w I= .
po E) DATAOUTI ’8RT)

string[4](i);
utc lCB(pf
R s soheri i

) else’
Vor(i=0;i<=7;i++)  [*use to clear the DEU dataout buffer

il URREATASRRSR 000 =00

e

J* CFB MODE HAS THE SELF-SYNCHRONOUS PROPERTY */

P80 PR TiobE A STRYARY ALK HBRYFT MEPE "
£
(c< |ne IWM@h% ain;

WW?; )@MMANDPORT COMMAND):

do 1
for.(i = 0ic=T;i++){  [*receive plain text*/
gjgﬂAlNPORT string[4][1]);

ﬂll e SRR £ ) =

if(operate_mode == 0) {

%ﬂ k@ﬂ%&(f') 0x01) 1= 01);

S”Jé*i‘;n%*% %

% i P%)Iam

r—"ﬁ




TR Hebtorvy
stringl4](1] = cipfer, 7 Aoyl FRERS B+
} else {

s ARABERR O 1= 1)

cipher = getc(ffl);

e

fori ?ﬂmngﬁUu) rlng[4][i+g; -
SnGLAL01 = Fefarends IGALARLGRY) deetis 1

L

O-_%b% MODE HAS NOT THE SELF-SYNCHRONOUS PROPERTY *

B g e st

MWQOMMANDPORT,COMMAND),

waitreadyO;

do{
Ac=Ti+t){  [*receive plain text*/
ATAINPORT string[4][i]);

&vﬂ% EEATEREERR 540 <

%WHIH %%Wﬁ 0x01) 1= 02);
T
f%hg%@ ﬂﬁ% 6;@ I\r/us 4*I|nes are for feedback */

f9 @to £ ewvector " fhack(i]

g .

IINMACI int COMMANDO)  /* CIPHER BLOCK CHAINING (ENCRYPT) */

%ﬂ“&ﬁ bW J‘{os%%eatﬂéef\)ii@ A 5 S i
B'@@E]fﬁ,ﬁ}phermac @];

Wi (%eplaﬂn[S]; I*previous block of plain */
Hie @MMANDPORT COMMANDO)

V\‘Hr" (e g‘ﬂ% ﬂ* to {/ receive plain text*/

alté ol
E)L(ulg()rll%(l)'{) l( ll l( B(lﬁ]]

._‘




ItreadyQ;
WW*%gﬁgagEy”tﬁeaifé{aﬁiﬁ) file and changed the extention */

} 4
U eer%ﬁg'b WH&%RB&%% 0

|%omac[q = ciphenpacf]
mac[i] = ciphermacli] Aforeplain[i] ; *ex-or to build MAC */

?ﬁ%‘%}fﬂ fff ﬂFﬁ Hhacfl],

loop loop + L
H* - while('feof(ffl)); */

Rutc(mactdy H

o R e

ENMACZ(int COMMANDO)  /* CIPHER BLOCK CHAINING (ENCRYPT) */

charI E {12345(78) x/

char I é ammac[g] cx hermac(8];

/* char xPC xpla nr nac[ xc1[ >hermac[8];*/

char plai in0r nac[ J cipherOmac(8

/* char xmac[[ XxforeOplair 1[}_8] xfore [f

char mac[SI orcOOplam[8] rcOpla n[8] oreplain[8),fore1plain(8];
mt oop =

waltreadg/

outport (dplvl MANDPORT,COMMANDO);

waitreadyO;

At of?ﬂ“ ] = stringl4](];
for (= Ql=bi++)( /receive plain text’/

gr” I %%an C‘S]ﬁléﬂl*m

*cgﬁe@% aﬁm Eﬁ M@ 'the extention *

Pk
BAE -
gm@%ﬁwm

EI fpﬁﬁ | = ciphermacfij

ele maefi] = ciphermacfi] Aforeplainfi] ; *ex-or to build MAC */

e

loop = loop + 1
T htrde s fore00utanfi) Frcompare MAC

OTOT”rtiim = ERROR(120,120,465,240,10,9);
[else error_retum =0;

Ll

if(‘error_return) /* if the file has change skip the authentic process */



0

waitreadyO;
outnortb/COMMANDPORT,COMMANDO);
waitreadyO;

[gy)\ﬂgﬁﬂffl); [*set file pointer to the beginning position */
E%rq;o;i<::7;i++) IVIi] = string[4](i];

ﬁéﬁﬁ?ﬁggﬁiz;&)f(f ) [*receive plain text*/

“ mM?] = pLinmacfi];
rmacfi] : plainmac[i] * foreplain[i]; /* ex - or to build MAC */

F8F8b%?liﬁﬁ]::f%§9fﬁ!nmshift MAC to ex or with the next round */

@%&éﬂg@wﬁ@&&w&%ﬂk
WARHIRRTATSERET & B =l
A

} whiileO.feof/ffl)):
(v)vuteortté(yDA I*AINPORT,(forelplain[i]  string[4][i]));
m% ﬁ?%‘%%%sg %ﬁ%ﬁ% I_

1=0;i<=7;i+
A PO OB el

[5’1(1 e aaol:

E%'ggg @%%plete

fclose/fl);
DEMAC(int COMMANDO)  /* CIPHER BLOCK CHAINING (DECRYPT)*/

i

%ﬁ?@ggg MMANDPORT,COMMANDO);

while/! feof(ffl)) [*do {*
*for.i 06< nitt{  [*receive plain text*/

%&#@M&w&ﬂ o

e Wﬁﬁ@%@ HEHE
SRS o

'feof ff) 4
Ast
Eﬁ ﬂ['] string[4][1];

i

else % PCBCI;




macfi] = PCBC[i] AforePCBCi];

forSREBA = fief Bl

else
T(PCBCIi] AforeOPCBCHi])) /"compare MAC 7

sty P d above*/
g ot
rea

1 |dop = loop +1;
);
[* ﬂf;gm@tﬁﬁﬁime(end,start);*/ CENTIME AND DETIME IS ASSUME EQUAL *
AOT_USED_DEMAC()
int toggle;
g %ﬁ) 100,475,256,10);
55,142,0,0);
* R
i
£0218"  Continue by ESC key");
It mﬂ,/*ESC KEY 27
char *key_reassign(char *temp)
for(i-0;i<=7;HH)
switch
. lff{’

lC=CT e

46,129, Messages to User");
Restoreview(l!r
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