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49 threatLikelihoodNa threatConsequence V_t‘preatACtion 3 3 3
me
threatLikelihoodNa thfgtSoU[geName threatAction 3 3 3
50 o ’ / \1
51 | vulnerabilityName féfseyé?ne i tr-}reg,.tAction 4 1 3
52 vulnerabilityName a)engf?me _ se:v'eritySca|eName 4 1 4
53 | vulnerabilityName thre/af&ct_i,o:n P as_%etNéme 4 3 1
54 | vulnerabilityName thf'éat/}é'ltfon e sevréfityScaIeName 4 3 4
55 vulnerabilityName seve,'nEScale-Naﬁje: assietfl}lafﬁe 4 4 1
56 | vulnerabilityName severityﬁcalgl}la‘_fn;é thré:a'fﬁi:étiop 4 4 3
57 severityScaleName assetNameI"! (T vulneérﬁiift"y‘Name 4 1 4
58 | severityScaleName | threatAction =~ - vulnéb"ébi‘li.tyName 4 3 4
59 severitySoaIeName__f-ivulnerabilityName assetName i'_ w4 4 1
60 severityScaIeName-;_,:"\(ulnerabilityName threatAction 7:_JJ 4 4 3
approachName laésetName pbusinessPriorityNa 6 1 6
61 - . -
62 approachName assetName serviceName 6 1 7
approachName businegsPriorityNa assetName 6 6 1
63 .
64 approachName serviceName assetName 6 7 1
businessPriorityNa assetName approachName 6 1 6
65 -
businessPriorityNa approachName assetName 6 6 1
66 -
67 serviceName assetName approachName 7 1 6
68 serviceName approachName assetName 7 6 1
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69 partnerName assetName partnerType 8 1 8
partnerName assetName communicationCha 8 1 8
B nnelName
7 partnerName partnerType assetName 8 8 1
partnerName communicationCha assetNam_e 8 8 1
2 nnelName 7
partnerName communicatienCha ﬁerviceTermination 8 8 8
73 nnelName Name
partnerName se[v,tceTe[mination communicationCha 8 8 8
b Naln}ﬁf’j. %pelName
75 partnerType a"‘s{sejiuame 4 pértgerName 8 1 8
76 partnerType R ne(Name _| assetName 8 8 1
communicationCha ass_@tName pa‘btnéﬁ\lame 8 1 8
o nnelName 4 ; 4
communicationCha | assetName 'y exq&:éngéMethodNa 8 1 8
" nnelName J . me':*__f}‘,,f
communicationCha partnerNarr;é! L_ asseiﬁléjfrg 8 8 1
" nnelName = ; ?}:;.;.;
communicationCha_( .ipar‘merName serviceTermination i - 8 8 8
%0 nnelName _:" Name J__.u
communicationCha :e‘xchangeMethodNa assetName { 8 8 1
o nnelName _-r;{e :
communicationCha servicelermination partnerName 8 8 8
%2 nnelName Name
exchangeMethodNa | assetName communicationCha 8 1 8
% me nnélName
exchangeMethodNa' | communicationCha assetName 8 8 1
o me nnelName
serviceTermination partnerName communicationCha 8 8 8
% Name nnelName
serviceTermination communicationCha partnerName 8 8 8
% Name nnelName
I&ARequirementNa techniqueName profileRatingName 9 10 10
87 .
63 I&ARequirementNa profileRatingName techniqueName 9 10 10

me
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89 .
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90 -
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me mName sticRatin'gN’é'mg
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me sticRatingiName mName
03 biometricMechanis teﬁggsqueF;’xctorNa biometricCharacteri 12 12 12
mName me sl&icRatingName
biometricMechanis lfl)gme éCharacterj . te-_.chpiqueFactorNa 12 12 12
o mName aﬂip@-N_gme . m; .
95 userName ass?t@rpé § rightNéime 13 1 13
96 userName as";etlgme_-. - roléir"g@me 13 1 14
97 userName righfﬂaﬁme' 3 .; ass_(?tfilrarﬁe 13 13 1
98 | userName roleNarpé ” "‘ ass"e{f_\‘lé_'@? 13 14 1
99 rightName assetNameI"I 'T useiﬂaﬁ]g"‘ 13 1 13
100 | rightName assetName = - rolehiff'rgé;;—'- 13 1 14
101 | rightName _fr:iuserName assetName _J:f 13 13 1
102 | rightName .Y _;[oIeName assetName :_JI 13 14 1
103 | roleName _;ésetName userName T 14 1 13
104 | roleName ;ssetName rightName 3 14 1 13
105 | roleName userName assetName 14 13 1
106 | roleName rightName assetName 14 13 1
categoryAssetName | assetName classificationLevelN 15 1 15
107 10
categoryAssetName" | classificationlevelN " assetName 15 15 1
108 e
classificationLevelN | assetName categoryAssetName 15 1 15
109 e
classificationLevelN | categoryAssetName | assetName 15 15 1
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profileRatingName I&ARequirementNa techniqueName 10 9 10
111 -

profileRatingName techniqueName I&ARequirementNa 10 10 9
112 -

biometricCharacteri | techniqueFactorNa biometicMechanis 12 12 12
1" sticRatingName me mName /
114 biometricCharacteri | biometricMeehanis _tﬁchniqueFactorNa 12 12 12
1 sticRatingName mName me
115 | externallP intire_gnatlp ?ppSerViceName 18 18 19
116 | externallP inte,rpaﬁFg S!FssionName 18 18 20
117 | externallP a’gpSzr\'?iceName b ir;_ieg?aIIP 18 19 18
118 | externallP %ﬁr}Name internallP 18 20 18
119 | externalHostName inteyéngétNarﬁé akaéﬁViceName 18 18 19
120 | externalHostName ifﬁermaﬁ-fostName_ . segngnName 18 18 20
121 | externalHostName appS]eTVioeNéme: ; intgm%ll—iéstName 18 19 18
122 | externalHostName | sessionName- = = inte’;‘r{é[I:E@?tName 18 20 18
123 | internallP externallP "!i%- appSér&igé'Name 18 18 19
124 | internallP | externallp< = | SéesionNaines 18 18 20
125 | internallP " -iappSerViceName externallP ir <18 19 18
126 | internallP « |#sessionName externallP \,_JJ 18 20 18
127 | internalHostName ‘e%(ternaIHostName appSerViceName 18 18 19
128 | internalHostName externalHostName sessionName 18 18 20
129 | internalHostName appSerViceName externalHostName 18 19 18
130 | internalHostName sessionName externalHostName 18 20 18
131 | appSerViceName externallP internallP 19 18 18
132 | appServiceName externalHostName intermalHostName 19 18 18
133 | appSerViceName internallP externallP 19 18 18
134 | appSerViceName internalHostName externalHostName 19 18 18
135 | sessionName externallP internallP 20 18 18
136 | sessionName externalHostName internalHostName 20 18 18
137 | sessionName internallP externallP 20 18 18
138 | sessionName internalHostName externalHostName 20 18 18
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intruder. _Data related to the asset value and asset risk is important
« because-it-is-basically used to estimate asset risk evaluation. Security
patterns may be used as a solution or guidelines for solving particular
\ recurring security problems. In this paper, we present a methodology
1t‘or applying and visualizing risk determination pattern for an enterprise.
?u'l; methodology are proposed in 4 views, functional modeling view
(describing system services), structural modeling view (describing
nl:ecegéary data stored and their relationships), behavioral modeling view
((igscribing interactive between components of the designed system),
P

ar;ld ?rcl;itectural view (describing the logical system architecture). We
als:éf f:-f_‘:_i)refent the visualization method for reporting risk determination
of Lset.,‘—JI't‘ may help developer through manager visualize the risk of

asset explicitly to realize the importance of each asset in order to plan
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and manage security polLEy and rule efficiently.
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Abstract
Developing an efficiency security system is usually an
important concern of many organizations since it helps organization

protect and control organizational assets including critical data from
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Level/Qualitative Name Level/Qualitative value Example of Risk Value
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