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Real-time monitoring of data streams can be used for monitoring
performance, availability or system anomaly by analyzing and correlating events
from logs file. However, due to the increasing complexity of modern systems, the
size of logs can become very large. Monitoring with timing constraint becomes
more important in facilitating the enforcement of conditional guarantees. In
general, real-time systems are usually classified into soft and hard which need to

comply to the term of Service Level Agreements (SLAS).

In this research, we propose a soft real-time monitoring framework by
adopting the statistical approach in order to approximate and calculate the
probability of the violation of the deadline constraint. Moreover, we also address
the issues in real-time monitoring system. By using Big data architecture for data
analysis, we can perform log correlation to analyze root cause and solve the

problem more quickly.
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Uszansnndissuvanunsasesiuls Tnsludiuvesnsvaaeumnuanunsatuionisnsisaey
M5¥191U89 Framework fiadstuinansnsayinauldnailafinisosnuuuanvidelsiwasiin
definunfinieldanisznisldeuasiudeld srudsiuwianiuuiasdufissuuazaiuisa
asraaeulsnielditoulefidivun Deadline Tuusazdasan

1.55 UUABUNMSTATUNANTIINAARILAZIAYININETINUS

a3unan1sVnaedlagInan1snAaeINtaunazuing Framework Mlevinisas1adugn
Hufimuaiunsanazyszaniamduinimelanield nieuisninauauieSuiadnai

[

ARTU

—
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1.6 NATUANUN

drunilwarinerinusiladnauslunisussyudvinig fall

®  Panya Kittipipattanathaworn and Natawut Nupairoj , SLA Guarantee Real-Time
Monitoring System with Soft Deadline Constraint , The 11th International Joint
Conference on Computer Science and Software Engineering (JCSSE 2014) ,
Pattaya, Thailand, May 14-16, 2014
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UNUI

FBnsnsiaaeunarnIgiveya Log Nlanwasidu data stream wazn1sUszend
ngufneinuadfiiedumannuiiaziiulunisasde SLA timing constraint Liielsyuudl
Usgansamanuseaudennasenishiuinig (SLA) lussuunddnuasilu Soft real-time
giingu)fineIvesde
2.1 Event log

Event log fia Yaya log ‘mﬂaswwusumwmﬂ‘wusmsmmiuw Lwaﬁaqumﬂiim
mqsmmmummmmsmﬂﬂmau Liuniludiunisvinuvesunsainie Service tu
Feundudinisadisdeya Log  gnldarusgrenineandlumansy Application 299
Operating system, Control system, Mobile device, Supercomputer, Application
component fstudlofAfnUnfiiniy foya log annsafusunuidofmgingsuves
53Uv wagthlUAnsest failure vinunansgunsalinagiifiegluszuuld

Dec 11 21:52:22 panya crontab[2278]: (user1) END EDIT {useri)

Dec 11 22:80:01 panya CRON[38567]: (user1) CHD {/home/useri/pingtest.sh > /fdev/null)

Dec 11 22:88:47 panya postfix/pickup[27594]: 2DBB518816F0: uid=1082 from<useri>

Dec 11 22:80:47 panya postfix/cleaning[36664]: 2DBB518816F0: message-id=<{2812121160847.2DBB518816F0Bpanya’

Dec 11 22:08:47 panya postfix/qngr[1788]: 2DBB518816F0: from=<useri@panya>, size=1643, nrcpt=1 (queue active)

Dec 11 22:80:47 panya post/local[36666]: 2DBB518816F0: to=<useri@panya>, orig_to=<useri>, relay=local, delay=8.21, delays=0.14/8/0/8.66,
dsn=2.8.08, status=sent (delivered to mailbox)

Dec 11 22:00:47 panya postfix/qngr[1788]: 2DBBS18816F0: removed

AN 2.1 uEAIR298199B49 Event log

PN LY ! = a v Y v ' '

A 2.1 Judedeves log  Baunduad angluavusznaunigdeyasieg 1u

X I3 ! = :J a &£ v A A PN

Timestamp tUJUdIUUBNANIAM Event 1NATY, Yoya P address %#3010U09 node ¥

generate log ¥ Text message LUusuamman event wmuaﬂmmmmﬁmﬂﬂm (regular)

Wauis Error fiAntulugasfiszuuiinisrhen [16] Tned regular event ‘UE)ﬂm‘Wi](ﬂﬂiiiJ‘Vl

UnRliiinns Error wu Disk mount, network status, user connection @4 Error event ¥

vanieafulymues Hardware, Software wisonmsyihauiinanaiauazlidusa siueseiu
AMUTULTIVOY event Dudu



Node B Node D
Event Iog

error =< error =z, \r
Propaggtlon /\

y
,—4/

Network

Event Iog

________ Regular event
Error event

Node C

AT 2.2 KEAIANBAENITINUIUANYUSIUADNULAZNITHNINTZA18UBY Error

'
a

mnamit 22 Jussuunmsliuinsludneasusedu [17] wuu Distributed 9
Usgnausugunsaivany node yausanfusiiu Network #9agifiuin Node usiaz Node i
A1sHaR Event log wieuenismsvheniludiuueny uiiileda error event Tuil Node 3o
qﬂmai(?fﬂﬂﬁmﬁq 2198nsunsns¥anees Error (Error propagation) $1013daKaNsENUse
Node luusiag Node Aifidnwaugmsvituiitusedu vilieniias Monitor iileszyfagass
duvestigmilifuanmmyiilinisliiuinisues Service Wi Subservice Buqliianansaldu
19
2.1.1 Fault, Error, Failure

mnuideievesszuvaztesluysvesnsliuInisuagngAnssuvesszuulday
1650 Faadnsvoenisliuinisil Service a¢lésu lufifiBondh Service interface 91na W
2.3 flduaziiu Service Interface Tuga C llanunsaldauls usidevsdliandannelunis
vhauesszuy amaiidusiumnili Service lianunsaliuinsld @e Fault dsnaliin
Error Aufu Node A waguwsnszane Error saluds Node B #ududruiiAeatoslums
yhaureaszuilAAe Error auvhedigaudsiily Service lilanansaliuinsldgndease
A Failure uiy Service Fatudaufiazfosdouueuie Node A ilesaniuduneues
il Failure u Service sravn



Service Interface

Pr
Opo
oy, error !
A <7

) Propagation Service
- . . error
Ic

Availability

Service
status Failure

v Unavailability

AN 2.3 WERIATDEI9NI5IAA Failure V952U (adapted from [4])

anilinlranugyen1sliusniswaguwyaann Availability an1aiinldainvany
a a . = f ° | & PN I3 = a N
n3el W AN failure Woean Function msviubiilulununaisasidu Fansnazuaey
anuziiienauluilu Availability Lty axfesinisiulvsedeuusy Service donou Fea
I3 ! a @ v 0§ Y a \ ] a | a

Error asiludiuvasssuundudumayiliiie failure souisoss d@ Fault Aoanvinves
NSARAUVTOANNAFINANMAYDY Error ¥4 Fault anunsaiinldaingdiuvesnsiaunssuy
(Development fault), HANTENUAINAMURAANAIAYDY Hardware #1399 (Physical fault)
T34 fault MAinana1euen (External fault)

lnganuduiiusyas Fault, Error wag Failure iadnuduiusiusganiwandusui 3
749 fault arusaiedulansnsluaznieousn 9ntue1vinlilAA Failure lawenadinig
WWIN3218U09 Error (error propagation) U84 service interface ylALARANANLUAME
N a " ] Y a e aaa
n5lAusnTg wiseonalidwmansynusensirusnsaenidulalunsdliifl Redundant

2.2 Service Level Agreement (SLA)

Turuiteddnumgnsinuvesssuy IT nduazdosdinisniufinuninnis
19%U3n13 (Quality of Service) WudrudAey é’qﬁ?uﬂzmeué’ﬂﬁm%’w:ﬂﬁU%ﬂﬁﬁaﬁﬂasmlﬂﬁ
fldusnstulaléinisliusnistuasfulum SLA viemudonnasessedunisliuinsi
18151 Sevosmiafimansradey Service Availability 33uds MTBF wag MTTR léignidenidu
dhunildlunsnsivdey SLA (5] dadu fliuinisasdesiiussavsnmuazarmaninsolunis
f5I9d0U Failure 30 Detect AshaunAfiintuluszuuvesnisliudniseshausiuguas
9057 lnenaiulszdndamanuuiugnaidusiduiow adluyuuesedlasains
noluspuy nanfe gdesdiesisaziBonlasiadeiiidnuusiudetures Service,
Subservice kag Resource #aandu SLA ¥a95M4UIN1T QoS parameter wazn13ldusnislu
antue



2.2.1 anundauldau (Availability)

Availability o Aruaunsaiszuvainnsaldeuld Tneluiiduuneds service
availability Mduszeznamdenldauidedlidentsld  GeaztAnannisinnuves
subservice Wag Resource M199V19IUSIWAY LU Web application service LAAINNTS
71191U5UAUYDI DNS Service, Authentication service, Storage service v Subservice
Tne Service availability aunsamldaindnsidruasariianunsaldau service leroran
SR

TBF

TTF TTR TTF TTR TTF
Alt) . Availability Availability Availability
Service Failure Restoration Failure Restoration
status
ittt Unavailabilty Unavailabiliey >TIVE
ﬂ']Wﬁ 2.4 LLammiﬁ’lu'JmamuzﬂJmm’ﬂﬁu’%mi
2 MTTF MTTF  Service Availability
" MTTR+ MTTF  MTBF  Total time (2.1)
a9 :

MTTF (Mean Time To Failure) As yaadanaunisia Failure

MTTR (Mean Time To Repair) A8 .3812a8lunseauLaussuy gaanaaglunng

PFounsutasazdudunad uIIN1TRTIEURIRAUNATUSZUUNS NS Detect  AwFagil

'
a

Snwauziidu Real-time na1fa 84 Detect lait5Aazdaiiinanadslunisdounsutasituiu

MTBF (Mean Time between Failure) = (MTTR+MTTF) A 1181128858 WI9N15L @898
AIUELAA Time to repair Y0458 UUNRELAAIINE Service availability 71ga

Service Availability A9 919381752 UUaLOMUle U898 user @1U150L90
19971u Web  application #ifin1991n520Ule D9WI1U19AT Resource UN9A29199z Al
a5 baUlawe Service Sapsanunsalrussealdle

Total time AoLIaN5 U WMLIAUEISTUY Tufe Service availability + Service unavailability
Tned Service unavailability fethanand user lawnsadldau web application ¢ R
onaiinldiiesandaananiull service wie Subservice Usshovazdywinlilianunse
Touszuuld wun1svineures DNS Aanasvinlissuuldauisalyaula wis Database &
Yoy Dudu
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Taun13nsI3dau Availability ‘Su 1518131509 5298ULAAN log VBILaY Resource,
Subservice ua Service 1ndsnsiinisaing log ludnwasiiduundesnuvidelsl a1ngud 5.1
mndl Fault  veegraiinduly Resource  unesa uslunisieuvesszuuiidnvasifu
redundant 3slldsnansnusio Availability vesszun Tuvaediguil 2.5 1A Fault Jedanali
service BuqiidnuaznsyhausuuTuiefuin Eror wazidunalianuzaes Service 19
uladl@ldhe 1avBendauyiindu Unavailability

Resource Subservice Subservice

Fault
o
"

o g
o
ion ! )
Propagd ¢ | Service
| error

___________________ Propagatipn O/

(5.1)

AN

]

2
o
:u
=]
L~}
)
\:5:
3
|'§
<
I3
lfQ

e
o
w
o
c
E]
o
n
W

Subservice
07

Prof
= —

Error

|
o1

Availability

Service

status Failure

L Unavailability

= o ' a Q
NINN 2.5 LLEnIn9819n15NA Failure ¥8938UU

viomnlaeunfisyuuinisds Log sanuimaeniian wimnitaaiaid log Ladgnass
%uﬁagnmﬂ%mw%mﬁ@ Error 3 awé’uﬁwgmlﬁdﬁzwﬁ?us]mfu%ﬁ{]zy,mﬁ@%u %390
n5ai Service anmnsaldauldlaedn Eror e193zdowhnsiasgimdunevesdamiin
Anananvnerls Tsannsarilalnenisinsiest log faduaniugres Service availability
vileg 2 @nurAa Availability fiu Unavailability

_ (1 Availability
AT) = { 0 Unavailability (2.2)
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2.2.2 anlunisnauauas (Response time)

Response  time R ist..,nmﬁiﬂumidqﬁﬂﬁﬂmﬁawa Request U19eg el
Ienadnsfisosnis uuﬂammmw user L3udsuiFosnslUdszuy mﬂuuiuumuums
Execute process ﬁ]uﬂsums“wmwaawmawwLLamma Emmasmlfnu F1947877 user 71
13 Access lﬂawm web page 1 response time fifet1a79 user fossoaunTTIITiu
Wi web page tuuanmadnseonndminge

2.2.3 173a7hMN1505993U (Detection time)

Detection time A®I2EZLIAIMITZUU Monitoring  @111950A5993UANNRAUNATD
foya log 16 Inewinszuu Monitoring @1u13a Detect @wRaunAlaisanazdeliszuud
Service Availability ﬁqﬁu

2.3 Event Correlation

Event Correlation [18] Aetmatiafldifioaninuiuges Event 7ddnuiuunneuay
Lenuee Event NilaudAgasegludeyanun ludnwausnweulesiu daweuwamaiilag
59109 Network management, System management g Service-Level Management
A
Event wag Event Correlator

Event Correlator Im8‘171"31%3a§1udaumiﬁwmmaq Management platform Faus
wilsgunsalluaufesesu platform #3eflanFundn Network management Systern lagyin
mMymenuduiusianzdunshandifguaaule wu seaunslrusasldldduluaails
Lifudldu3nis, 015 Reboot device, 38 CPU 909 server fimsldauifin 100% 1w
Ay 15 wdl sy

Event Correlator  Slunuimdrdglunisnaiuanuduiusueinisdnnisiies
Network, system wag Service event SIUY1078AU Wiavhnsmauduiugiiefudsd
Antu ondegiady exlsiiuanivg Failure  figniinliiAnauduimadlulasiaiiens
Tu3msvesszuy warlyma3aquesnis Failure innddla esainnsvhaulugunsed
vaneaneaiatymiu luvariidunevedtymenaiifiedamiien

(%

Fvent correlation anunsauustumaudy lasail

® Event filtering: innsusniugnisainlainendesuaglidiiaulasen wu Annses
Poyamhaulalnizdayaniieitesiumsiin Fault 484 Resource Wuduy

L4 Event Aggregation: SNWEABNITIIN Event ‘1/1mmauﬂmwaa@miemamawaua
Lumﬁmmammﬁaq Event VILMQJBUﬂULUU'ﬂWU’JUNWﬂ
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® Root cause analysis: Lﬂuﬂismumiqmﬁ’]%aﬂ event correlation lagn1s
Ansefaztiuegiu Event uarlasiainsvasaninundon ilans1aduuns event 7
91311195Uela LU NIAlved Database D Fueguu Server S Uag server 4in
overload (@514 CPU 100% wudnszaswile) o1avhnisans Event lu “Server
S is durably overloaded” %QLﬂuﬁummaa{Jmm ViaﬂmmmauﬂmmmaamiazLﬁm
SLA auszaunslausnisie

2.4 Big Data

Big data w3egiuteyavualve lunivaneds lwavesdeyanlvauiniusesquas
a X ' & e{' Y A = a a o v = cs' & =
NATUBE19TIALST IULINTNL AT 09T aNTUSI SN UMl aauwuUTeLTuln Saua
annunasulussuunianuuwananeiukarildsuwlatlanasniian aurnlminanududou
wnTudesnieluszuu [19] lasrwiauaranududeuvesdayaisauds n1sdafiu ns
AU NTIATIEY Lazkuilduvesyatayanier dedymlunisinudivaninwindeuid
anwelde Big  data  Ae USuiad (Volume), Aanait5a (Velocity), Waganunainuaie
(Variety) [20]

e  U3unu (Volume): aeAnssi99aziinsasnedayasiiagsiuistays Log Aiuunu
15089 UDVUIANTILUA

® a3 (Velocity): nsidegaiinsivaiunnasanan suduazdeddusslomi
mndeyauatilinniiaaludnuusdealn Weleseitoyaldgniouarmn
Batu

® adunaInuale (Variety): eraiduteyaviinlafle luinaziilassadrmselud
lassasnafinu wu Jorny, deyannduees, des, 3nle, Teyavinnisadn, Teya
Sonuavdeyaduy 9

2.5 Real-time Monitoring System

99AUIZNOUAIAEUDITEUU Real-time monitoring system ABAIILAINITONIZUUAE
A59daUANURANaIn AN elusTazIa1NAMUA (Deadline) M3 SLA f9anunsakudssauly
A15R519aaUle 2 sEaU Av [21]

Soft: NaaNSNEASUNGIAINSEEEIainImuA (Deadline) §imsaunsatinunldaule widina
Taziintannastunishiusnng

Hard: lilan1150a18a000naduadn1siiusnisiagiinuin
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2.6 N15N5EAN8VRIAANLNRLLTY (Probability Distribution)
2.6.1 auu1azly (Probability) [22]

autnazdu (Probability) lufiyaneds adflunisaanmamamsaifiasinduly
puAnniedsfiazifntufussginsdiuin  TasordedeyafiAntunnduasuifios
fhegrsdumisfigniseenunantsernsdiununuiiug - Sduwsesudusesdd
wnnsalusazimamsnilentaiatuldiviing Saluanautinusssunfvesdeiisfids
aula mszduslilaunsofimgnsaiisaulailonafedunuietioswinlni du e
Tilianansamenisalouanvdemamisalussnnsidgndos duuvaisflianunsaldnng
Funuadifiensilld fedu deyaudarussamiasidnunzalonafiunsiieiu uasilow
WAlenauiandlugunsimnisnszany (Distribution) 9wl38NIINTINTEINLVRIALENA
(Probability Distribution)

2.6.2 é‘f’JLuJiEj&I (Random Variable)

M58 (Randomization) foindudsdndudmiuiFes Probability 1lasaniaTesile
NENRITNUAANLMNYTIUTIEMINIINSTINTVRaelae Lﬁ@iﬁlé’%’agam lalaAnainnng
duiigndes thuain lemaveumnnisalinagiildainmmaasdilddulumusssunid
szl

2.6.3 N15wanwaswuulAsUn® (Normal distribution)

nsuwanuatkuulAsUng Wunisuanuasvesdeyailaandiwls nlidnyasseiiies
(Continuous variable) lneilauaudivedlasini el

1. Wuivseruuiazidu (Probability) melalasunfsianmindu 1

2. ANNEWeslAgNdneg Al
Y Y 9 Y

' '
U o a1 a £ a

3. TaslidnwazdugUszdenn aunnes uaslidnede Ssegu wazgiudouiniu

Y
4. ANWULNI5NTEANENYIALAIUNATANWUENINIUYIUINAY 1 WNUBIAL T UL
UINTFIUIINAMRALNTYANA1VDILAT (u+1) TNUNUTEUIU 68% Way (u+2) il
NUNUszUIaL 95% wag (+3) IWunUszunn 99%

2.6.4 r-i’nﬁmmuu'mig'm (Standard deviation)

Andoauunnigiuliinnisnszarsvesdoya lofionsaniinzuuuusazfay
uaniluananaranntesiiieds Auialnoietaziun X usazdaufedade (X)
vosdoyayntu §1 X - X udagdenadanduau (X < X ) wifeuan (X > X) 3usieq
pnidtaesvenzuuudsuuisaziiuiieliiedomnevunly udmanadevessauin
veshdansvasnzuuulonuy fo Jeagliiudanuulsusiu fasnsndidesvesiiniim
LLﬂﬁUiamﬂé’@hmmLﬁaqwummgm
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ANULUTUTIU (Variance) A ANlaRgvRINaTINanunvasaziuuldauuenings
d09 lodydnual S2 WMUANMUKUIUTINVRINAUAIDEIUAE s 2 UAILLUTUTIUYEY
Useansdamnleanngns

2 _ 1y )2
pubtlstsulszanns S = WZ(Xi - X)
1=1

(2.3)
e X foAuadvveinguiiees (Sample mean) WWuuunusig Mean (X )
X=1s
SEANE
NiZ (2.9)

o S dmudsauuuinggu (Standard Deviation) fip 5INVIABIUEIANKUTUITIU du

= o
Deavuansgiuveslssans S 14gns

= 15X _X)2
3 7 \/Ni;;(xl %) (2.5)

2.6.5 AZLUUNINTGIUY Z

lunisiasthazuunwdaznguuseuiisuiuldarunsaiila dedulunisiagidn
= = Y v & o A a v
AzuuunUSsuisuiulaldauninety irlaleeasunswuuauliduasiuuiinggiu
FIPLRUULINIF ULz InzliA1ady warANloLuuNInggIua 10y AZLULLIATIIU Z
(Z-Score) ABATUUUNINTTIUNTINWULNIINTEILNUBUAUNITNTLINYVBIALUUURY 1]
' ::l' < 3 oA < ) o £ o &
Awadeduguduavandoavuannsgrudunis anansadnalalngldan sl

X. — X
7 = -
S (2.6)

e X foAnadvveinguinegs (Sample mean)

® 7 uMUATLUWINGIUUBILARTAY

® X unuAzluuAy

e s wudrudsuuuumnsgu (Standard Deviation)

2.6.5.1 AMUANYMSVRIATLUNNINTTIY Z

< Aoy A < 4 oA < =)
L wuazhuuniAaasiugueLagAIusiuuNIATgIuULRLg
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2. azhuunsgIuiduauuansitasiuumiuinitnzkuuedslas a1 duUINLEndIn
gandnAade

3. mswasupziuudvlndurzuuuninsgiu ldrienzwuuiuresivinieg Ineund
AIATHULLNTTIY Z A8ilA0gsening +3

4. ANYAENISNSEAYMLDUNUNITNSLANUVDIALLUUAY

2.6.6 quﬁﬁﬂﬁﬂﬁ'ﬂﬂmd (The Central Limit Theorem)

nouATadiAanats (The Central Limit Theorem) fetdungufiiiionlossening
Normal distribution n3edntevnilafie n1snszaeesUszyns fu Sampling distribution
sfren1snszaredlian deyamodauarieungul Aufdameainugssndudou veos
neuinee Tuaunadiigaeyun (inferential Statistics)

nouuuilildigaudnans (Central Limit Theorem ) a5unelidn " dmsudszving
Taquad dufumegsludiuiuiinnnne nsnszanevesrfsganinanaziuuildulndifes
ffUN15NI21BLUUETIUYR ( Normal distribution ) Laue" FudolsnAusiie 19 waam
] a ° & & Y o av v ' v I
ARAY (X) kagiinsngyinguidnae ase waatien (X) Aldnaies aundeadunsm
N13n53919 15aiunsaladuwldudu Normal distribution taue lainUszeinsud
Yoslayafieg1ding aglinisnszaewuulainiu lnegedAgvemauiil e 2 Jofe

1. awnsaldldiuteyaainusernimnuseiannisnseany  lididndnaeiinisnsyang
WUUSIIUH (Normal distribution) ity

2. F1UIUMBEITAVLILADILINND TuwUad1 31uUfI9g 19l NaRadNYULNS
LECRRELPS NG

2.7 Hadoop

Hadoop Distributed File System [23] %38 HDFS uuL‘lJ‘u distributed file system
maamwummammuuu commodity hardware Fandrupdaru distributed file system
aus] LLmemLmﬂmqmﬂizuwgummiauqmw HDFS anunsanusianisanyidess (highly
fault-tolerant) LATEENLULNLDI895UNITY9UY8 low-cost hardware Taefi HDFS a2
AsNzaNd M3y application Mideyavualug Fsanansadlsfemimilulnun, nilsfes
aulid wazdivualuglannisdu petabyte

Tneunfiuds HOFS 2zt8uuuu write-once-read-many access model lnefilwdas
gy Wesnduden Tasagliaunsoudlalidly ilfmnefunafudeyaussnn Log 39
awilfanuduiusensguasdoyaiininudrendu uagarunsadidsteyalduuy high
throughput  wenaniudsdinisthenmsuszananalilueglndfuiiivloya vilfastinan
AUAURIwenATeYIs (Traffic network) wasssewfial throughput TifuszuUldBndae
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2.7.1 a@anUnenssuvas HDFS

[
0y

HDFS  Wudsildnuaizuuy master/slave  lagasillnuaiidrdgyedaniyila Ae
NameNode #1483 Uag DataNode 31143untl

HDFS Architecture

Metadata (Name, replicas, ...):
/homeffoo/data, 3, ...

Namenode

Metadata ops’

Read Datanodes Datanodes
0 [ B B Replication 0O =
o [ Jj Blocks
~ | —
Rack 1 Wiite Rack 2

A il 2.6 gantdnenssuvas HDES

NameNode: \Ju master server ﬁﬂaaﬁﬁmi file system namespace LU Un-TUnlula,
WasuTelwduazansuy (directories) uenaniudwimiiignaulalunis mapping block
e i19zLfiuienl i DataNode 1n Gslviduas directories azgnuansoguu NameNode Tu
sUves inode TiAudeyaiieaiu  permissions, MsuAlusneg  uaznailunisdngs,
namespace Wag disk space quotas Iﬂﬂﬁlﬂ/\lﬁ‘%@ﬂuﬂﬂaamﬁu blocks Wazufaz block Az
gnvi replicate lUn1u DataNode #1379 (lnguniagyi replicate 3 Tnun usignansaimug
ldlunsazlng) Tne NameNode axdnifiu namespace siamumonlilu RAM @sluusiay
IWdaedl inode data wazsiedeves blocks lneavdmfiu  metadata stavmmentily
Namespace image lagaggnimiiuionlily  localhost 283 file system fisondn
checkpoint usna Nt Namenode i34y Journal Fudiu log azifiunisideuutas
dnaqneluszuuielil local host file system  wazifiewfiuannumuniy agdinigsiii
redundant copies U89 checkpoint W& journal 7i server ?iumml%fﬁw Fasgwinadivhnns
restart NameNode 211115 restore namespace 1A881UAN namespace kag journal

DataNodes: \Uu one per node nelu cluster #agaedanisnisdmiutoyaty
Falvupivinnuey duAsviminlunisasie-au block wazn13vi replication #4ag¥inN155u
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#&391n NameNode 3n7 Tneluwsas block replica Ui DataNode 9zUsznausiglndaes
nd Tnelwdusnazifudeya wazlndilans Ao block 89 metadata B939ufa checksum
299 block data wag block's generation stamp laguLIATe data file AzLIIAUAIINAIN
993 block  939quarlsifinisfesveiiufifivamitoldlunsdnldnsunuawiamilou file
systern wuudnin tneluseninanis startup usas DataNode vzidousaluds NameNode
uwaz¥i1n15 handshake wioEudiu namespace ID Wag software version 989 DataNode #1n
T3ins9fu NameNode fiagyinis shutdown salusiRifieldliAn data corruption %38 N3
aymetestoya vidaniuagriinisds block report U8t NameNode @sazdsznaudae
block id, generation stamp Way AMNEITOILAAE block replica Iag block report A1
nsdannisdalus Tngluseninanisiinuuni DataNode  azds heartbeats U8
NameNode Liofufiuin DataNode Hudsviauaguay block replicas nglufidsasia
oehduifieniu defayafignasiulu heartbeats dursdidoyaiiontu anuq, storage fignld
37U 4AYIIUIUYBY data transfer ﬁﬁ'}é’w‘hmuagj %Q%a%amdnﬁaﬂ%’ﬁm%’umiﬁ]m‘ﬁuﬁuaz
n1ssindulalunisvii load balancing Y84 NameNode Ingun#agyin heartbeat ¥ 3 Jund
1 NameNode 1ailaSu heartbeat 910 DataNode anglu 10 w1¥i NameNode Aagvinnig
WasuanIuzves DataNode ﬁ'ﬂﬁﬂu out-of-service  Wazaza3n9 replicas ﬁagjslu
DataNode tulUl3ly DataNode 1wl

2.8 Flume

Cloudera Flume [24] Julassnsifigassvanelunisiniauensuaunaunig
909 Hadoop uazdeyaludnwme Streaming Data d1vsunisiiusausindoyaden
Tnendu Framework dnwazvasssilunisfusausudeyaden veamng machine floglu
szuv Mntuduhmsdsiedeyaegimaiimnvatsqunadlussaudnansiiivioya wu
Hadoop Distributed File System (HDFS) Weruiiesgiviensisdeunuinunfiuas
anmiﬂumiﬁ'muﬁtﬁm%u

(%

Flume agdivsainudu Distributed, Reliable az Available service 899015
51U log egaiiuszansnnuazanunsandeudie log Aiflvuialg Tnedusta Simple
ua Flexible architecture fifiunuu Streaming dataflow fiannsausmssanisiuszuuld
wuuAUgnans (Centralize)

Flume’s Architecture

aotnenssuves Flume 9xii8nvay Stream-oriented data flow &9 data flow 4%
fidumsiidesdslusads destination wazUsznaume Logical node fianunsadssense
59059 event MFFUaN Fsanansa Configure 1#andIuves Flume master Musaiugy
Wae
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i server
i server

E server

AN 2.7 wanstsaarUnenssuvas Flume

Al 2.7 LLamﬁaﬂﬁH’muﬁ'ﬂﬂumaLﬁmwiam’faga log 910 Server F@nna
wiseanduanudiu e Agent, Collector Wag Storage 1ag Agent tier Lﬁuﬁ;mwﬂﬁ%ﬁmi
{Fousioru Flume #ign install Widudiuwes node luusiag machine f19gdin1s generate
log Wledssialugadiusiely fie Collector tier Fadudrusudoyavesusias data flow
Mty sdimsdeeluds storage tier \udiugnTing endieeg1uyy d1u Agent 81998813
AU syslog 1130 monitor log 984 Service LU web server #38 Hadoop JobTracker W&
yhmsdwialuss collector 91ntu collector Aagsrusindoyaninyn agent uagyiins
stream Uayasialuda storage tier 1y HDFS 1o

2.9 SEC (Simple Event Correlator)

Simple Event Correlator (SEC) [25] Hulewnusesadilddmiunisyii Event
Correlation iieilasgyiteya Log lngsyiauuuy Stream event dwiunsnsiadulu
&nuaiy Rule-based approach @3l433 Regular expression \ievin1s Match wiensaadu
sUnuuilesEynMRinUnAvestoya Log ntuisvhnsiiun Action faanis s Action
a11150a51999A70 Log, a¥19ld Event Tny, ¥1n1s Execute AulUsunsudu uazds
ansnasnnuduiusiuainseludnuae Event Aidudouls

2.10 UIEMNEIT09

BseTvdeunNtLTeiioreIszuuMENITIATIZ Failure 91ndeyadentiu Lad
MAFeIunanlinanimsiauwaziivUsgansamlunisinsien Failure
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2.10.1 Failure analysis

91NU3TE [26] ananifanuanuueunnd1aiusendng Failure prediction wag
Root cause analysis lngAmdnuurYeIiaes dn1snsiaaeudayaannni1sinsey Log
willauiy uaileuuaneneiufanIng 2.8

Root cause Failure

Observation

analysis prediction

I >T|me

Past Present time Future

AT 2.8 LARIAANLANGI3ZAINY Root cause analysis waz Online failure

prediction [26]

31NN 2.8 Root cause analysis eneneuszyatvsveslymLaznImanai
| A g v a . A . . A v r.!
drulandudumnoinisiia Failure Tuseuu luvaue? Failure prediction agdlanwauzidu
N13AIALALIANTTAINE1TARYUl uBUIANLAT U UAIUE I UBINg AN SUNWRB Ul UAY
ilviin Failure W Useliuinnshiuinisvesssuutiuiiinsasdsasinlissuudeanunse
[J v oA 1 = o < 1 1 & < v
nulsegnield 38 Load mavhauvesssuuiluegalslugiaiaiiug 1Wudy

gnFD819YU NSETnTI9deUNUIN Database tiudlan1ugiu Unavailable mnidu
N384Y09 Root cause analysis WL IUNIANNYTUNTIZMA LAY Database Huldau
laflé 19U Network  apeszuuiiaynn, Configure  Ranain uamnidunsdlves Failure
prediction AgwergNUsTIiudnIuA1TalINTEULATENTaliUINsRelUlavs eld Tnuay
1 a a G dg’ <
fFIABUINTEUUL Backup database, fnaln fault tolerance, %38 load Tuszuumeuilidu
pg1alstne 1wy

NTILATIEY Log Tuszuuniinnugdudau n15ld Failure Prediction 91981069013
@519 Algorithm LleRunadnsvaInsAInAziunduln wavanalanaansidusiuiuann vinla
AouaneasuntflunisnsesdoyaiievnadnsNonainunuiase Fen1snagnensaliiie
FoulgNuazunly Service 1l Service uils enaluladenalininsiuves Service @11150
o vy v & v A . & My & v A v a
nulsgnaesiidule Wesan Service Wulilallusiuneveslyminuiaia
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Runtime Monitoring
(Log-based failure analysis)

! |

Root cause analysis Logging in software system Online failure prediction
—] Rule-based approach Trace analysis |—’ Proactive Fault
- Management
Rule set System log analysis
Security Event Detection

—| Model-based approach

] ad a 4 &) ¥ 1
AN 2.9 LLEAIITATIADUNITIATIEHK Failure IMNVYA Log LuunIg9

PNANT 2.9 AzuandlAAUTIAILLANAI9SENING Root  cause analysis ey
Online failure prediction fatiu Feanunsawuseaniu 3 Unuulng toun

2.10.2 Online failure prediction

Tueudde [16, 15] Wausi3es Proactive self adaptation laeidunalnlunis
NAFOUTLUULUU Online Lilonsiadunginssuiiudsuntasluvesszuunouiiszuuasiin
aduman Tnsasdudnunsyesnisusediumnudssiienaintuiuszuu urldldmdune
‘UaﬂﬂiyﬂﬂﬁlLﬁﬂ%ﬂﬁUi%UUﬁLLﬁﬁ\‘i

2.10.3 Logging in software system

I~ [ 4:1' a 5 1 a o
vidudnwurnisasideulussuulnenssan log  MAATU U Tuewidy [8]
nantensidiada grep Fadumdafidaglunisnsiadeunay Filter Toyaiieliasizvitoya
log MRAUNG Feldaudte avan warsialsl wiagiiuindaidevesnsiasiziludnuueilfe
Woindgriiuseuunisiiuinis dauadzdesiuiionazdnnisiudyniesynass, [9]
1 = ada o = o v a 1 o < A " v a 6
na138938luNIs Filter wieandwIuteya Log  Nlidndunieliifeitedunisiasey
Failure titodnanigaundnduunlduazuiladymnisinuaiugddnda walaladnig
Correlate @A IEREMARTNDS I wazn1sandiwiu log Alaisndutiu onadawaliin
ANMURANAIALUNITIATIZA Failure Aldule

2.10.4 Root Cause Analysis

Rule-based approach aztlunsivium Rule [fons93uafinUnATiAnT Y Tu
AT [5, 11] 1993 rule-based uaz case-based TunsifinUseans A mLaNTEUIUNNT
SnluiAlneiinng correlate event ileanuazmanuduiusvesdoyaiiielildnimmned
WiT939 1110 Rule-base lilaunsadanisiu event fdurld aziinisdssialuss Case-based
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WioraglunsdamsuazifinUssansamanndedy udegrdlsfiny asifuirluauddeills
ﬁwﬁqﬁqsﬁa;ﬁaﬁﬁmmmiw@u@ﬂ Bid data, [12, 13] l435Wauniswdn log iiefiaziiiu
Uszan3nmlun1singiev Failure Ioewfin Logeing rule lonsiaaau Availability waw
Reliability v893¥UU uslunswamunnisuan log tu sifufiasdomdly code itovile
Julusnu logeing rule fidoenis Jso1adanansenudugauunfiiuld

Tunudde [27] 01935 Rule-based approach Tun1sinsgvideya Log Tusuaiy
Uaonfevedsyuu saufanisesnwuunisld Event  Correlation  wiiedimsnziludnume
Distributed  iloifinmudangulunisanvuinvesdoya Log fenaviliAndymnisi
Network traffic.

Model-based approach [28, 29] aunsaludiazsiluszuuazgn model 14l
attribute, behavior wardiauduiusiu model ludwdug Fanghnssurimualuszuuay
Junadniannnisnszvifusening Component model Tag Event correlation #ilé fena
YBINTMINITINA89 model AFURUSHY uid M3 U WULIIULUU Service-oriented A¥aiD
Tuspiituunginssuvesgliuinisie Fsoraiinginssuues Service Tuunsanunizaid
81N9oN1585U1 5949 Rule-based  AzdAUEANEULATIIEFHBNITAIMUA rule UINATT
wredgyiifaduannsadiy Wisurieay Tdheuastosndmuiidesnmsnnglinuvie
dauaszuuidule
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unii 3
13985 19TLUUNITATIIFDULUUMIHIANNAUNUS Toya

3.1 lassasranaldvesssuunsivsgau

Tudruaddedldsiumunsesnwuunsiiudeya (Data collection) dmsunis
Monitoring La¥n153tAT1EH (Analyzing) lussuuniidnwaugidu Large distributed system
= v o A @ a Y ° a ¢ o A A o Y] . .
FaresFuilenuliunudeyadnwiuunnluiuuisualny lnedinsesliod1msy Monitoring
UIULINTDBNLUVLITOISUANNLINADNATYINIULUY Large scale [24], [30], [31], [32]
Tngdinsziandeyadon F9anaimwil 2.9 uiiuindnegludiuves Root cause analysis

= a v dy v vy a = ¢ a a dy ! 14
Wesanlumuidedlilalinnsusziiuauidssuazaniunisalfnonaindu ueazld
NITUIUNTIATIETRUReYesa g Ui ludnuae Rule-based approach fiaviNnTs
Match 9aya Log nUuUIWINISIITuA Action 719ean1s sihlviinaugangunazitse
° = ] « a A a & A U av Yy 1Y
nsinun rule Fsludruveslgriioswesuiuna Log tiiuuntusesqaanlanannlunan
Tuaddeduguu lunuideezdandeenssy HOFS wWhandelunsiiudeyalszsnn log
WosossulTum log MAnTusENIeN15Yineu lnenesdnvauzn1siuvesssuudu
Service-oriented @4A1MUNUIUDY Fault Management TuszAu Resource way Service 9%
a o r.:l' 1 [ o r-:’lj
UANWUENANAUAIY [11]

Resource fault management: 9¢UlUANWALUBY Resource-oriented  Whay

IMn15AU Event, fault way Error MAn3uly Network wag End system @se139zliladl
HanseNURaUsraNSA nlun1sYnaIuYes Service Inanse sty Az lianunsand
SudlanenunInveasERusAusnIg SLAS

Service fault management: 3ziianwarlunienssiutiuniu Resource fault

management A8 Service fault management azuasRsAmNINlUNITITUTASIREATeEs

WuHasvedlEuINT Alunisideunaninlunisliuinsiedesaiunsassyluiis Resource
= . A @ 1

130 Subservice MIuilgynla
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Service : | | |

Subservice :

Resource:

Inter-service dependency Service-resource dependency Inter-resource dependency

a [ X W ' » .
AN 3.1 LLERIANPUZVDINITVUNBNUTSIIING Service, Subservice Llag Resource [33]

Service: ludilnmngfssrvunisiaualiuinisangdiiuinslugalduing s

Aaunmaaen1sliusnisazilulunu SLAs fimsazilu uazn1sineunes Service azdue
iU Service 819)1L31138071 Subservice Way Resource 1191131

e

Subservice: \Ju Service duqildaiioly Service nananunsaldauls Inelundl
L5387 Subservice e Subservice U9agndluaunsaldule analufinansenuse
A15LAUSNN5VRY Service 1AYATI 3981998 LNANTENUABANSHAUSNISUBY Service Ban T4

[ v . Y a I @ a a = 1 Y a }
p1auNalyt Service @1u150MAUSASIALIANUSEANS AN KT 199z ldaunsalrusnIshe
wefduld anlugunmil 1 eziiudn Subservice liduluiassadldanudmsu Service
e Service WWen 013aglwusnas Service dugmeafidula

Resource: Jugunsaliignldiiielii Service aunsavineuld 3ans Failure veq
Service 81339¢1AMAN Resource MUl 1wu Network link, End system, Main memory,
Hard disk drive, Application process s

Tusuidedlavinnismeaesduszuu Web  Application U89AMUEIAINTTUAIANS
ANl BelaNwaurlASIATINMTVINNUNENAININGA 3.2

Web
Authen

Database

DNS —+> Web
Server Server

Browser

Client

Al 3.2 wanslaseasneves Web Application
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NAINA 3.2 wansdalaseass Diagram 289 Web application #1ldeu lnaasu
msviauavunsselull

1. Client %1N1559998HU Browser AL 09 U In8ADIVIINITEE Username WAy
Password LNDEUTUAIMY

2. M539@8U Authentication A% Log on user LW LAANG bIN1T U9
3. %@Q%E]lﬂgﬂ DNS Server
4. \WawsieTowwatoyanolUda web server

5. Web server finsUszananauazdsoyanauluds Bowser mniludoyagunim, css
38 Static web page M181115081U3N Disk wazdstayanduluds Browser laviuil us
Nl Dynamic page ©198in15dsRelUSs Application BuSLieUsTINANE

6. Web application 198N13138N1138399U0Y0LAIN Database server
7. fimsdstoyanduluds Browser LivauaAINa

AatiU A8LIINTIAUSNS Web  Application latu duduazdeainain Service
A19971191U3W Y 1aztiYiIN1SNANTAILASILUITZAUDY Service,  Subservice WAy
Resource 3glan i 3.3

w ) Web Application
: DNS Service
Subservice :
1
| Authentlcatlon Service | Storage Ser\nce | :
71
| MR |
\ ,' Wehmall Chula ! ,‘ !
! : J 4 r’ rr !
ln | r} r} o :
1 I 7 [ |
\ I ’ 7 I 1 |
1
Resource : H
1
DNS Server
_ e >

Inter-service dependency Service-resource dependency Inter-resource dependency

AN 3.3 UEAINISUUITEAUYDY Web Application Service

PNNNA 3.3 98U Service NAUsnsULLTU Web application &9 Subservice
989 Web application Tufiiifia Storage Service 7iiliiieiiutoyani1egseninmnisvinmy,
Authentication Service dmsuszydnulunisldau, DNS Service Tdivenviogves Web
a gj v a1 . . e v [ o < %
page dnNIGadldUveY Virtual Machine Algsiuiulunisvingy 1Wusu
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Application logs

stem loj
Sy € Event
correlation
Security log
= - — Event
eration System logs .
P 5 € correlation
Web server / Event
correlation
Access log
Error log

!

Storage

AN 3.4 WENINISYINIUKUU Distributed Event correlation
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INANG 3.4 LAAIDILUIANYBINITYINGIULUU Distributed Event correlation lag

Tusguunfivunalvguazdudouiu n1siasizndeya log WU Event correlation Lieesn

LPE19199LUA111505095UNNS Scale ¥a95uUlaRNTAIS 199 nTTDINANIIAI LAY

widugarausIsluns Detect WU Event correlation ﬁﬁ*ﬁja;ﬂa log uuntug

WY BeoibAnnsanuaulung Detect Yoya fatuluanideilagdn Distributed Event

correlation anldlunsiiusiusiudeya Event log tie3as1zii Availability vee5vuy F9ay
ANWUZAININA 3.5

( Flume \

{ Web Application L

A

Raw log Event

-

HDFS

Storage

DNS

MySQL

( Subservice |

Web service ~4 |

Authentication 77

Virtual Machine £

\ J
H-".

)

Y
1

A

I’

/|

-

=
A ‘9’,‘
|- SEC

Resource Event
Correlator

QoS parameter)

Availability

A -/

f Flume ‘

af

/

r

[ Raw Log Event ]

.,

HE el Log Event ]E

v

SEC

Service Event
Correlator

Rule Based

reasoner

—

QoS Measurement

¥
SLA Verify

A9 3.5 Framework 289n1591197uUnelussuy
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PN 3.5 asdiuinfidnuae Event Wy 3 dafe
1. Raw log event.
2. Resource Event.
3. Service Event.

Raw log event: A9 Event log #An21NN15 Generate 910 Resource Iunﬂﬂﬁ'au‘ﬁ
aula Tnglaifinsniunns Correlation usognsla Fan1sifiu Event log ludnwasiiesld
iesile Flume 1Wushloumiedeya Log tieluifiuds HOFS ielsiaunsasessunisvinay
904 Big data waznIvdeunsedaseilunendsls wesanmnsild Hard drive 1Sush
fudeya szdoddnatogiannluniseiu Weunagleudodoua Tuvazdl HOFS 1Junns
Y¥9ULUU Parallel  Fevihldnanilddanusangaannnin FIUD9T0AMISY LU Reliability,
Scalability wag Highly fault tolerant

AN 3.6 WAAIA29819 Raw log event 711131 Flume

Y
Y 1

d' = o 1 ad & ei
PNAMNT 3.6 LaRIDII0813989 raw log event laglunililusiegnsves syslog 7

& &

Wntuluszuu Jeesdiludiuves body Wudennuiuansiediintuuasidudeyaves

=

event, timestamp \Juiand log ldgnadauasuiin uaveralidwdug ivuedludeya
e LU PID 98¢ process, IP address ¥asgunsaiinisadiedoya log saudeseaumy
JULSIAATULY event

Resource Event: #ia Event log 71in91nn15 Generate 910 Resource Tuusiazaan
\lofivzaindeya log  11%In1s Comelation  WiuiA3esilefiog1a Ae Simple  event
correlator (SEC) wazvinmsinnasenunlvieglusuiuuues Availability Lﬁaﬁﬂﬂd Service
Event 8nfinils Fafieliszuvauise scale W isnanunsasmvualid SEC vihauldunnndi 1
Fn

Service event: f® Event log #19@enaUse@ndnInueinisiiusnig @9 Service
Event azdefsuuaswaidliuinisiinisliuinisdensegluaninnseuldnuuaziinsidey
AN MYIB LA
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QoS Parameters: &5 Service flagil QoS parameters 1Ju Availability waz
Detection time lun1sasiaaeuiiioliduluniu SLA

lngn15m31980U Availability aunsansivaeulsandayadenvesusaz Resource,
Subservice waz Service amnnisynauluusasdiudmansznusenisliuinisvesszuy
Tnefdunsvhaniludnsusiusetussniunsliuinisuwasgunsal ilesangunsniifies 1
gunsal (lid1esidu Software v3o Hardware) enadawalvigunsaidugmeluszuuintiym
wagliausalwusniseela

) r T ) ) T r T
lignt ‘ Browser ‘ Authentication Application ‘ ‘ Pemission B&J WebServer ‘ WebAgglication Database

i_Access logon service submit userlD & password _ |

|_Request Authentication _j
|_IF CORRECT:Permission et |
B ___Pemissionfom _______ ’“

-Log user on with Autheticalion and permission __| }

-
| Request data

Request first goes 1o DNS server find the root and resolves DNS o IP__|

i__Redirect to the Web Server |
Request data
Responds to the Web Server H

Web server forwards the response to the client browser
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Request process |

{——Cannck conneck: Reqosst detn .3
| : : Cantt connect |
| (Retum Eror message |
@ | S . RetumErormessage i i @
,,,,, Clent browser displays an efror message ____ : i : :
Clent | Browser | fcaton Aspcaten | [ pamission || ons [ essener | Wetspican | | Datatese

AN 3.7 Sequence Diagram WaNIA28819115 Failure ¥8952UU

NN 3.7 wansdeiIg19n13 Failure ¥0933UU Tnan1svinsuunditu e Client
nisfesvensdildiuszu sxfitunsunsinudsguasviuindessuuliaunsodon
molUdl Database a1l Subservice ¥89 Web application 1 virlsinslousnisilaniue
I3 . . A ' Y a a v sal v ) Y a P}

\Ju unavailability Aeldanunsaliusnisviseuanamadnsigndesludadliuinislatuies lny
’EULLU‘Uﬂ’Iﬁ Correlation 1adunsil

1. finsa¥e Event MySQL DOWN fin%u iienuinldanansadeuseluss Database

g1

2. ©194Ain Propagation Jufieiln1sad1s Event WEBAPP_PROBLEM wae
WEBSERVER_PROBLEM (1fl8331n MySQL_DOWN)

Mon Jan 07 00:10:33 2013] [error] [client 192.168.3.1] PHP Warning: mysql connect(): Can't connect to local MySQL server th
rough socket '/var/run/mysqld/mysqld.sock' (2) in /var/www/data.php on line 8

[Mon Jan 07 00:10:33 2013] [error] [client 192.168.3.1] File does not exist: /var/www/favicon.ico

[Mon Jan ©7 00:11:39 2013] [error] [client 192.168.3.133] PHP Warning: mysql connect(): Can't connect to local MySQL server

hrough socket '/var/run/mysqld/mysqld.sock' (2) in /var/www/data.php on line 8

Mon Jan 07 00:11:39 2013] [error] [client 192.168.3.133] File does not exist: /var/www/favicon.ico
[Mon Jan 07 00:11:39 2013] [error] [client 192.168.3.133] File does not exist: /var/www/favicon.ico
[Mon Jan ©7 00:15:37 2013] [error] [client 127.6.6.1] PHP Warning: mysql connect(): Can't connect to local MySQL server thro
gh socket '/var/run/mysqld/mysqld.sock’ (2) in /var/www/data.php on line 8

A 3.8 wanalayiin Web server lianunsastiausialuds Database

a A o 9w | v g v %
1. Naﬂ@quﬂqﬂ@waﬁ CUenthaquqiﬂVUﬂ%QWUIW
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Y 192168.3.140/data.php %

€« > C M [)1921683.140/dataphp 5%

Error. Cannot connect to database

a1wh 3.9 Client lianuisadnldaule

2. \il8 Event DATABASE:DOWN Fuiludunavestymgnunily 3avihli Event Buqanunse
navulgaule

Jan 7 00:21:10 ubuntu2 kernel: [ 4956.765326] type=1460 audit(1357546870.644:23): apparmor="STATUS" operation="profile repla
ce" name="/usr/sbin/mysqld" pid=3087 comm="apparmor parser"
1:11 ubuntu2 /etc/mysql/debian-start[3110]: Upgrading MySQL tables if necessary.
:11 ubuntu2 /etc/mysql/debian-start[3113]: /usr/bin/mysql upgrade: the '--basedir' option is always ignored
:11 ubuntu2 /etc/mysql/debian-start[3113]: Looking for 'mysql' as: /usr/bin/mysql
:11 ubuntu2 /etc/mysql/debian-start[3113]: Looking for 'mysqlcheck' as: /usr/bin/mysqlcheck
11 ubuntu2 /etc/mysql/debian-start[3113]: This installation of MySQL is already upgraded to 5.1.63, use --force

if you still need to run mysql upgrade
Jan 7 00:21:11 ubuntu2 /etc/mysql/debian-start[3120]: Checking for insecure root accounts.
Jan 7 00:21:11 ubuntu2 /etc/mysql/debian-start[3124]: Triggering myisam-recover for all MyISAM tables

AN 3.10 Langan1ue Database BLyaumAan1sN19IUaINUNG

91Nf10819N15 Failure 0958UUNTANMRNIINNISToURBlUSY MySQL  Taileu
aunsaivum rule Wy SEC 1evinns Detect YgyyuagAmiun Action fngqfegy

# Sample matching input lines:

& [Mon Jan 67 88:18:33 2813] [error] [cliect 192.168.3.1] PHP Warning:
# mysql_connect{): Can"t connect to local HySQL server through socket
£ " fvarfrun/mysql/mysqld.sock® (2) in fvar/wwe/data_php on line 9

type=single
ptype=RegExp
pattern=\[error\] \[client [%\d\.]+\] PHP Warning: \
mysql_connecty(i): Can't connect to local MySQL server through socket
desc=Can't connect to local My3QL server
context=*TIMER
action=write fusr/local/sec/sec_out/ERRB081-database.out HySQL is Down at %t; A\
event MySOQL_DOWN ;
spawn fusrflocal/sec/conf/ERRB8B1-database-CheckStatus.sh ; \
create TIMER 18;

# This rule will match part of the sutput of ERR88681-database—CheckStatus_sh
type=Single

ptype=RegExp

pattern=HysQL is Up

desc=HysSQL is Up

action=write /fusr/local/sec/sec_out/ERRBAB1-database.out ‘%s' at %t

& If event HySQL DOWH more than 5 in 68 minutes

type=SingleWithThreshold

ptype=RegExp

pattern=HySQL_DOWN

desc=HySQL down more than 5 in 68 minutes

action=pipe ‘%s' fusr/bin/mail -s ‘HySQL connection quality deqradation’ root
window=3600

thresh=5

AN 3.11 LERIR29819n11571%UA Rule Ty SEC

9wl 3.11 Dy Rule ﬁgﬂa%ﬁﬁmﬁammaau Error Mé’amﬂﬁ;ﬂﬁmuhjmmm
yhnsideusioluds MySQL Server I Tasannmsasiaasudeyaden asiimsudaiousinu
error.log A® mysql_connect(): Can't connect to local MySQL server through socket G
WA SEC  §In195m9399U Error  A9nan awdin1snnuue Action  T9vinn1sadne Event
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MySQL_DOWN 91niudsvhnisnsingeuaniugues MySQL andlaaiugnisldaudu Down
95iTeld WU Script AenINg 3.12

#t/binssh

# 3hell command for Check Status HMysqQL

)

echo “Start of ERR86A1-database-CheckStatus shell script™

if mysqladmin ping | grep -q *“alive”; then
echo “MysQL is up™

else

echo “MysSQL is Down™

sudo /Jetc/init.d/mysql restart

fi

echo "End of shell script”

AT 3.12 wEAS Script AFIAFBUNITINUVBT MySQL

1AEMINASIFADUNUINEN ULV MySQL  laigunsaldanulaase agfinng Restart
MySQL sl wsimnnladanunsa start  szuuduanivalld viemin Start 14 urdsnain
Event:MySOL_DOWN Fudnanmiiiu 5 assnelunan 60 uiit isnenadudiugiuldienmnm
gaansliusmsludiuves MysaL analiafiosviedalymiuluszuu Saihnisds e-mail
uiadtoulusfpuassuuiteinnsaaaoudnasimils feduasfiuimndld Rule-based Lite
Wrundrglunisnsiageussuu aztreliainnsadanisnutgmlaegrsonlusianseae
ufideymldistetu
3.2 NANN9MINIUVBY Flume waz SEC

NANNIIVINUVDY SEC 9xUaNwAzNITIINIULUY Stream event d115UN19015999U
Tudnwe Rule-based approach 331435 Regular expression Lﬁ@ﬁﬂmimwﬁ'ugﬂl,wu
ANUAAUNAveItaYa Log Intuswhnnsfvun Action  fideenns dsn1sviausauiu
Flume 5uazﬁﬂéﬁ'ﬂﬂmﬁalﬁsmu,azmmé’]’ummﬁmjﬂﬁmaﬁauﬂa%ﬁﬁﬂwmﬁamwﬁ 3.13

Logstamp | FlumeStamp
(:) K :
™ tmp |
1 L—EIFE—JDbﬂe
Collector |
sosdeons %4 SUreAMOUT T SrC ) secsiamp
File
Collector |
E .
E |_HDFs |

ﬂ’]Wﬁ 3.13 WEAAINIINI9IUYDY Flume+SEC



30

Fansinusausiudeya Log 989 Flume Wy ﬁami’jmEmiiuﬁaﬁléfﬂﬁnlﬂuﬁa%’aﬁ
2.8 ufie awmmsaswmm Log duraludiadau Collector mﬂumusmamama NuE
vihnsdssieluds HOFS Liteiudeya Soi it uneun1ssianens Feed Log faid

1. §1a04n135 Feed Toyadondurwinlidsneiui (bps)
2. g Flume (el Stream dayaa1nnis Feed doyadendanain
3. deloyasialuds Flume collector Wasiusiudeyadon

4. Flume collector azaf1alnd tmp Funiitesesrusiudeyanaiioudelud HDFS
(30 Fui)

5. nduinng Stream Toyasanluda SEC ovin1s Match visensiadusuuuuiaeg
srUlAIRAUNAvestaYa Log Mi1ABanTs

3.3 A15UsSUUSZANSAINAITNINU

ﬂ’1i’Jﬂ‘Ui“ﬂVIﬁﬂ’]WﬂﬂiWN%ﬂ‘UWu "\]‘”‘1/1@ﬁ@Uﬂ??llﬂ']@J’]iﬁIUﬂ'ﬁL“UEJ‘U“U’P]llﬁ log Lay
G]i’mﬂ‘Ui‘lJLL‘U‘UL‘WEJiuUﬂ’ﬂiﬂﬁ\lﬂﬂﬂmsﬂ@ﬂsﬂ@uawﬂ@ﬂﬂﬂi Imwmsaamwumu

Time delay

LOg Stamp i n ---------- > I- I

o D B D

0 T1 (600 Seconds) T2 (N Seconds)

Time

ﬂ’]‘Wﬁ 3.14 uanen1svinauludnualz Real-time 89 SEC waz Flume+SEC

9NN 3.14 uansds Baseline Tun1s¥auszanan1mids Real-time vas SEC uas
Flume+SEC lng91a09n15 Feed Yoya Log ”Luumamummum 1 Event — 24,000 Event ¢1®
Junit Whldlussuuduna 10 undt $auu 10 ada gnduiinsTanalaefuiuainnns
memasannatlunsiia Delay 989 Event

3.4  A@NINLINABUN Y IUNITWAIUILATD LD

Data set

Source: Lmeiqﬁmmaﬁaada Log 1191n4A304 DNS Server (161.200.80.1) uaz
Apache Web Server (161.200.80.71) Y9N NAMEIAINTIUAIANT PW1AINTAIIUTINFOU
SuaAu 2555

Source types: %’aga Standard syslog
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Example. Nov 06 00:00:30 DnsServer2.eng.chula.ac.th Nov 6 00:00:30
DnsServer2 named[30942]: error (connection refused) resolving
al363.g.akamai.net/A/IN": 161.200.192.248#53

Record Size: maau%’agaé’?m@i 1 - 24,000 Events/second
Platform
- CPU: Intel(R) Core(TM) i5-2500 CPU @ 3.30GHz Processors, RAM: 4 GB
- 0S: Ubuntu 11.10 (GNU/Linux 3.0.0-26-server x86_64)
3.5 Nﬁﬂ'ﬁ‘l/l@ﬁ@ﬁl{ﬁ@ﬁélju

MNMsNAAeIUsEANEAINANSYNIRS SEC WAz Flume+SEC Hu duadnddnind
315 wudie SEC wag Flume+SEC ifimsanuaulumaifsuuazasiadutoya (Drop
performance) wagaina1wide [34] M SEC wnldiflennaeuuszaniamanuuduglunis
nraduteya demadwsilduandiiviuin SEC anmnsansradudoyald 100% Tnglifinisen
va wisziuilugiuavesiideiundiladiiu 160kb tu Ussansninves SEC unuarld
115 Delay Anty (Realtime) wihlevunalnglugiAundn 160kb sziSudtunisiin Delay
pgeTmautudons luvaeil Flumet+SEC 1t Sansiiszdnsnmlumssuiiefuauinaes
foyafifiutuiony faduasifiudnnisdt Flume+SEC  wUszgndldany sihlvaiunse

(%
=

widgymlusesuinvestayaids Big data Wesesiunisvinuwuuikealnilamged

Time delay (second)

200.00
700.00

600.00 /
300.00 /
400.00 /

300.00 /
200.00 /
100.00 /

D-DD""'__"7_"""""""""S.IZEDEFSECOFICI

—SEC Delay
——Flume+SEC Delay

AN 3.15 WSsuieuUseansnImN1sNI9IUsLRINg SEC wag Flume+SEC

dl a L3 a a o 1 5 ! dl o
ilolasgiuseavininvesnisviauludiuves Flume+SEC 1 aenudnanmniviy
Wiin Delay Tunisnsiadudeyavsildnuagsagui 3.16
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Time

0:11:31

0:10:05

0:08:38

0:07:12

L~ ——FLUME+SEC
0:05:46 -
— L =——FLUME Timestamp
L~ LOG Timestamp
0:04:19 e

0:02:53

0:01:26 _‘_1 =

0:00:00 ik

@ Mmoo M @M mint~ oo miuh oM Event
AR m o MMM MAmMMmMMmMMmMe == 20O o o; ;o

AN 3.16 LaENIUTEANSAINN1ITNNIIUYVBY Flume+SEC

1Al 3.16 ldvinnsmaaeudeya Log wu1m 200kb/sec aziiuinUszansam
M998 Flume+SEC Tnadwsiansam 1es91nn5vienves Flume collector 99
n1sasslid tmp (0 byte) anduSesafunan 30 3wl ieraullnduasdeulndlvadely
&1 HDFS udn3sanansnetuuay Detect foyald Faazvinlviifingaa Delay oanns Detect
foya vilvlenadndsaiuandunnd 3.16
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unii 4
NIRAILITEUUANTaIMANIGIAITaYa

Pnuan1snaaesluunil 3 nuitnisesaasuanuyndedelnsnisld Rule-based
Fangaelunsnsanaeuszuy sxdelidnnistiulamlsigddueie udorsazardilunis
Detect 109970 nsazsesiusinudeyasiuuinnlugiiuuidealnidu o1adossnisds
Haymludiwwes Input rate wasauFudouiintunelusyuy fofu N AeR IO N RAGR
mnufusealnilunisnnadudmshausesssuunnageuoiaazdesiinisivua nunm
nsliusns (Quality of Service) Tunsmsavaey AsnUnivie Eror TAntumeluszuy
AuszEzaTifIvun (Deadline) Hilensiadeumidefiovesssuuiienisiaseain
foya Log fetiu Jnymmdndmudauaszuuferhegndlsliglduinistulalainisliuing
Tuasnduluau SLA vizemudennawessziunisliuinsilalils dduemadeidldeenuuy
Tunaiiesjadiuluiinisimusdediinvesiian (Timing  Constraint  Event Model) i
szl SumomeuaniuvielemansyuuasideusraTaduiussasam el

4.1 Timing Constraint Event Model

4.1.1 Jan1uuAvas Event (Event specification)

(%
av al

Tuauideiliinisienudin Event WWunsnsiaaeudaiiisnmads Monitor Jeusias
Event azuamsivasiintuluszuy Iﬂmauammmu event mﬂsmaummauamm Lszm
Timestamp Judruvendaaandl Event mmﬁuu Guama P address w3oYeved node 7
generate log Wy Text message L‘IJuSUEmUaLﬂmﬂU event VIUQUEJﬂmLW}mﬁmUﬂm (regular)
TUaudls Error  intulutefiszuufinnsine  [16] satu Timestamp  a@nansadods
AuduTuSsEwing Event Adntulusyuuly

ATy Event MAnTY 10U @- function F9uanIdemNuduRUSIENINg Event

v

MgNas190usEnINNTIUINTUeIssuUiuASIn Event 1fin

unflens 1 fAvume Event log wag integer i Wushuiwduuin i ent, agla
@(log,i) = occurrence time of the ith instance of event log (a.1)

Toe7 i Wunisfwesuee @-function

Vevent log,Vi € Nn*,@(log,i) < @(log,i + 1) (4.2)
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4.1.2 YaNNUAYDY Monitoring Timing constraint specification

Tuauidetisnnivua @-function UU Framework 98458UU Monitoring LagLUS

1%

1Y) A a = [ Y 4
dnwaig Event Miindueanidu 3 dnwag Ae
1. @(actual, i): Event {finduaseanielsgunsal (Hardware) Msaganiuas (Software)

2. @(log, i) Event #igunsal (Hardware) #sewan@was (Software) assivaviden
Timestamp M%@Gﬁauua log

3. @(detect, i): Event #15¥UU Monitoring as13aeUls
lngasauufgnudneamii Actual event WinTuiuaIninigas Log event 1 Liwane
iy Wufe

@(actual, i) = @(log, i) (4.3)

Ing simple constraint [35] @w1sassunglaain T; < T, +D, laefl D 1uduiwdu
Uan Metudsanansaussgnailuundeny 2

uneny 2 Deadline constraint a@1unsadienulady

{ @(detect,i) < @(log,i) + D} (4.4)

(%
[

1989 D > 0 waz i Wuswiuasaniia Event

Aaagnehl 1 aunisseluazunisuans Deadline constraint Aifwualinng Event 2zgn
Detect Melu 15 Fuil

@(detect, i) < @(log, i) + 15

Tunsaldazianisazilia (Violation) #eLiipn15m5333U (Detection) wAUSEELLIANT
° ' Y oA A o . vl a a . . ]
MMYUA LU 31NFBE19N 1 Wamuua Deadline 137 15 3u1¥ wnnsguu Monitoring T4ian
lun13nsaduteya log WnAuNd 15 Junfiasdiedninnisazida (Violation) wumsl
@111 Detect Event tonglussazinaniiimualy duies

D
A

@(log, 1) @(detect, i)

f 1

\ J
I

T @(log, i) + D
1]

Violation

> Time

A 4.1 wansdennuldnuuaulunis Detect
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unilgny 3 anuniend 2 Ao eldetect, i) axdiBagn Detect Aeluszoziian @llog, i) + D
Fa3uit 4.1 ety agifiud anfisuu Monitoring 9% Detect Iddulsiuuou e19aziians
1nnIseteenIn @(log, i) + D Ald Faruis3afienallan Detection time Juduusdu
(Random variable), T, Tned

T(i) = @(detect,i) — @(log, i) (4.5)

UM Ty < D ailiszuu Monitoring @13nsan15uflaan Event fiiadiulu
syuuduamnsansrndulanielussuziaan Deadline Ainmun Tuazyt win T, > D azdiodn
\AnA1S Violation n1al@ Deadline constraint 1A1%UA

4.1.3 UaA1%UAYBY Monitoring Probabilistic Constraint Specification

NUNTeudl 3 915800 Monitoring 9¥n15uf Service Level agreement sawle T,
< D wiiilosanitsnimunen T, 80U Random variable waz Ty < D tulduvueu vilis
ansaimunsunuu i dudnuazvesluinaniuuiagidy (Probabilistic model) Lilely
annsanIaALarAUIMlen1aisEuy Monitoring avanansa Detect linneluszozinand
fmun (Deadline constraint)  Anelddannaseasnisliuinisviel uaganiinanalulu
$radu fe Turddeiluosdoszuuiiidnvasdu soft realtime FsdnuaIL8 Soft realtime
fio nadnsildsundsanseoznaniifivug (Deadlne) Sensanusanldaiuld wineg
melgdonnaslumsliuins [36). Felussuuiidnwamdu Soft real-time 1ty Probabilistic
deadline [36, 37] ﬁﬂ%gmjwmﬁvﬂu&fﬁﬂﬁm%’um%’uﬁ SLA @a51@m13a1n Probabilistic
model MUszanAlddMsUNTITEOUANUILLITWIN Event azausa detect lanielu
YouLnfl Soft real-time gninvuavIelal 1y “90% w8IN1s Monitoring FEABIAINITA
n5239U Error 310 Event log lannely 10 3wt udu

unileny 4 Uszendld Probabilistic  deadline  Tunisawialeniaainuuiraziludissuy
Monitoring 9z@11130 Detect event n1gle Deadline 99 SLA Minviun Laadiauusian T,
\Uu Normal distribution

P{SLA(D)} = P{T < D} (@.6)

Tnefi
® T@p sample ¥84 Detection time; T = @(detect, i) - @(log, i)

® alan1anisiin (Probability Value) Niusuanloniadlunisiinnisazidndannasves
nstausng (SLA)  Tddygdnual As (P) lag PSLAD) Aeanuuiagidufinig
Detect agvlan1gluszygiian Deadline (D)

® ANRAYYBINBE1N (Sample mean) WaULNUAIY Mean (X )
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_ 1
X = —2X
n = a.7)

®  ANUAAIAPABUNINIFIU (Standard deviation)

s = \/ii(x.—i)Z
N (4.8)

Probability
)

h A

D

A4

AN 4.2 wanIAIUUNAZIU Miss deadline ratio

NN 4.2 nTsrauuial TG 10U Normal distribution #1N@ERINITAIUIUNI
lon1a@Nay Detect vAUIa1 Deadline M51iuuUalIn3aly 9La1U1S0ANUINAIAINNLNDY
Duldaniiuiilsvinvesnsa aumgufves Normal distribution fiatu annaunisinanali
Y v P ° . ° a a . Y
199U L1915171%UA Deadline 1519¥@11150AUILENNENL Detect LAua1 Deadlinels
AIAUNIS

P{T > D} = 1- P{SLA(D)} (4.9)

971 Ty 10U Normal distribution fatLazaLNIAAIUIMERTAIE Z-Score

® /-score

S (4.10)
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wtuinuitedasiunAevemguimafiuadfuussynduazannisaifaded
919AnTY Tngdnguin1snszateainuiiazidu (Probability Distribution) snAuauis
Tenaagiinnsasdindennaswesnislfuinisuazinarlunisivun Deadline a4 SLA
ezl

4.2 nsUTHUNANIZNUVDY Input rate AUN15911971U4289 Flume

Mnnsvnasndasduluunit 3 aviuldissuunsavaeuildduivsyansamainy
wilugnlun1snsiadudeya Fanaansalduanaliiiiuin SEC d11150n5393udeyala 100%
Tnglsifimsmnvan udaziiuinnaildluns Detect Sslsifuszavinmsamfavunnvestoya
fon  Fldlunisvaasstudwnnwiniias ey NEITEIBIINIMAaeUUsEANTAINANT
¥191ur0s Flume  Taglunisussiiuussansnnnisyineuees Flume 1 9sna@eu
ANEsatuMIleudoya log LLazmmﬁ’U;ULLwLﬁaszqmmﬁmﬂﬂa%a%’auﬂaﬁéfmﬂﬁ
TnefinmsosnuuusanIng 4.3

1
tail
1

1

1

1

1

' —_— T
il Agent R d Collector Lppd W “/EEC/)
i : ~

1

1

- — — - Regularevent
Error event

Time

lﬂl o o/ a a
AN 4.3 LEAILUUNABINITIAYILANTNINVBY Flume

NNl 4.3 uanedenissiasenis Feed Toya Log lnafinuali Agent 81udaya
29 Log wévinsawislugdau Collector uag Storage (HDFS) 9ntushnsnsradudoya
7wfu Error event 910 SEC dsazvhnisuszifiulszansamannniseuiuis Input rate Tu
Hevnduazilevionn Tnevhnsvnaewia 1 Agent uaz 4 Agents lawUSsuiisunay
wanensludinues Input rate Faldnadnsdannd 4.6
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Events/second.
25000

20000 - -

15000

/ ~4—1 Server
10000

=34 Servers

Input rate [Flume)

5000

0 Events/second.
0 10000 20000 30000 40000 50000 60000 70000 80000
Input rate (In)

AT 4.4 wan Input rate WisUfiEUsEWINg 1 Agent waz 4 Agents

AN 4.4 wanan13dnaesnsilunisdsoyasie 1 Collector Tnefinsiuay
Event snniuidesq azfiudnsiuau Acent uiumnndu lullddawald Input rate Tuilsves
Flume 1asuly wiluvaiziiieniu asdiuinveuwnnisiiauaes Flume se 1 Collector
annsadounazsessumsineldiudiliiiu 20,000 Events/second winiuninil enatia
nsargtunsieulndas HDFS

LﬁaLiﬂﬁﬂﬁaﬁammL%'ﬂumﬁaagaﬁuu'mimyjﬁu N1595ULeAY Input rate MAnTUlY
] a lo @& a 1% ~ o A v v v v o
A duase wenalidnlunagld Collector wsiifguitesesiudoyarassuy fau Tu
NUATFglaneansuseansainnisyinauiield Collector 11AN71 1 A1 IANANISNAADY
LARIAININ

Events/second.

60000

50000

g

== Server & 4 Collectors

Inputrate (Flume)
:

:

0! Events/second.
0 20000 40000 60000 80000 100000

Input rate (In)

AN 4.5 WEAINAN1TNARBY 4 Agents Wag 4 Collectors
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AT 4.5 uannsdtaesauislunisddeyalasifia Input rate 10 8,000
Events/second. #ie 4 Collectors awiiunaunsasesiudoyaniiiuundulanniinisly

Collector Liigeinfed na1me minismsuitteyanieluseuuasd Input rate WaLNTY

[ o a [ d‘
5IN@1NTaTRSUNMSTENEYRssEuUlalaansiiva Collector AuanslunIng 4.6

Inputrate (Flume)

Events/second.
60000

50000

40000

30000

20000

10000

Inputrate (In)

~—4 Collectors

== 1 Collector

Events/second.
0 20000 40000 60000 80000 100000

AN 4.6 waRINaNITMAauUTsUiBusEnINg 1 Collector waz 4 Collectors

AT 4.6 wanslfiuinsiaunsain Collector lulpseasnevesssuu Monitoring
WesesTuUTInaayaiiuunTuld  wazilalsmsuae Input rate  Awnnandmsy

Collector 1

§7 MNLIIABINITLANSIVABUAURANANA LT LA N8 TUTLEZIAINAINUA

(Deadline) M3 SLA 813R89v1nsuiiulasaas1slussuunsIvaauiafinuseansninlunis

ns1sullaneluszeziiaI U

4.3 n1599nkUUlASIAs1BNaLANUSEANS AN TUNISASIAU

Wetsiinisiesiziiailunisivavestoyaunazdiuredlassadiessuy

Monitoring lulsiaz 19199 Input rate TANAINNITNAADIAINITN 71 4.1

M13199 4.1 waaarlunsivavasdayausazdiuvadlasainessuy

Server Agent Collector Storage
To To To To
Input rate Agent Collector Storage SEC Average
8,000 Events/s. 0-2s. 0-10s. 30s. 0-4s. 35s.
16,000 Events/s. 1-2s. 0-13s. 30s. 0-5s. 37s.
24,000 Events/s. 1-2s. 0-30s. 30s. 1-30s. 57s.

310819 Input rate iU 8,000 Events/s Wu31 Teyaiiluaiinain Server 1
agent  flliaadveguseuin 0-2 Junil Antuldsdetayanaluds

LY [

PANgs Flume
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Collector @sldaaUszanas 0-10 3urdt antfu Flume collector azadnslald tmp Fuan
dieserunudeyaududousioluss HOFS (30 3w anty SEC agvhmnsaadudoyad
wtwuas Rule @9ldandszana 0-6 Juit deduasdiuideyaiiluasindunsauds
Uanemsazldiaailums Detect Useana 35 3undl annanii 4.7

Y Y Y |
0-2 sec. 0-10sec. 30sec. 0-4 sec.

Avg. 35 sec.
d‘ a 4 v ' 1
AN 4.7 Ll,amwanmLﬂi'wvinm‘lums‘lwmawagamasmu

AN 4.7 azdiuidmiilfszuunsaduteyaldduilesan Collector awih
m3'3asfmsm%’agaﬁluauwmﬂa"msi"mG]GUEN Acent ioduluss HDFS wivnnsdifiis
Foinsnivdeuauinnanlildnislusseziaifisinun (Deadline) mu SLA 81
mufialaseadie Architecture Wiotinanuasnsalun1sns9du Tnefinnsudlalaseadenis
Yeuwes Flume WsBussnmd 4.8

Quick Report

) 1

Correlation

~ e

! tail Flume |
f et '
| Agent

| N |
1 1
: Agent L d Collector :
. «_ =
1

. :
1 1
1 1

AT 4.8 LERIlATIAZ19N1TATIVIUAMUNANANAVDITTUUNTETE SLA Nn1viua
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WeldszuvaiusansiaauRaunfvestayadenlanisluszesiiaiiisinga na
AIdeddlavinsiialaseadisludiuves Fitter  Whanld laglunisiauasiinisnseany
Collector Sink eanilu 2 n13fe

1. dereluds HDFS Wiedniiu Raw log Wisnualagliiiinseunisnsasuse Correlation
dialianunsansiaaeukasiinTeideyaluniends

2. dinuszandnmvesssuuliiianudu Realtime  lunisnsiaduauiaunfives
foya Log nndetu TaedinmsddlugsduiiFonda Fiter iilevinn1sdansesdoya
lannzaufitisdesiunisiindefinnainlussuy wazinadilgduly Correlation
Wigdrsgitsaaivilvszuuifadeianain
zifiuinesiusnaudifyues Soft  realtime  monitoring  luawideilie

ANUENLaTsEULITATIvdRUAIIRANETa ldRuTes ianaan Wenelussesinani
Avun (Deadline) My SLA Tngufazseuue13dnufeen1sAIuaesnistudiuves SLA Tu
seduisneiu Tnserailu Soft Wi Hard real-time Fusgfuinssuutugasiinansznuse
nsazidin deadline ldundesiiiodls mnuadnsfilaSundainszeziianiinmundng
ausathanldauls  wieedwmaliazilindennadlunisliusans wazseninduy Soft
Tuvaed Hard nunedsldaiuisaazifindennasvesnisliuinisiaoiinein Falu
ANTNLINTOULABETEUY L5187311309AAT9A319 Monitoring  Framework  liviangguskuy
Juogfununuioinisvesszuuiug fegr Tassains Monitoring Framework uansaglu
A il 4.9

Agent Sink HDFS Sink

AW 4.9 LanIn1sasnwuulAsEs1USsuisunudaINAYa LA

e inve9seuU Real-time Monitoring 7o 13a1lun1s Detect 1#ilanu SLA
AatiunseankuulATIEI N IINUeNIRzasav lavanguuuIueg ivanunsalluusas
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szuv Inglidnduasdosdlassaiisnsyiauvesssuuasiaaouiissuuulawuunils 1wy n1s
91UBITTUUMTE 971388 wLlATIEs N1 TIATU A9nInd 4.8

1. Tuvnsaanunisal wnlalafinisavuassezialunisnsiadu 151e19ldlaseasnenis
9Uves Flume LLUU(?T’@L@;JLﬁaﬁm’ﬁmm’mé’uﬁuﬁ‘%’aya ndaaniideyagnasio
ndumaEnds HDFS  fadeduasszuunsivaey  Tudnwariae dodonisands
52UV waztanitunmslunsmaudiusvesloyaludnuarueinisiinisnu
TusguuuuunsEa1e  LATeIEEAD NaaNsYBINITNSIATU  p1adauardlunis
prraduAsiaundfiAetulussuy  Ssnnuanismeassasulddiaanaielunis
59990 09 Flume  sausidunmsdsionnds SEC fiamnadalunisdsdoyaliiu
mmmmmsuaﬂmmﬁ”wﬁ%’ulﬁﬁ'uayjﬁﬂizmm 30-60 U

2. winmelusruuunsdindenisanssesialunisnsaiulilesaseavglilasaiie
Tuwuud 2 Tagagsinsnsesdeyadiuiifonis uddsieluds SEC iflovinism
auduiusosesings  Silassaddludnuusiasdielissuuuanmadnduay
Iinszideyaldisr uazdinsanisatenlesnuduiusludiumia idaunds
Collector Tisimunlild Tnonaannsmaasailermunaiuislunsdsteyad
mnzanluszuy azldnanedslunisnsadudeyasgivsyana 5-10 Jundl

3. mﬂéfaqmimaﬁuLLazmmmé’mﬁué%yJaLaww%gaﬁaﬂﬁLﬁmﬁﬁumﬂu Agent 15
on99el4lassadnslunuud 3 Felugnunisaliiesmnzdmiussuuitdasinuiu
Fealniiung laglddndudesihumsmanuduiudlulaun  duq ndnfemnld
Tnssadransasaasuludnuaed ensldldneulandludnuaznisinnuressyuud
uwuunszanefiuias e?famamﬂmimaaaLﬁaﬁmummmL%ﬂumidﬁa%aﬁlmﬁu
Input rate fivsnzan aglnaedelumsmseduteyaiaunfdios 0-3 Jundi

wtuiilassadluudarsuuuuduiferuasdaidounndretu Seduaumduaiaiy
Tuszuuifiesszuuiiien aunsasenuuusazimualassasilonsasudsinUnilunsazdiu
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A29819 Interface Flume

38713 Check status node ag19ilanfoLdu web interface @ausaz Node Aay
waneUayared Node U machine #Suaguutiu We Node Agent 3 Status L¥eusafiu
Master figdidnuagsianin

“~ C ® 161.200.80.101:35862/flumeagent.jsp
node | static config | env | ext | json metrics

Flume Node: hadoop-master.cluster

Version: 0.9.4-cdh3u3, runknown
Compiled: 20120126-1114 by jenkins

host hadoop-master.cluster
AgentWALAckManager.name AgentWALAckManager
Logical nodes 1
LogicalNodeManager.hadoop-master.cluster.hostname hadoop-master.cluster
LogicalNodeManager.hadoop-master.cluster.name hadoop-master.cluster
LogicalNodeManager.hadoop-master.cluster.nodename hadoop-master.cluster
LogicalNodeManager.hadoop-master.cluster.physicalnode hadoop-master.cluster
LogicalNodeManager.hadoop-master.cluster.reconfigures 1
LogicalNodeManager.hadoop- er.cluster.sink.NullSink.name NullSink
LogicalNodeManager.hadoop-master.cluster.sinkConfig null
LogicalNodeManager.hadoop-master.cluster.source.NullSource.name NullSource

LogicalNodeManager.hadoop-master.cluster.source.NullSource.number of bytes |0

LogicalNodeManager.hadoop-master.cluster.source.NullSource.number of events|0

LogicalNodeManager.hadoop-master.cluster.source.NullSource.type NullSource
LogicalNodeManager.hadoop- er.cluster.sourceConfig null
LogicalNodeManager.hadoop-master.cluster.state IDLE
LogicalNodeManager.hadoop-master.cluster.version Thu Jan 01 07:00:00 ICT 1970
LogicalNodeManager.name LogicalNodeManager
jvmInfo.mem.heap.committed 61669376
jvmInfo.mem.heap.init 64260032
jvmInfo.mem.heap.max 915341312
jvmInfo.mem.heap.used 12273960
jvmInfo.mem.other.committed 24313856
jvmInfo.mem.other.init 24313856
jvmInfo.mem.other.max 136314880
jvmInfo.mem.other.used 18649752

eng Status Ue3 Agent



< C  (© 161.200.80.101:35871/flumemaster,sp
master | config | raw commands | static config | env | extn

Flume Master

Version: 0.9.4-cdh3u3, runknown
‘Compiled: 20120126-1114 by jenkins

ServerID: 0

Servers 161.200.80.101

Node status
|IDgicaI node |phvsioa| node |host name |status|version‘last seen delta (s)‘last seen
|hadoop-raster.cluster|hadoop-master.clusterhadoop-master.cluster DLE _[nane [0 [Fri Mar 02 14:31:26 1CT 2012

Node configuration

|NDde|VeI'SiDI'I‘F|DW ID‘Soume|Sink‘Translated Versiun‘Translated Soume‘Translated Sink|

Physical/Logical Node mapping

physical node logical node
collectar collectar
hadoop-master.cluster|hadoop-master.cluster|
|2gent |agent

Command history

|id|5tate|cnmmand Iine‘mmge‘

LL@my Status Y9 Flume Master

54

151813158 Configure lamudinsnisualfaiuisaildeu Node data flow lamuinis

#oens Inglumin Web page master N9zdl Link Configure Tisnagaea Form wilouisiay

Sonindu web interface Tuns Setting Node’s data flow Alg nefiile Flume node &

A5 contact fU Master 1Aaziin151a9791 data flow version tatUasulundn andioe1esa

AN

€ = C © 161.200.80.101:35871/flumeconfi

master | config | raw commands | static config | env | extn

Configure a single node

0

Flume Master: Configure Nodes

Configure node: hadoop-master_cluster E}

or specify another node:

Source: text("/usr/lib/flume/data_test/test1 txt")

Sink: text("/usr/libflume/data_out/test1.out”)

Wanin1s Configure WU Interface

d‘ = Q:l o Q:l ] . d‘ . =) U w oy ¥
1NN LUBUNTAIATFAINIU Source Lhag Sink LBLI1IAR Summit 119971 “@9” Lhan

ABINAUNN Refresh NI Master AagLiiuindau version fin1s Stamp wWasudu Current

time Wag Source AU Sink ﬁ%gﬂ Update



Flume Master

Version: 0.9.4-cdh3u3, runknown
Compiled: 20120126-1114 by jenkins

ServerID: 0

Servers 161.200.80.101

Node status

[hgical node |thsiml node ‘host name !status version last seen delta (s) last seen

collector |collector lhadoop1.cluster |IDLE [none 2 Fri Mar 02 15:49:31 ICT 2012|
|hadoop-master.cluster|hadoop-master.cluster|hadoop-master.cluster|IDLE _|Fri Mar 02 15:36:20 ICT 2012/4 [Fri Mar 02 15:49:29 ICT 2012

Node configuration

Node Version Flow ID |Source Sink z;a'::)l:ted Translated Source Translated Sink
hadoop- Fri Mar 02 15:49:26  |default- . » - w[Fri Mar 02 15:49:27 [£&XEC fext(
IR L 8 Gefault " rext("Just/lb/flume/ data_test/test1.txt") text("/ust/ib/fume/ data_out/test1.0ut") I 1 ag 2 )/usr/hh/ﬂume/dam_testjtestl.txt )/us(/llb/ﬂume/data_ou

Physical/Logical Node mapping

[physical node logical node |
\

collector |collector
|hadoop-master.cluster|hadoop-master.cluster|
agent. lagent

Command history

idstate [command line message

|0 |SUCCEEDED|config [hadoop-master.cluster, text("/etc/services"), console]

|1 |SUCCEEDED|config [hadoop-master.cluster, tail("/etc/services"), console]

|2 |SUCCEEDED|config [hadoop-master.cluster, text("/etc/services"), text("services.copy")]

3 [FAILED config [hadoop-master.cluster, tail("/usr/lib/flume/data_test/test1.txt"), ("/usr/lib/flume/data_out/test1.out")] Attempted to write an invalid sink/source: Lexer error at token ‘(' at line 1 char 0
4 |FAILED config [null, text("/usr/lib/flume/data_test/test1.txt"), null] Attempted to write an invalid sink/source: null

5 [FAILED __|config [null, text("/usr/lb/fume/data_test/test1.txt"), text("/usr/lib/flume/data_out/test1.out")] Attempted to set config but missing hostname!

|6 [SUCCEEDED|config [hadoop-master.cluster, text("/ust/lib/flume/d st/testL.txt"), text("/usr/ib/flume/data_out/testl.out")]
=

WERA9819 Flume Master #1a9 Configure WU Interface

root@hadoop-master:/usr/1lib/flume/data_out# cat /usr/lib/flume/data_test/test1.txt
1 one
2 two
3 three
4 four
5 five
6 six
7
8

seven
eight
nine
18 ten
root@hadoop-master :fusr/1lib/flume/data_out# cat testi.out

hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2012]
hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2012]
hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2612]
hadoop-master.cluster [INFO Fri HMar 15:49:29 ICT 2812]
hadoop-master.cluster [INFO Fri HMar 15:49:29 ICT 2812]
hadoop-master .cluster [INFO Fri HMar 15:49:29 ICT 2812]
hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2612]
hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2012]
hadoop-master.cluster [INFO Fri HMar 15:49:29 ICT 2012]
hadoop-master.cluster [INFO Fri Mar 15:49:29 ICT 2612]
root@hadoop-master :/usr/1ib/flume/data_out#

-0 0NNV EWN -
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Node status

logical node physical node host name status version [last seen delta (s)tast seen

161.200.80.101 _[161.200.80.101 __|hadoop-master.cluster/ACTIVE|Thu May 03 00:40:12 ICT 2012[3 |wed May 09 00:34:09 1CT 2012
[Andmebaas Andmebaas Andmebaas ACTIVE|Thu May 03 00:40:12 ICT 2012[0

Kankrow Kankiow Kankrow ACTIVE| 21CT 2012)0

ster.cluster| ACTIVE, 21CT 2012}4

adoop1.cluster adoop1.cluster hadoop1.cluster IACTIVE|TI

adoop2.chister adoop2.custer ___|hadoop2.chuster ___|ACTIVE|T!

adoop3.cluster adoop3.cluster hadoop3.cluster ACTIVE|[TH :40:12 ICT 2012[3 [wet P 12|
hadoopd.cluster __|hadoopd.cluster __|hadoopd.cluster __|ACTIVE| Thu May 03 00:40:12 ICT 2012/4 [wed May 09 00:34:09 1cT 2012
Node configuration

T

Node Version Flow ID Source sink Version sink

K Thu May 03 00:40:12 7
el i 35853) master.cluster/panya/sysogALL", "sysiogALL" ) ICT 2012 35853 ) |master.cluster/panya/sysogALL”, “syslogALL" )
Thu May 03 00:40:12 (defaukc- |, 4] Thu May 03 00:40:12
1CT 2012 flow 1CT 2012

161.200.80.101

Thu May 03 00:40:12 |default-
1CT 2012 flow

161.200.80.161 inul null

Andmebaas [T My 03 00:40:12 ggf;“" Effal/loglm, ) [poentsink( “161.200.80.101", 35853 ) ;;".‘!‘2’1;1'2“3 00:40:12 ftakl - ) [3ventsink( "161.200.80.101", 35853 )
Kankrow R Sf:(ar/,oq/mw ) [Foentsink{ "161.200.80.101", 35853 ) T Mo 00 00:20112 57:;,“09 sysiog™ ) A9ENESIK( "161.200.80.101", 35853 )
EF T Moy 03 004612 defak | |27, Th Nay 03004612 | EP
e ;":hTu zr-‘% 03 00:40:12 g:‘fzuk- e i.""" ;;h_;; galyz 030040112 | fu
collector-master ({12 May 03 00:40:12 jdefauk-|, fnun P#;:ﬁyzw 00:40:12 |y null
P00 s ey 13004012 (defau- [ — )Eaaentsmk( "161.200.80.101°, 35853 ) Th My 170040212 K. - ) [30entSink( "161.200.80.101", 35853 )

Ihadoop1.cluster Thu May 03 00:40:12 g:suk-

agentsink( "161.200.80.101", 35853 ) ol e 0012

tak i . z
“Jvar/log/sysiog" ) Jvar/log/sysiog" )-aaentsnk( 161.200.80.101%, 35853 )

1CT 2012

Thu May 03 00:40:12 |default- [tai( " - Thu May 03 00:40:12 |tai . -
hadoop2.cluster 1CT 2012 lfow “Jvarflog/syslog” ) agentSink( "161.200.80.101%, 35853 ) 1CT 2012 “Ivarllog/sysiog” ) agentSink( "161.200.80.101°, 35853 )

[ Thu May 03 00:40:12 |default- [tai " - Thu May 03 00:40:12 |tai " -
hadoop3.cluster 1CT 2012 iflow “Jvat/log/syslog” ) agentSink( “161.200.80.101%, 35853 ) 1CT 2012 ¥ ) agentSink( "161.200.80.101%, 35853 )

hadoop4. cluster  Thu May 03 00:40:12 g;f;u Z

- ftail 2 = Thu May 03 00:40:12
1CT 2012 “arfiog/sysiog” ) [P9eNtSNK( "161.200.80.101", 35853 ) Moo

tai( " -
Jvar/og/sysog® ) 208t "161.200.80.101", 35853 )

WAAIFI0E19 Node status Wavingusmiumany Agent

9819 lume-site.xml

Master : /usr/lib/flume/conf/flume-site.xml

<configuration>

<property>

<name>flume.master.servers</name>

<l-- <value>masterhost</value> -->
<value>161.200.80.101</value>
<description>This is the address for the config servers status
server (http)
</description>

</property>

<property>
<name>flume.master.serverid</name>
<value>0</value>
<description> flume.master.serverid is the only Flume Master property

that must be different on every machine in the ensemble.




</description>

</property>
<property>
<name>flume.collector.event.host</name>

<value>161.200.80.101</value>

<description>This is the host name of the default "remote" collector.

</description>

</property>

<property>

<name>flume.collector.port</name>

<value>35853</value>

<description>This default tcp port that the collector listens to
in order to receive events it is collecting.

</description>
</property>

</configuration>
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Hadoopl.cluster : /usr/lib/flume/conf/flume-site.xml

<configuration>

<property>
<name>flume.master.servers</name>
<value>161.200.80.101</value>
<description>This is the address for the config servers status
server (http)
</description>

</property>

<property>
<name>flume.master.serverid</name>
<value>0</value>
<description> flume.master.serverid is the only Flume Master property
that must be different on every machine in the ensemble.
</description>

</property>

<property>
<name>flume.config.master.addr</name>
<value>161.200.80.101</value>
<description>This is the address for the config servers status
server (http) </description>
</property>

</configuration>
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fvg19n1snagau Collector

NAaaU tail file 1@ lALAAIUL console

Hadoop-master.cluster : tail(“/home/panya/testflume.txt”) | console;

NAaaU tail file WialkansuL Console 89 Collector

Hadoop-master.cluster : tail(“/home/panya/testflume.txt”) |
agentSink(“161.200.80.101”,35853) ;161.200.80.101:collectorSource(35853) |

console ;

nagau tail file a9 HDFS

® 1 Agent

hadoop-master.cluster : tail("/home/panya/testflume.txt") |
agentSink("161.200.80.101",35853);

161.200.80.101 : collectorSource(35853) | collectorSink("hdfs://hadoop-

master.cluster/panya/tailpasswd","testflume");

® 4 Agents

hadoop-master.cluster: tail("/home/panya/testSEC/testSEC.log") |
agentE2EChain("161.200.80.101","161.200.80.103","161.200.80.104");

hadoop2.cluster: tail("/root/flumePerf/testSEC.log") |
agentE2EChain("161.200.80.103","161.200.80.104","161.200.80.101");

hadoop3.cluster: tail("/root/flumePerf/testSEC.log") |
agentE2EChain("161.200.80.104","161.200.80.101","161.200.80.103");

hadoopd.cluster: tail('/root/flumePerf/testSEC.log") |
agentE2EChain("161.200.80.101","161.200.80.103","161.200.80.104");

161.200.80.101: collectorSource | collectorSink("hdfs://hadoop-
master.cluster/panya/testSEC/","COLLECTOR-"); 161.200.80.103:
collectorSource| collectorSink("hdfs://hadoop-
master.cluster/panya/testSEC/","COLLECTOR2-"), 161.200.80.104:
collectorSource | collectorSink("hdfs://hadoop-
master.cluster/panya/testSEC/","COLLECTOR3-");
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panyaBhadoop-master:~$ hadoop dfs -1s /panya/tailpasswd™C
panya@hadoop-master:~$ echo (<< AGAIN >>>** >> testflume.txt
panya@hadoop-master:~$ hadoop dfs -1s /panya/tailpasswd
12/08/29 22:59:47 INFO security.UserGroupinformation: JAAS Configuration already set up for Hadoop, not re-installing.
Found 10 itens
-ru-r--r—— 3 r r SH28 2012-04-28 22:26 lpmy«/tllll\a s5wd/Hadoop1-passwd2 0120428-222616442+ 0700.717690945: 00000058
369 2012-04-28 22:38 /panya/tailpasswd/Hadoopl-passud20120428-223846795+0700. 718441297 . 00000060
80961 2012-94-28 17 anya/tailpasswd/passud. txt20120428-172637008+6700.699711510934131. 00000070
215880 2012-04-28 17 anya/tailpasswd/passud. txt20120428-174037383+0700.700551885959836 . 00000072
52131 2012-04-28 21:50 /panya/tailpasswd/passwd.txt20120428-215000998 .715515500788862 . 00000019
r 3386 2012-04-28 22:05 /panya/tailpasswd/testflume.txt20120428-220536176+ 16450678434037 . 00000031
3 root supergroup n2425 2012-94-29 22:54 /panya/tailpasswd/testflune2d120429-225436078+ 9581129638 . 00000032
3 root supergroup A s SLTEVAS ST ECEL Yt e st F Lune2 01204202259 06282+ 07 06.8 06 66 6784537634 . 000808314
3 root supergroup 5092 2012-84-28 22:15 /panya/tailpasswd/testflune22120428-221528 170425874336 02 . 00000D42
a root supergroup 935 2012-94-28 22:17 /panya/tailpasswd/testflune220120428-221728 80.717162679920965 . 0000094k
ster:~$ hadoop dfs -1s /panya/tailpasswd/testFlune20120429-225906282+0700.80606 07845376 00034

pa
2708/20 23:00:11 1NED security.UserGroupinformation: JAAS Configuration already set up for Hadoop, not re-installing.

44 2012-94-29 22:59 /panya/tailpassed/testflune20120429-225906282+0700.806060784537634 . 00000034
ny../v.mp. d/testLune20120429-2259 06282+ 07 00.806 06 0784537631, 00000034
adoop, not re-installing.
op-master.cluster”,"Flelds" :{"AckTag":"20120429-225906693
,“tailsrcFile”:"testflume.txt", rolltag": 20120429-225906282+07

panya@hadoop-master :~$

wansiegslwdmAuul HDFS

#12819n15LU Syslog WU Database server 1189 HDFS

Andmebaas : tail("/var/log/syslog") | agentSink("161.200.80.101",35853) ;
Kankrow : tail("/var/log/syslog") | agentSink("161.200.80.101",35853) ;

161.200.80.101 : collectorSource(35853) | collectorSink("hdfs://hadoop-
master.cluster/panya/syslog/%Y%m%d/","syslog-" ) ;

179819019019 UA Output Format

syslog : a syslog like text output format

logdj :

“May 20 18:17:02 hadoop3.cluster May 20 18:17:01 hadoop3

CRON[4403]: (root) CMD (  cd / && run-parts --report /etc/cron.hourly)”

a logdj pattern similar to that used by CDH output pattern.

“2012-05-20T19:17:02:+07:00 INFO logdj: May 20 19:17:01 hadoop3
CRONI4460]: (root) CMD ( cd / && run-parts --report /etc/cron.hourly)”

avrojson : JSON encoded date generated by avro

“{"body":"May 20 16:17:01 hadoop3 CRON[4319]: (root) CMD ( cd / &&
run-parts --report/etc/cron.hourly)","timestamp":1337517343508,"pri":
"INFO" ,"nanos":356167684305827,"host":"hadoop3.cluster","fields"

{"AckTag""20120520-193542504+0700.356166680768408.00000064",
"AckType":"msg","AckChecksum":"\u0000\u0000\uO000\UO000\U0014m

\u0018\u0005","tailSrcFile": "syslog","rolltag":"20120520-193735623
+0700.356278853637565.00000032"}1}”
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Example of a syslog error

{"body":"May 9 14:15:01 Kankrow postfix/sendmail[1904]: fatal: www-
data(33): queue file write
error","timestamp":1336606319202,"pri":"INFO","nanos":1440687297016862,
"host":"Kankrow","fields":{"AckTag":"20120510063151981+0700.14406800761
43562.00000032","AckType":"msg","AckChecksum":"\u0000\u0000\u0000
\uOOOOA§sA%oA”',"taiLSrcFiLe":"sysLog","rolltag":“ZO120510063203688+0700.
1697238190898202.00000020"}}

avrodata : Binary encoded data written in the avro binary format.
debug : a debugging format.

raw : output only the event body, no metadata

“May 20 07:17:01 hadoop3 CRON[4066]: (root) CMD ( cd / && run-parts

--report /etc/cron.hourly)”

{EIDEEIE:{}

<name>flume.collector.output.format</name>
<valueravrojson</valuer
<description>This is the output format for the data written

to the
collector. There are several formats available:
syslog - outputs events in a syslog-like format
log4j - outputs events in a pattern similar to Hadoop's
log4j pattern
avrojson - this outputs data as json encoded by avro
avrodata - this outputs data as a avro binary encoded data
default - this iz a format for debugging
</description®
</propercy>

LANIAIDEIINITAINUA Format 71 xml
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29819158519 Plugin [iWaLiuN15911974 Filter

FilterSource java

1 /7%x Source xx/

2 package filter;

3 import java.io.IOException;

4 import java.util.ArraylList;

5 dimport java.util.List;

6 import org.slfi4j.Logger;

7 import org.slfi4j.LoggerFactory;

% import com.cloudera.flume.conf.Context;

9 import com.cloudera.flume.conf.SourceFactory.SourceBuilder;

16 import com.cloudera.flume.core.Event;

11 import com.cloudera.flume.core.EventImpl;

12 import com.cloudera.flume.core.EventSource;

13 import com.cloudera.util.Pair;

14 import com.google.common.base.Preconditions;

15 /== Simple Source that generates a "Error™ event every 3 seconds. */
16 public class FilterSource extends EventSource.Base

17 static final Logger LOG = LoggerFactory.getLogger{FilterSource.class);
18 private String filTer;

19 @0verride
28 public void open{) throws IOException {
21 filTer = “Error™;
22 ¥
23 @0verride
24 public Event next{) throws IOException {
25 // Next returns the next event, blocking if none available.

26 try {

27 Thread.sleep(30060);

28 ¥ catch (InterruptedException e) {

29 throw new I0Exception(e.getMessage(), e);
38 H

31 return new EventImpl{filTer.getBytes{));

32 3

33 @0verride

34 public void close() throws I0Exception {

35 /7 Cleanup

36 filTer = null;

37 3

38 public static SourceBuilder builder{) {

39 // construct a new parameterized source

40 return new SourceBuilder{) {

41 @0verride

42 public EventSource build{Context ctx,String... argv) {
43 Preconditions.checkArgument{argv.length == @,
Ly “usage: FilterSource");

45 return new FilterSource();

46 }

47 ¥

48 3

49 public static List<Pair<String, SourceBuilder>> getSourceBuilders{) {

58 List<Pair<String, SourceBuilder>> builders =

51 new ArraylList<Pair<String, SourceBuilder>>();

52 builders.add{new Pair<String, SourceBuilder>{"FilterSource™, builder{)));
53 return builders;

54 3



FilterSink. java
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15
16

i

18
19
28
21

22

24

26
27

29
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32
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34

39
40
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42

4
45
46

48
49
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packag
import
import
import
import
import
import
import
import
import
import
import
import
import
F*x Wr
public

stat

priv

@0ve

publ

e filter; /== Filter ERROR from agents flow =/
java.io.FileWriter;
java.io.I0Exception;
java.io.PrintWriter;
java.util.ArraylList;
java.util.List;
org.slfi4j.Logger;
org.s1lf4j.LoggerFactory;
com.cloudera.flume.conf.Context;
com.cloudera.flume.conf.SinkFactory.SinkBuilder;
com.cloudera.flume.core.Event;
com.cloudera.flume.core.EventSink;
com.cloudera.util.Pair;
com.google.common.base .Preconditions;
ite to a "filter.txt" file. =/
class FilterSink extends EventSink.Base {
ic final Logger LOG = LoggerFactory.getLogger(FilterSink.class);
ate PrintWriter puw;
rride
ic void open{) throws I0Exception { /7 Initialized the sink

pw = new PrintWriter(new FileWriter("filter.txt"));

b

@0ve

publ
i
St
if
{

rride
ic void append{Event e) throws I0Exception {
append the event to the output
ring str = new String(e.getBody{));
(str t= """ && str.contains{ 'ERROR"'))
// here we are assuming the body is a string

pu.println{new String(e.getBody{)));
puw.flush(); 7/ so we can see it in the file right away

b
b
@0ve
publ

e

rride
ic void close() throws I0Exception {
Cleanup

pw.flush();
pw.close();

b
publ
re

¥
¥
publ

Li

bu
re
b
b

ic static SinkBuilder builder() {
turn new SinkBuilder() { // construct a new parameterized sink
@0verride
public EventSink build(Context context, String... argv) {
Preconditions.checkArgument{argu.length == @,
“usage: FilterSink");
return new FilterSink{);

ic static List<Pair<String, SinkBuilder>> getSinkBuilders{}) {
st<Pair<String, SinkBuilder>> builders =

new ArrayList<Pair<String, SinkBuilder>>{);

ilders.add{new Pair<String, SinkBuilder>{"FilterSink", builder()));
turn builders;
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FilterDecorator.java

16

18
19

208

29
2q
2y
oL

26
27

20

8

29

/%% Identify the source. */

package filter;

import java.io.IOException;

import java.util.ArraylList;

import java.util.List;

import java.text.SimpleDateFormat;

import com.cloudera.flume.conf.Context;

import com.cloudera.flume.conf.SinkFactory.SinkDecoBuilder;
import com.cloudera.flume.core.Event;

import com.cloudera.flume.core.EventImpl;

import com.cloudera.flume.core.EventSink;

import com.cloudera.flume.core.EventSinkDecorator;
import com.cloudera.util.Pair;

import com.google.common.base.Preconditions;

/*x Simple Decorator that prepends "HADOOP3™ to every event body. =/
public class FilterDecorator<S extends EventSink> extends EventSinkDecorator<sS> {

public FilterDecorator(S s) {
super({s);

@Override
public void append{Event e) throws IOException, InterruptedException {
//String FilterBody = "HADOOP3 -- " + new String(e.getBody{));
//String FilterBody = new String(e.getHost{)) + " -- " + Long.toString{e.getTimestamp())
f/+ " —— " + new String{e.getBody{));
SimpleDateFormat sdf = new SimpleDateFormat{"dd/MM/yyyy HH:mm:s55");
String FilterBody = new String{e.getHost{()) + " -- " + sdf.format{e.getTimestamp()) +

-= " + new String{e.getBody{));
EventImpl e2 = new EventImpl{FilterBody.getBytes(),

e.getTimestamp(), e.getPriority{), e.getNanos{), e.getHost(),
e.getAttrs());
super .append(e2);

public static SinkDecoBuilder builder{) {
return new SinkDecoBuilder() {
// construct a new parameterized decorator
@0verride
public EventSinkDecorator<EventSink> build{Context context,
String... argv) {
Preconditions.checkArgument(argv.length == 8,
“usage: FilterDecorator");
return new FilterDecorator<EventSink>{(null);
¥
HH

e
public static List<Pair<String, SinkDecoBuilder>> getDecoratorBuilders() {
List<Pair<String, SinkDecoBuilder>> builders =
new ArraylList<Pair<String, SinkDecoBuilder>>();
builders.add{new Pair<String, SinkDecoBuilder>{"FilterDecorator”,
builder{)));
return builders;

b
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nsuAby /usr/lib/flume/conf/flume-site xml Tud@au flume.plugin.classes

<value>filter.FilterSinkfilter.FilterSource filter.FilterDecorator</value>

<property’
<name>flume.plugin.classes{/name>
<*— <value>helloworld_HelloWorldSink,helloworld . Hello¥orldSource ,helloworld_HelloWerldDecorator<{fvalue> —>
{value>filter.FilterSink,filter.FilterSource,filter.FilterDecorator<{/value>

<description>Comma separated 1list of plugin classes</description>
L/property>

flume-site.xml
m'iLﬁaJ /usr/lib/flume/bin/flume-env.sh
export FLUME_CLASSPATH=/usr/lib/flume/plugins/helloworld/filter_plugin.jar

A8819AFIN5 b9 filter

hadoop4.cluster: tail("/root/flumePerf/testSEC.log") | agentSink("161.200.80.104");
hadoop2.cluster: tail("/root/flumePerf/testSEC.log") | agentSink("161.200.80.104");
hadoop3.cluster: tail("/root/flumePerf/testSEC.log") | agentSink("161.200.80.104");

161.200.80.104: collectorSource | [ { FilterDecorator() => FilterSink() },
collectorSink("hdfs://hadoop-master.cluster/panya/testSEC/","testSEC-") 1 ;

A15M5399U Pattern Ine SEC 611 HDFS
-4 FUSE wie Mount HDFS nnelé path /tmp/hdfs fefds

Ssudo hadoop-fuse-dfs dfs://hadoop-master.cluster:8020 /tmp/hdfs

© 1 Iimpcrt Java.ioc.*;
2 import java.util.*;

4 public class LogStreamiut
51
& private static final String BERD DIR = "/tmp/hdfs/panya/exp”:
private static final String ARCHIVE DIR = "/tmp/hdfs/panya/exp/log_archive";
private static final String FILENAME PREFIX = "error";
private static class LogFileNameFilter implements FilenameFilter
{
@0verride
12 public boolean accept(File dir, String name)
13 {
return name.startsWith(FILENAME PREFIX);
'
}
public static void main(String args[]) throws Exception
{
File archiveDir = new File(ARCHIVE DIR);

// Checkes whether archive directory is available to move log file to.
2 while('archiveDir.exists({) || !archiveDir.isDirectory())

{

// Creates archive directory if it has not yet exist.
boolean success = archiveDir.mkdir();
if {success)
System.out.println("INFO : Lrchive Directory is created.™);
else
{

System.out.println{"ERRCR : Fail to create Archive Directory.”);
32 System.exit(1l);
33 }
'

System.out.println("INFQ : Archive Directory is now available.");

while(true)
{
File folder = new File(READ DIR);:
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// Searches for files that match the filename pattern.
File[] files = folder.listFiles(new LogFileNameFilter()):
System.out.println ("INFO : "+files.length+" file(s) found."):

ff Owerhead time which is "Read After Write delawed”.
Thread.sleep(20000)

for({int i=0; i<files.length; i++)

{
String fileMame = filea[i].getName();
Scanner in = new Scanner(files[i]):

boolean isReadyToRead = false;
System.out.println{"INFZ : Reading "+fileName);

// Reads line from log file and print to stdout
ff If no line was read from f£ile, the file would be considered
/# as "Not Ready to Read”.
while {in.hasNext())
{
isReadyToRead = true;
System.out.println{in.nextline () .trim() )

}

in.close():

// In case the file is "Ready to Read",
/# reads it and then mowved to Archive Directory.
// Otherwise, the file will reopen in next cycle.

if(isReadyToRead)
{
boolean success = files[i].renameTo(new File (ARCHIVE DIER+"/"+fileName));
if{success)
System.out.println{"INFO : "+fileName+" is archived."):
elae
System.out.println{"WARNING : "+fileName+" cannot be archived.™):
}
else

System.out.println ("WARNING : "+fileName+" is not ready to read.™);:

LogStreamOut.java
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