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At present, a large number of forged websites were created to acquire
sensitive information that leads to a decrease in trustworthy in online services. To
solve this problem, W3C established Web Security Context: User Interface Guidelines
or WSC-UI to provide a secure design of a web user agent for web content access. In
order to develop a system that conforms to the content of WSC-UI. The developer is
required to spend time studying numerous contents of this document in order to

specify a system security requirements specification.

The objective of this thesis is to analyze problem issues and to collect
solutions from WSC-Ul and related knowledge for constructing web security context
patterns. In addition, security gsrammar was created to develop a prototype tool. It will

be used in defining security requirements for web user agents.

The web security context patterns were created based on the textual content
analysis in order to provide the content of each pattern element appropriately. In
addition, content completeness and conformance to WSC-UI by experts who have
knowledge and experiences in security area to evaluate for improving these patterns.
Then, the security tree was created and transformed to security grammar for applying

in a prototype tool development, which can be used to define security requirements.

The prototype tool was tested by experimental units for content
completeness between requirements created by manual and tool. The experimental
result indicated that the proposed tool can support user for defining more
requirements and faster than the manual approach.
Department: ~ Computer Engineering Student's Signature

Field of Study: Software Engineering Advisor's Signature

Academic Year: 2015



AnANISUUIZAA

nenfinusatuil dn5agarldrmernutismiondanewin fiemansnsd

a s

uAsAng niouya 019156MUINYINednus YensuveuNTEANeIASENFYAaZIIAN
Freliruinwinasiuuziuivianisidemdulsylesudsdunisusulgnilau

[

egniinusatuildnia soundinuivdluduivinis aunsldtialudeay diu
ANSITURGEAIUAINALALN Al AITRTU ANUWLART WAZANNTUTIDNN ST

FIWan vl wananunsasiuuIteaunseiUszaunadsanaziia ARIATN

YBNTIVVBUNTEAMAULNTTUNITADUINEUNUSNNYINULALA 5039180519758

d = 6

3. MIAG LateA o B85YT UTEEIUNTIUNITABY F09M1AN519158 AT, LATYET UIuay
N35UNIENTIRRANIETUNNINGIE T89A1ART19158 A5, I8 URYATI NTTUAITENTS
a a o av v v o Y] & 1 aa 1
AAINBURNUYTINgRY Nlansanaaziiatlidwusundululssloviogntwianis
1398 Taudadainardiuiuniw waziansunllenvgniesuazasuaiu welv

Weinusatuliiinunnuarinuauysaidau

YBUVBUNITTAUANIITTIUNIATIYIAINTTUABNTIN DT PUIAINTUUNINGITY

Y

] =i a £ Yo Al I
NNYIU NUTEENSUTZAIMAIUFOUNATLNLITY

YBYBUAMANITN IRV URNITIAINTTNTaNARIS d1mSuiuila anuviaaly

| YA

ANMUILLNED Wﬁ%mxﬂwﬁ'”Uﬁuisﬁummm% warvaaznanvioumihenaasdunis

1
av Ao

nsvaaes iliideidnsegadivle

v
v a v s (Y

ANUENSIVeINIANYIATIUITeveaiialinaenedunsiia aluyy daisdu

=3

[

Tduan mu:maLauuavlummmmLiaaﬂml,aamﬂﬁmmmaﬂa 7 d1Any mﬂmaumwaq

NIy LAULanIy E]EJ’NENU’]EJWQUS? Farus Um0 waru1efingn @99NUs 115A0 Nue

Y

lontalunisAnwiseluszauUTygrumTudn Lagu1sa1Inamiun F99Mus Nasy

o

atuayudidelunng du sedslinnusn amnuoudu uasiidslasgreibs dilusumnd

1 a1 =

LLﬁ%EJ']iJ?jSULLﬂEE JYLEUDUN “UE]GUE]UWT“@mVIﬂﬂJ@VIﬂFL?\]VIﬂaEJW’J\‘iIEJLL@“"M NakieNIN RN

&l

WHomds Tnoanzunesuing Tusesiaeslidusnuluniswauiadesiledlsniny
geane danalidiniusy auaudnsalalusui awwﬁé’%’wi’uﬂuaéw@a’h
Ineninusatiudezaiiusatunala waziduusmsnduliannsiauiguimnssy

FaNawIsHal



UNAATDN VIV ..o 9
UNARTDATE VTN oot 3
AN TTUUTEN o veeoeeee s 2
BTTURY oo %Y
BNTURYATT N et h
AVTURINTI oo oo oY
a °
una 1 UTU N ettt 1
1.1 DA ZAINEIAQUUDIVUMY oo 1
1.2 IOQUTEAIRUBINIUITE oo 3
1.3 YBULIAVDNIMUIVE oo 3
1.4 TUABUNIIAWTUIIUITY oo 4
1.5 UTETHUUUDINIUITE oo 4
1.6 1A59a3 19U UDVTIUININTNWUS ......ooooooeoeoeeeeeeeeee e 5
a a av a a 19
Ui 2 NOUNUALITUIVYTAG IV oo 6
2.1 NQUHATDIAAIUITTNGITO v 6
2.1.1 AMNIINANNABINTITONALIS (Software Requirements Engineering).....6
2.1.2 AANTTUANULUAILAZANNFADINITAIINLIUAY (Security Engineering and
Security REQUINEMENTS) .....vuiiiiiiieeeeise e 7
2.1.3 USunanuiiupadaiu: duuzdndiuseuszaudld (Web Security
Context: User Interface GUIAEUNES) ..o 10
2.1.4 uwUUFUANUITIUAL (Security PAttEMS) ......uuueecceceeeceessssccsssscsssssssssssssss 14

2.1.5 JipuLen (Backus-Naur Form: BNF) wazdUtduten (Extended Backus-

NAUE FOIMN: EBNF). oot 16



2.2 CVUITUTIDEIUDT oo e e 18

2.2.1 Mmifmuaaudesnsautuadasldhensaivesuusuauiuag

(Defining Security Requirements Using Grammar of Security Pattern) 18

2.2.2 wuuguanudsansanusiua: anudilafmansilomasfaUzuvianis

L?UEJ‘L!LLUUE‘LJ (Security Requirements Patterns: Understanding The

Science Behind The Art of Pattern Writing).........ccoooevevevieveveiicceee. 20

2.2.3 M59ANSUUUSYU (Organizing Security Patterns) ......coccccccccccccccccccessessecs 20

und 3 maa%ﬁqLLUU;UU%wmmﬁumLGTNL"‘JULLaﬂ’Jmﬂszﬁmmﬁum ................... 21
3.1 mﬁLﬂiﬂsﬁimaa%ﬁwaaLaﬂmié’mﬁagmae‘?ﬁg% .................................................... 23
3.2 MIAFUUUFUUTUNANITUANTITU oo 25
3.2.1 mﬁmeﬁm‘famLaﬂmiﬁmﬁagLaa%giaLﬁaa%f’mLngU .......................... 26

3.2.2 M33EUANUANTUSAIETUVBIUUTU e 29

3.2.3 MITBYIATIATNAINTILUBIUUTU oo 29

3.2.8 MINIUABULATUTUUTIMUUTU. cooovveiieiiiiiniiieiiesieissiiesisssssssssssssssssssssssssssssnees 30

3.3 NIASILEMNTUIAVIUIUAY oo ers e e eers e 31
3.3.1 N5 IUNUANEUIIAVILIUR oo 31

3.3.2 11551 IEMNTUIATIIURL oo 32

3.3.3 N1SNIUAOULIIINTAIATIUIUAL. oo 34

3.3.0 MIATINABUANNALVAALHAYBS B NTAIANIUAT. 35

3.3.5 AMTIATIERANUANNUSAIWIULIBINTAL oo 35

3.3.6 NMTIATIZHAIUANNUGTENINIIINTAL oo 35

unil 4 MTUTETULUUFUUTUNAIITUAGT NIV, o 36
0.1 AINTINVDINITUTETURUUTU o esessesssses s 36

4.2 I UTEAIAVDINITUTEIUMUUTU 1o 36

PN



Wi

0.3 ATVNHUNTTUTEEIU e 38
R o S, 38
0.3.2 WUIVINDB.oooerreveeessssereseesessssese s 40
4.3.3 MSIAAIUTUANUIENIAGD eovoreecerrrsnieerresneennesesssesens s 40
0.3.8 JaFeTIAUNTUTEIU e 40
8.3.5 FFNITAUTIUT IO v 41

G4 ATANTUATTUTZEIU oo 41
0.5 WAMMTUTTEIU oot seessss s a4
8.6 NITIATIEIHANTTUTTEIU oo 49
0.7 ATURANTTUTIIIU oo 51
unil 5 5UsENALTENNTAIABITUAS. 52
5.1 MTAIBANEY oo 52
5.1.1 5UIANTDLANNTOTNG (E-BANKING)......eeooeeeeeeeeeeeeeeceseeeee e 52
5.1.2 svuudseariosinuazifioadu (Rooms and Flights Reservation) .......... 52
5.1.3 SYUUAURLIU (WD BIOWSET) ..occvvserrrerseerssersssersssersssesssnesssnesssneren 53

5.2 WU sUsEgnAlF e NTIIAIEIUAL 53
5.2.1 msﬂ’wms%’ﬂmmmﬁ’uﬂwaq%’jmudqmﬂizqﬂﬁﬂ,%ﬁ’uL"‘JU ........................... 63
5.2.2 FATUONUAEANTRUTIUIUS 1ot 66
5.2.3 WMATRNAAFVIUAN TN e 69
5.2.0 FoFTNFIUATINIUAY oo 71
undl 6 NT0ONUUUNALRALNATOIIOFULUY 75
6.1 AUFBIMTBIT e 75

6.2 NMFOONUUUANIUADATINVBIATONMD 1ovoooeeeeeeeeeeeeee e 7



6.3 1ATIATINITTAMUTOUR e rrerncrrserrsernsesnseensesnsess s 78
6.0 \A3DTOATUAYUTUNTNALY e 78
6.0, 1 A TUTDIF DT coveoeeeeeeeee oo ee e e e s e e e e eee s s ee e ee e 78
B.0.2 P VB NI YT corveeeree oo eeeeeeeeeeeeee e e e e ees e e s e e e s e e s ee s e s e ee s reeeee 79
6.5 N3l 81N50IA NIRRT UAS DT ORUMUY oo 79
6.6 arunsivuaAudesnIsauteulyneun sl ngal 79
6.7 NMaULALEILABUTEA UL IV NATOBIOAUNUY oo 80
6.7.1 MITETMTITUTTUU v eeee s eee e eees e eeeseeeeeeseens 81
6.7.2 AT VAN T OTINTT oo eee s s eeseeeees e ees s eeeseeees s eee s eee s 82
6.7.3 A1TVANTITTIIATTAIIHABIN T eervereeeeeeeeeeeereeeeseeeeeseeeeeeeeseeeseeees s eseseeesseeeee 84
6.8 NATNAAOULATOMIORUIUY oo 87
unil 7 ANTUSE A UNAENETLGINATONID o) 88
7.1 ATV IIRUNTTUTEETU oo s s e e e s es e 88
7.1.1 QAUTLAIANTINARDE covvvvreersoneienseesesssesesnes s 88
7.1.2 Aevsges.. CHULALONGKORN. LINIVERSITY. ..o 88
713 TUDUTIRDB oo e ee e e s eseeee e 88
7.1.0 NaUINITRATTUNHANTTUTEEIU oo 90
7.2 FUROUMTTUSEIU oo 91
7.3 BN ITVRRBG oo eeeeeeeseeeeeeseeeeeeseeseeeesesseeeeseseeeees e eeeeseeeeseseseeeeseeseesseeen 91
7.0 AT AT IZANANTTVIRRDD oo eeeeeeeeeeee e eeeeeeeeseeeeseeeeeeseees s eeeseeeeseeeeesen 97
7.4.1 nswisuifisunadndmnudesnisvesnsaianed 1 Aulensal 51
ANSHUNALAZNTIANITIUSUTOIBDEANTOTNG oo 97

7.4.2 MSUSURgUNadNSANNABINISURINTMANEIN 2 Aulennsal 71........ 98

&



7.0.3 ATTUTZARUADIUTIIWOLD oo 99

7.5 ATUNANTTNNADY oo 99
undl 8 ATUNANITITY oo 100
8.1 BAATUUDIIUITE s 100
8.2 YD IIAUBTINVUIVY oo es e ees e ees s e s e ees e e s eee s eeeeeee e 102
8.3 NUIDULUBUIARN covveoeeeeeeeeeee e ees e e s e eee s ees s ees e ees s ees s eeeeeeeees 102
8.0 HATUANUNI NI TUINGNTINUS oo 103
FUHIATTONIDT ceoeeeeeeee e es e see e e e e e e e ee s ee s eseseeees e eseseee 104
APV e eemeeereeenseeseen et g R i e eemesersseraseesseseerassrssenes 106
AIANUIN N qugﬂu'%wmmﬁuﬂu%aﬁu .................................................................. 107
APRWIN U TIINTAIADIUIURT. e 157
AVANUIN A UUBDUDTU oo ee e 195
A.1 quﬂﬁmﬁummaumqamamaaLLUUEUU'%wmmﬁumLs'?m ....................... 195

7.2 wuulszdiunisnagouinsesiodmiusmuaanudoinisautiuag ... 198
AMARUIN § FIEANTUTUUTIUUTU oo 202

QU

UTETADIUINITIIUT oo 207

PN



UV MR

Ve
P31 3.1 DadUsznaukazmsldinveatiomvesuuuzuTunausunndatu .26
$13797 3.2 WUUTURITUONANUIUASTUIUAS o 27
31l 3.3 tevenenansfuibageatyleduunaundnuinnsnnutuas. ... 30

N % Y ¢ A o/ Y ¢ a v 4 &
A19197 3.4 dEyanuil 9o LLﬁgﬂ’J’13J'1/13J’]E|6U@QﬂmaﬂHmWIﬁULLNUﬂWWG]UI@J?YJ’]@J@JUQQ .31

p3197t 3.5 lensaimmsiunsveshiuonmasnwarasiunsiuruds ... 34
P59 4.1 WUUFUAZNTNTEDNEVDITIUIUN s 38
P15 4.2 oy TosHUTOIIUIENARDY. .. 42
13797 4.3 A1TNMTIANAUNARDIUALNTLNOVOEIARD o 43

15199 4.4 wan1sUszliusrauauiuremthenaaesiisenuugluselade.....45
a a % I Aa a o
M50 4.5 AvluuiedeedadevewmiiennaesilneluugUusuNANLETUA ........... 50

a v e ‘:4' a a a ¢
AN 5.1 5189A15ATUFDINITUDNNTUANYIN 1 SUIAITBLANNTDUNE ooveeeeeee 54

'
=

AN5197 5.2 5189N1SANUABINITVDINSMANWIN 2 SLUUA1TDINDINNLAL A0 ......... 57

19197 5.3 519N1TANUADINITVBINTAANYIN 3 TEUUAULIU oo 60
a Y A W =~ A v ~

AN 6.1 HANSNAFDUNTNNVANVDHATDILDAULUUANUNTEINAFDU 1vvoeerers 87

N v ¢ ° Y Y A o y) e ‘:l' ~ a v o
A15199 7.1 HAENTNITNINUAAINUABDINITANYUDANNTUNTUANEIN 1 LUSULNEUNUAN

'
v

ANARTITIULIININTAL 5L e 91

AN 7.2 NAAWSNISANNUAAIUADINITAILDFNNSUNTURANENA 2 oo 94
d' d' o ¥ a =3 ]

AN 7.3 5EELANIT I UNISAIINUARINUABINIT WAL ANUAALALYDINUILNAADY .....96

15199 7.4 seiuauiianelavesdlintneinsodlaidusietote . s 96

A5 7.5 HAANEIINNNTINUAANNABINTVRINTARN N 1 A1nuuugd 51 melle

WALLATBIL DS U UNUBIAUSENBUVBIIENNTAL 51 oo 97

= v & ° v e d' Y N
BTN 7.6 NAAWIINNNITNNRUAAIUADINITVDINTUANWIN 2 "U']ﬂLLU‘UE‘U 71 M8UD

WALLAI 993 DUSUMBUNUBIAUTENDUVBIIENNTAL T1 oo, 98


file:///D:/Dropbox/THESIS/%5bAfter%20Defence%5d/Final_Thesis_5570497621_V2.docx%23_Toc456807944
file:///D:/Dropbox/THESIS/%5bAfter%20Defence%5d/Final_Thesis_5570497621_V2.docx%23_Toc456807945

P13797 0.1 wuugUasauALasmIInNTlUsUTeaBENNTORNE 107
P13 1.2 WUUTUTERUNISENANUTUASTUIUAT 113
P131971 1.3 WUUFUUTTLANTTUIINNSENEIPNTUASTUTUAS 117
p131971 0.4 wuugUnsIamsaaumsaideRawanadestu 119
P37 1.5 WUUFUNTAFQYIASAENYAL - 123
51971 1.6 WUUTUToNALERIUTUNANLTUANTINTU 126
#1919 1.7 WUUFURIBUBNANUSUASTUTUEAS 129
997l 1.8 WUUFUNSIANTITUAE N TASTRYUIUANURANAR oo 131
51991 1.9 WUUTUNSTELEUABUTZAUEIFATY oo 134

15797 n.10 wuugumstesiudmduenanuiuasainnisaondeulaeiioniiu ... 137

3197 1.1 wougumsdansfuauaulavosfla 139
571991 .12 wougUdusieyszaulusunsuuszgndveiunuglaiiu . 141
P31 113 wuugunmstiostunislaufiszmrinamssneeusiunsduuds . 144
P13737 1,14 WUUFUANENIAITUNNSATITABUAATLELUTUTON oo 146
M99 115 wuugudertssyidumsinnsanlufusesiiundofo oo 148
31991 .16 WuUgUNSlE80n 11555 ATINOEIUTBTAY o 150
5197 117 WUUTUATBIETUMITUTUAOU 151

M13999 .18 wuugumsldsiuduseninduivselasuuseiueasuuaglususosiisin

NIATIVABUAIIUFUMRFURE ..o essssseesssssssssss s ssssssssssensssasenns 153
d' 4 [ (Y] I3

A15197 0.1 1IgINTAINITIANITLUSUTDIUBITU oo 157

15197 2.2 laensalnstvunszAuauluaweInIslisuse UG LRUINISAU ........ 160

A15799 2.3 1e1nsaln1ImNuAUIELANYaLIUIINNITINEIAUITUAITUIUAS ..., 163

A15199 9.4 1e1nN5aINMIUEDNN1TINNISTDRANAIANLAN VU ULTOUADNITT N BRI

TU AT UYUBN oo e e e e e e s e e e s s s s e e s e e ee e 165

BN



(Y L3

5797 0.5 18150015 AF U SRAENUAIVBNTU e 168
M99 0.6 hensaimsimuadeyaiuduiiAsdesiuuiunausiusadadu ... 171
p3197t 2.7 lensaimsimuneudesmsvesiituenmssnwasiunstuuds 173
9157971 .8 128N TINTIANTTORANAN o 175
113737 .9 hensaimsimuamusiosnisdiusoysranuglilass ..o 177

157991 .10 hensalnisivunanudesnisdmsuauieUssanudlinannsamuny

Tolaetom I uiad a9 uNISAD AU URITUDNAIIUIUA oo 179
M1579% .11 1281308015009 1TAUANTUUREURUS oo 181

AN .12 ias;rmiajﬁwummméfaqmié’mmmﬁumﬁm%ﬁ’m%'ué'hLmugﬂ%ﬁw

50ISUAIUADUTEAMULUTUNTUUTZENR oo 182

A15197 2.13 Lensain1staatunsauRsEnItanNIsitausanIsSNYIANUITUAITY

1NV OO A0/ A 70, -~ -4 SO SO 185
-'-NI '3 £y = %

A15197 2.14 Lignsainnstaanun1stlanmni1sns19aeuan e luSUSTOd e, 187

A15799 2.15 hennsalnsimuatesniiulunisuseAuanusiuasua v oo 188

M5 .16 hiensalnsivuateyasnanualiaennaeaiulanmINmas. ... 189
-'-NI '3 o 4 o v % =

A15197 .17 Le1nsain1sANUATDINNAYDIUDAIIUDADU oveeeeeeeeee 191

v v L3

A1519% 2.18 hiennsalnsivundnnusadnwalveaiuniinsildsundaailem

FERINNITS NG NAITLLIUAGYUUUED oo 192

M5NN 4.1 598NTAHULLMAENMTUTUUTIMUUTU oo 201



GUEITATR Y

AN 2.1 SURBUIENNGIAINTTUAVIIIUAL 19T e 8
AT 2.2 ATOUNUNITAZ 1IN TAIAIILTUAT T18] oo 19
AN 3.1 LNUATHARNTSUTUNOUNTANTUNITITY oo 22
AT 3.2 FreghalomF i uennsNEIAUTUASTUIUES (2] 23
At 3.3 suuuuddlumsssydetiduvesenansiubogeatyle (2] ... 24
A 3.4 g“dLLUUﬂ’ﬁﬁmuﬁwmﬂuwﬂmiﬁuLﬁaqwae‘?ﬁgﬂa 122 T 24
AN 3.5 Imaa%ﬁammﬁﬁumiﬁmmﬁﬂmaﬂa’ﬁé’uL‘t‘jyaqt,aa%qla (2] e, 24
Al 3.6 amumszﬁaﬁ’wammﬂLaﬂmié’mﬁagl,aa%gama G P 25

AN 3.7 bUN AU LIANLTUASEI NS UANUAFITUBNNITSNYIAMUITUAITUTUAS .32

AN 4.1 AMNTILVDINITUTEURUUTU s 37

AT 4.2 ANUEUTUSTENTIMUUTU e sessessn s 39
= a s 1 a v a =]

A 4.3 UNUHTLIASANARETEAUAIUAATIUYDILUUTU oo 51

AMNA 5.1 A29819015U58ENALTLIEMNTUAIIUDUA oo 53

A 5.2 nM15Uszendldlensain1sdnn1stuSUTONIU s 64

Al 5.3 madszandldhiensalnsimuaauiuaweinsdeuseiusnsiv .65

A A 5.4 nsuszendldbisnsalimuaUszanesiuannssninuiuaty

DB e 65
a 6o a Y, Y a

AN 5.5 ﬂ']ﬁﬂing‘ﬂﬁ]ﬂlﬁgl’JEﬂﬂimﬂqwu@V]'NLa@ﬂﬂqiﬂﬂﬂqi'ﬁamﬂwaq@ ........................... 66
PN 4 Y v o 3 I

A 5.6 nsUszendldliennsalnisdeday RSN BaIONIU oo 67

a i 5.7 nmsuszendldbignsalimuavesioyaiiufuiingidesiuusunanuiung

B3 oo, 67

A9 5.8 M3UszendldhiensaliMunaufoIN1TveIiituennssn¥IANL ALY



A9 5.9 N35UTEENALE LI INIAINITIANITVORANAIRN oo 68
A9 5.10 NM5UszenaltliensalimunaduaaUssaUElTlAT s 69

A9 5.11 msussendldhiensalimnuediusieyszaugldnanunsanivaulalaeiion

A9 5.12 MsUszendltliensain1sUesnslauAR UUGEURUS oo 70

A9 5.13 nMsuszanalihiensalimuediurelssanulusunsuyssyndvesiaunugly

i 5.14 nmsuszendldhiensalmstesiumslaudmeluiusesseninamisiveuss

NS IADTHIUAITUYUE eeiviviesieeieiessississesssssssssssssssssssssssssssssssssssssssssssssssssssesenees 72

A 5.15 nsuszendlghiensainistesiunislaufinisesivgevaniugluiuses .72

A9 5.16 nsuszenaldhensaifmvuadosniulun1sussAuaNUTUAIUed. ... 73
a ¢ o v v v ¢ ¥ Y a

i 5.17 msussendldhiensalivundeyasnanvaliaenadesiulanauess ... 73
a ¢ o Y o w ¥ Y A

A9 5.18 NM13UszendldliensalnIfmuntedinretoA I LINRDU e 74

(% L3

A 5.19 nmsUszandldlensalimuedyaudndnualvesiuiiiinnsdsundas

B DY oo, 74
a A A v
AT 6.1 WHUANYAATYBUATOMOAULUU ooeeecerrcmneennererssessneessenesssssnsessnenees 75
AT 6.2 A01UASNTTURUULDLATUDITLZUURTULUY oo 77
AT 6.3 WNUNTNARIAVDINITIANUTOYAVDITEUUFURU o 78
dl d‘ 2 o % v 6
AN 6.4 BEUNINLATDIINTAD UL LAAIAIANUNIT LIRSS 80
M 6.5 WHUAWIULA I INTULAAEIUADUTEA U LTVDITEUUAULUY o 81
AINT 6.6 TUNAVTANATULTYETITU oo 81
AN 6.7 NUIDVANVDIATDILDAVUAAIUADINITAINUIUR oo 82
AINT 6.8 UUNDDEINTUBTIIEATINT crooeeeeeeeoeeeee oo 83
AT 6.9 MINADEMTURARITOLALATINT coroeeecrrrrreesnecnrnrsssessesssresssesnsessnenees 83

AN 6.10 MNVBEMTURALUTOLALATINT 1o 84



AN 6.11 UNUIRDANNASUMIUUATIEANTAILABINT cereeeeeeeeeeeeeeeeeeeoeoeeeeeeeeoeeers 84

Al 6.12 niiveuanaidoulunoun IstHULENNTOT e 85
AT 6.13 MENIOF NS UTANITIVINNTADIIROINTT oo 85
AT 6.18 ATNDOE AT URALUAIILT DI 1o 86
AT 6.15 ATNDOEATUUTEEULATINT oo 86
AT 6.16 MENI0EMSULIOONTINITAVILTDINTT oo 87
AT 7.1 ANNT VLA TNAGOULAZOWIO 1o 89

Ao

a a s d N A N !
ATNWN 7.2 LLN'LJQ@JLi@’]iLLﬁﬂ\‘iﬂ%LLuu@UWNWﬂW@Iﬁ]ﬂJ@@I}ﬁGﬁ@BLQ@UW@J@@LQ?@Q@J@LLG@%



U 1

uni

1.1 MuwazanudrAyvastym

Yagunisldanuiussuvesulalidiundiunuinduegaunnludinusedriuvesily
Hesnngusznaunsalngvenedemnmsiideyaduduwazusnsiiuiuleduniuiie
o ' Yo a v Y =2 & & v 1 1 LY Y <
g1ULANNARAINUALTUUTNT laegldannsaddaivleddanasuiunugldiiu (Web

User Agents) fiinsiauugunsal wu peufiamesdiuuana nsdniiiadoui 1lusu 3au3nis

]

4 v

viUssaniinnuindusiesdesvetoyadiuunnangld wu nsvigsnssumedidnvseiind

o Y v v [

a v v a v & Y a a v oA A v g ¢
Mldaesindrdeyanungardnsiasinluduivledglvuinisngldivene wiivlydn

U Y Y

1
v A

THusnistuiinnundedewdfdionsnnifutmunsvesnisuasnaremsdunesiin
(Phishing) TngiinlasnssudoyaairaivledUasutumannisasnideuiusuuuy iiledonis
Tiglivasdouazihdoyadiuyaraingiulaoy Snviedad Tusunsuussgnduuivsiuou
wnfleenuuulasusmnnisiiliadofmuadiuauiiuas SuitWautuissindesn
1nsgIuAusiuasueaiu [1] neliiAntedlnisuidssonisgnlandliAnmnudemenn
svvulaofliuseasdd Sniomndoyadiuyanavesflignlasnssululddelnaniede
219 INTsUTUARANUFBLALITUAT azdanaliauieuvesgldlunisldusniseiu
szuvesulatiantoraslioudsenidnnisldonludian suilosanglivarudesiuluay

JNANYBITEUU

N13a519UTUNANIUANTAIY (Web Security Context) Tnsdaunugldiivuans

Y o a v v Y dl v @ Q9 ¥ 1 v | A
SﬂallaLLagaQﬁwjmqmﬂqiLWQUﬂEJ@’]Uﬂ’J']ﬂJQJUF’]\TLﬂEJ’Jﬂ‘UL?Ul%mi%LLﬂEﬁm@WiqU YU LUD

Y

¥ L2

Auleangldrideinsdelddnisidisiadeyaiiesnwininudunsturudina dunudlday

d
LARILAUTUMLS (Location Bar) selalaiduniunnssananmzniiioudaiiounissnu
ysaunmwessyuy Wedlddunaiiunnuiiadnddendn gldamisafiansanuazdndula
sniannisindefuiuledfidesasds enulasadsvesteyadiuyana drowmni
Aadladiiureusesifion vieduidagarud (World Wide Web Consortium: W3C) 1w
psAnsAfmuaNInTgIuA U Ty Selditaueienarsuiunanusiuaadaiv:
AuugddiuseUszaugly m%aﬁmﬁagwa%gla (Web Security Context: User Interface

Guidelines, WSC-UI) [2] Imm’miwﬁﬁmiﬂﬁﬁ’aﬁL“fJuLﬁﬂ (Best Practices) lun1suansna

U3uneuliuaudeiviiudiudoUszauvaaiunug i welinsidfadeniivuay



| 1 [ 1

daudayadiuynraamefwnugldiuduldegadinudasade datuniseeniuiiie

Waundunudldiulae A dfausunanuduandaivaraiuayuanuiunueseuuns o

fuasautulaliungldlunisldaussuy

Amnssuanusesnsgendwistiedunsruiunisdidglunissiusiuanudesnisin
Aeneidelilsundsterimuamnudesnsseniuildlunisoonuuuuazimunszuu Tng
ArudeInsuutliidu 2 Usuian Ao Anudesnisdantifl (Functional Requirements) wae
ANuABIN5LT9RAAIM (Quality Requirements) AImFBsINIIF T fidnuaA a1
Tunsusssnanamuminindnvesszuu lusasiirudesnsidsnunnimunauadives
sruvsuauayuliszuuvhaunamihinén anddinanudng1n BasufURdude
Tuenansduidaiadyleffinauszasdiiieantaslmifidsionislauf Ssaonadosiuaiy
Fean1senuAiuag (Security Requirements) n@12e AMFBINIIBIAMAINUTELAN
nilsfifoafostunistmunauiunswesszuy faduiamuiastrunaudosnisdu
fuaslaglénszurunisanudesmsanusiuanielidunugléivivmunduldmuun

U UAnmvualagduilaganu®

31NNTANYINUITY [3, 4] lafnuaAINABINITVeeTeuUmelITinsevikasasy
ANABINITIINLLENLENATUINTF 1INV U Uaga LT uiIEn1sAsna1lanadnssens
ANNABINTT WAEIIANITNIUFRUAIINAT DALY ENaNTUIATTINVRI A ULTALAINT NS
Faaglugvuuuniensdenisihanldglunsssyanudeinisvesssuunadnefesiu Turaed
mslduuuguanuiiupsunisniusiumaeasidenndewmudsuinuiymazdaelmenaisi

‘NI 1 o ¥ 1 o e vV
sUsuumangausion s lUUszgnaldau winsmnunaafeinsankuuUeasnisly
Frdrulngdadunisdnaenuaing [5] inszaviuanuide [6] fsadbheinsalanuuugy

musiunssuduiugiuvenasesiiodmsuimuaniudenis egalsinuaudenisi

'
a

anunsanIudeuAAseemullgunnsguvesiuilagauddadudenvionig

v £
LY (]

AUUINUINS TN US U 9]

[

s A a ¢ =3
nUsrasAliadnsgiyUseiautymuassiusiunaaay
menarsauilagieadyleleglusiuuureauuuziusunanuduandaiv wazasng
TgnsalanudiuasdmsuinuinIasdisssyanudeinsauiuas e atiuayunIseanwuy

wagimmwug i aulaenadesiuenatsauilagoadele



1.2 IngUssaAvaInuidY

1) WelinpissiulymuasnunuranasilioaiauusUuiunautiunadai
Mnenasenastulageadyle

2) leadihiwnsainnuiunsdmiuimuanudesmsaasiuasvesiauugliiv
MnuuUgUTIANaualduuiiaenndesuenansfulageadylo

3) ileafruniesdielaotihensalanusiuaadiliinuszendldlumsssyanasiosnis

AuduasdmsuRuugld AU

1.3 YaULIAVDIIUINY

1) meiteiinanduenasduiiageatyle naiomilasihainlnsgiaddlensa
NNl 57 vesenansianan vadedsil
enanssuidageatylound 5 msthmsdnweusuasiurudandssgndldiuiu
(1) Msdansuazansaumavadluiuso
(2) Yssuamveanmsinwanusuasturuds
(3) \iomma
(@) Goulytofiawann
enansiuLdageatylound 6 Miuenuagnisiiufduius
(1) nmsdidyausndnvaiuazersailinda
(2) asaumAUIuNANTuALILAL
(3) fduenmasnwaiunsduyLs
(@) nsdanIsURRANAIALAZNNTEIE Y10
Laﬂm'ﬁﬁuﬁagt,aa%glaumﬁ 7 wmeiafigadmsuan Ly
(1) mesnwlasuiumiuiuadiusngiaue
(2) Fesrldlidemidunauiuiuidvonanuiiuag
(3) M3dansfiuauaulaveyld
(@) drsiodsvanulsunsaszenafimeluiidomiiu
enastuiagioadylound 8 defilafunnusuag
(1) mslavfedrsiedhilurar Sudunsiuiduiusiunmssnmaruiunsiuuds
(2) anuaumallun1snsIvasuanuslususes

(3) Tususesduduissdnanwallildnnusiuna



(@) msliFonisssivnegiudelaiy
(5) AN NFDY
(6) MsnauszninsluiusesilafudseAuatuluivseauazluiusosiiniunig
MTIRFDUANUAUMAFUHS
(1) demiiuuuunatreaasuudasnmuaudismuauiuag
2) hensalmnusiunsiadseglusuuuuddidues

3) hensalmnuduasdmiuszyaufsinisauiuanduniesinguintu

1.4 YUNBUNITAIUINUIY

1) spyiinnuazanuddnuesnuide

2) Anwmauf esdmnuy waranAdeiiAutes
3) nneilasaeenenasiudagioatyle

4) a$19 Ussily warUSudguuuguuiunanusiunadaiu

5) a¥a Useiilu uavusudgdhennsalannusiuag

6) WaneSeslosuuuudmiuimunnifeinisausiuasnisanliensal
7) vagousazinsziumufianelavesilififireinesile

8) ajUnauIY

9) ANUNUALINIUNTNANUNIIYINTFAIT TV

[

10) IAYINGIDNUS

1.5 Uselgvivasanuive

a o & & do o = <
1) wuususunanuduaudadundiauausznauniglilon1ainnissiusindseiau
Uaymuagnalasnienarsauilagioateleeglusluuunivesnonisiny
2) nuddglaaiehensalanuduasdmsuaiiuniedliossyaufenIsALuAg
@ Y=
VoI T IU
3) sesiladunuuNNauITuIInlieInsalauluAd RS UaTUaYUN1TIEYAIY

Aosnisanusiupswessunugliivliaenedasiuienaisiuilagieadyle



1.6 lassasr9vaaiovluineninus

v

a a s w A= 14 & 1 I X
Wenusatuiiilassasevesiomuuseanidu 8 unaal

unil 1 nandenuikazaudfyesdyni WgUssasd 3aUlun TuneY waz

Uselgruvasulivy

[y

A = d s % a a a v
UNY 2 AN V]QU{] aﬂﬂﬂ'ﬂqllz LLAEIMTUIYNLNYIVUDN
undl 3 namtesgazBunnsasiauugUuiunauduasuazhiensalnuduns

Unfl 4 na15aN1sUIERNLUUIUUSUNANTLALT R IUTII LEURRIEN TNAR O LA

Tuitnwa wiouviaUSuuaumuusUnuALueinnNg eI aauaLdung

e{' PR ¢ o Y e v
unil 5 nanatamsussendldbignsalanuiuadegldnsafnuuasuanudunianis

A5lPUNTIT18N1TANNR NS IneRU LTINS A

N9 6 NaNBINITERNLULLazRRLILAIadasuLuUNugIuleInsala LAy

ﬁﬁUﬁHUﬂ’]iigqﬂ??ﬂﬁ@\‘iﬂ’ﬁﬂ'ﬂﬂﬁﬂﬂﬂ

‘:1' | = a U sad v 4' = = a Y ‘:4' Y]
unn 7 ﬂa’]'ﬂﬂﬂﬂqiﬂﬁgl&lumaaWﬁVll@ﬁﬂﬂLﬂi@ﬂll@I@ﬁlLUﬁEJ'ULWSUﬂ?WN@@QﬂWﬁWEﬂsﬁ

v

JEUMElanazANABINTNTEYLnLAT04He

UNil 8 NANMTIUNATUV0IUITY 19911AYBI9IU HUINTTHBEEAIUITY LAY

-4

UNAMLABINISNLASUNISANUN



UNa 2

= av dd v
VIi]‘H{]LLﬂgﬁ']U'JQE’JVlLﬂEJ??JEN

NuUINEINUSLAAN¥INaNNIIAITEIRUIMINTTUAINABINITFONALIS iDL
LPunetaseynufeIn1siaenndeIiuenNaIsALEEdIIUANIUAIIBITE UL tN8TIUTIY
HawaglugUiuuvaawuusuanutuag azasielieinsalainuuusudinaniiieUssenaldlu

LATDIDATUAYULUIAIUAAFAING

nuifiAgadesdulsznaudisiAinisuainudesnisgenduls (Software
Requirements Engineering) IﬂEJLQW’]memSﬂJmmﬁumLLasmméfaﬁﬂ’]ﬁﬁﬂummfum
(Security Engineering and Security Requirements) #131384184AA311331NL8NA1SUTUN
AusuAud s u: AurtdiuieUssaIuglyd (Web Security Context: User Interface
Guidelines) LLUUE‘Ummﬁum (Security Patterns) wagdUiduien (Extended Backus-Naur
Form: EBNF) 3ssiosanaintidusen (Backus-Naur Form: BNF)

a v

wonnieznamiuiseiiedes dun nsimunmudosmsautuadagld
lrg1nsalveauuy 3 I IR :ij’u A4 (Defining Security Requirements Using Grammar of
Security Pattern) LLUU'gﬂmmﬁummmLéﬁ’ﬂaﬁﬂmamiﬁy@mé’qﬁaﬂmmmivﬁamwugﬂ
(Security Requirements Patterns: Understanding the Science Behind the Art of Pattern

Writing) uagn159An1suuusy (Organizing Security Patterns) lagiliilenieail
= ¢ ya o %
2.1 NgufuazasAnuinineates
2.1.1  AAINTTUANMUABINTVONALIS (Software Requirements Engineering)

JFNIsuANUABINITTENAWISITUAIUNT B TIFINTTUTONAWIS gnivuaduluge

N13L3UAUVRINTEUIUNTRAILITONALIS Tnaligavuielunislaundeninusenisaiu

be

NITUIUNTARTY [7, 8] el
1) MSNUTIVTINANNABINTS (Requirements Elicitation) tunssuiun1siiaieds
AUABINTITBITEUUIANNRE1LS wazanuastle Inedigauszasalunisinudeyaiieias

lUlglunnsmvusninfivesseuu



2) MTAATIERANABINTT (Requirements Analysis) LHUNTEUIUAITIHATIEIAIY
dosmslaedilsdeifndesiuszun whinmshauvesssuu nulufsannzwndonves
nsldausEuy

3) msdmvideiivunau@eans (Requirements Specification) 1unszuiunisiy

msdavienansiisyydomuunvesszuy luseazidonvesssuunasimundu Jadunadnwsi

S|

AR NlAINNTEUILNITIAINTTUAILABINITTONALIS

4) N13NTIVAUAIUAUMAAUNAAIIUABINTT (Requirements Validation) U1
NITUIUNTATIVAOU LagVIUADUAIINYNFBITaIANFBINIsTIivi I sadilale &

% 1% I3 Y Y A 1

AdEenAdes AsUNIUL lWUlUANINATEIU wasanudBIn e livselyl

5) NSINNITANABINTS (Requirements Management) LIUN1SUSMISATEUIUATS
FFINTTUANNADINITYONAWIS ATUAN AUARMAINKALAIIUYNFABIVDIANIUABINIT NITHER

v a v Aa = .
ANUFRBINIT HABAIUNITUSUITANUABINITVINNISLUABULUAY (Requirements Change)
a v ¢ s & ~ aa °o o

NTEUIUNTIAMNTTUAUABINSgNALISITUN ST UIUN snilandaud A lunis
Wauwendwds Anulananviseruldauysainfalunssuiunsidinneliiinalgien
INIINAYBY AUAANAIATLANIINNTEUIUNTHAUIGENALITIUdINBUY wazliany

=

Nedesduiusiugldviodiamnvesseuvegiaunn

U

2.1.2 AAINTINANUAUAILATAINADINITAIUNUAY (Security Engineering and

Security Requirements)

Amnssuausiuag (9] Wundnnisdmguianusiuag (Security Theory) w14y
AanssuAusiuas Tnsnisesnuuusazaiassuuiiannsatesfunislonfisingg iinguseasd
nanvedimnssuALiuAg Ao ilelUdsuuUasaniugandunseiluaniuzaiuidesd
pausuld Ganszurunmsfisiduluimnssunnutunsinnuddureuiiduiu fuansnm
7l 2.1 TnousastumeudiseasiBondel

1) 99n1%un (Specification) fvdn1undIuUsENOU (Components) LAZAIUAD
Usanu (interface) savualvanysal insnzdwnnlissyliaseunquaninenssuvinanves
szuvaznoliiAndIsiminasglandluduidilsilsvinnsssydudormunly

2) NM3seyfuAnAIN INgeu wagn1shauR (Identification of Threats, Vulnerabilities
and Attacks) 1un1sszyfedunsiouazynseurasesdlszneusinbdiudolszauaes

JUU FaRgtslumsivungusuunmslasinasiiowasanunsavinisdesiulineuls



3) Uszanan21:dee (Risk Estimation) A1uidsavesnislaudiienaiiniuudas
99AUTZNOU YIDEIURDUIZAIU 2ABININTAUNINIUAIUFUNUSTENT DA N UAYDIAY
ANAIY PNBBU A FULUUNITIANG

4) fvuasefumuddey (Prioritization) Tunsaififinndssgsusinglugaseud
Aerdesfuasduszneu niediuusray ardosdndrdunnuddglfidusisudug Wionns
AmunuIaINIsUiu

5) 41m3n15uAly (Countermeasure) AMMUAKUINIINITUALIAUAEANAIYN JABDY

warguwuunislawd wethlvldglutunsunisseyderimuniioantetnivesssuy

A0TUTOUATIEY

JPUfEANATY DO

fUAUATEIU mmﬁwﬁ@%@wmmwﬂ@

Jan U UseanannuLies

LAZNISLANA

o a A v vy
FEAUAINULE ENV‘EJ@@JTUVLW

AT 2.1 SunewiEmaimnssuausiuag [9]
nsszydarimunANiBIn1g (Requirements Specification) Ludsitddaylunneg
Tsenns drenudesnissnanliifulumudermunilunsausyuuildanusayaunui
AanSsl3le [Wuieaiussuuigeanisautung 1/1’mmméfmmimmﬁumlﬂgﬂﬁmumﬁ
sgamnzanlutiusng ven1sSulasinig mwmﬁmLLazﬁﬂ%fdwﬁﬁmﬁmgamﬂﬁu way
Sovimundnfumilund wagdsingyreeunends awviliensdenisudly
AuTuAIAe ANaIL1selunITeefus Y UUANTEUIARINAISTAYING LAEATT

goydedoya ¥4013ARNANTNTEYINVBINAULNEN1TI8UNYR VTemaNSaliAnYulaY

Y Y

Ja8ey mnuliupadupnusuReveuvesngudimu lunisasaszuulvie du desdulaledn

% [

AUABINIIAULIUAY (Security Requirements) Ya3szuUlagnIzUTUMeAIUsEinTe
agaummauNaLioUasiulayminasifindu nsiawiauieen1sauduag laguniaeisy

nnsUseiliuyad1vesssuukazdaya JerieliiiuaiiudiAyvesssuu nelvianis

o = = o vV

ATNIANULE Y LENB T USEUINWAUITEUU AUSTUAIUReSEULLNaIiAIud1AAUNNS

o
1 = v

seydndladnafidvsdndetoya ssyarudndulunmsdisia nsiigaliiase wagnistesiu

9 Y

hSanauimes



Iu‘u%uwuaqL"‘Jwé’m%mimmﬁum (Core Security Services: CI4A) [3] Usznausie
ol

1) M3¥nwALdy (Confidentiality) fio Msfimsanmugulouiedoyaduyanai
gnasihusedafiunelussuuTuiduninguesssuy

2) ysanw (integrity) amnundedioldvasioyaiiieliiuilointeyaiiliusmainnis
Usuiasuuilulaegiilidas

3) MsfgUiinu (Authentication) s¥yflan1sATIN@RUVIETIgIUYAAR SIMTIEUGY
demuildsutuinanyanatuais

4) msleuna (Authorization) sjaiuluidvslunisdhdamsvhauuasdeya

5) anwmiexldan (Availability) Aunindvesszuudesansadnfslfidegniee
lpeyiians

6) n513auls (Accountability) AlH91usEUVEINNTANTIR@DUNISNTEINVDIAULA

Y

= ¥ a v a . N d' U at YY1 ¥ A Y v
FAIM I HasA1UTuRAYeY (Non-Repudiation) iiedesiulilvidsdayanse §3u

e

Joya Ufasimulilidwselulasudeyadidnnseind
Fmnssuanusiuatar i nuaAINARINTTIRILIINKINIINI LA Ly duduas
drdylunstngngeunideaianislaudnisiruaaiiuneanisauausiuasiunseuy T

ATBUARUYNNYANUINITANULIUAS



10

2.1.3  USUNAINNUAWTAIU: Auuziindiudauszaudld (Web Security Context:

User Interface Guidelines)

AanssuMneIesiuauasErindesusunsuiinduswslaed a.a. 1980 3Ty
waneiulaldanunerenluniseeniuuiazinulaseie tassaieiuguvesld (User

Infrastructure) kazdawawis (Middleware) Bevinlviinuseansnawngldmessuunnsevin

Va o

fausun anmsanwnudderilinsuindigidednwinlddeslvinnud Agduauasevin

=

DIUSUNTBITZUU 11U [10] d152991U3387N81U9NUUS UNVDITLUUNUINTINUITEN

[

Ailsdsusunvesszuuludulassaseiugiugld (User Infrastructure Layer) daulvigidndlsia

drusiaUszanuiugliis 81.3% TuvaiinisAnwiiunisidnudasiiies 18.8% vinlvig3de

=3

WiANLEAYeIN1SHRILTEUUTAEATaIUS UNAUATTIEIY WAKLIN NS UNITHRAIU
Suiinsniindauiunuasndnausiuas 1y leduidagieieadl (OWASP) [11] Huteufoa
L“TNL1/lﬂﬁﬂ%ﬂ@ﬂﬁUﬂﬂiﬂﬂﬁiﬂUﬂﬁﬁWﬂ? Feldmunzunnisiald mvunaudesnis wse
%ﬁﬂﬁmmﬁaqmiﬁgﬂﬁmum WNATaINAN19IAIUmALA Apa1uTaR U lABIn 1w e
ey Seiuwumaiilisadnniunluniswaun v dedausunanusiuasiag

sanuuuUdIuRsdTEaIuIINNsAnYIsNsUURT I uAAG uAsIdY Famuzanlunis

Y1 ANAUAAINNADINTS

Aadldiiuasusedifion vieduidagand (World Wide Web Consortium: W3C)
Hussdnssenineuseine fidwusiandnie nsdaszuumesgunisldnuuudadiifu v
mstmuTnsineea uagdimsldrudmsuiadldiuiomn 1l aa. 2010 duidagaind
Ighiaueusunanuiuaudaiu; muuztdIusioUszaugld (Web Security Context: User
Interface Guidelines) M’%@ﬁmﬁagl@a%gb (WSC-UI) [2] LﬁamU@mLaz%’ﬂmmmﬁumLLaz
arunideiielunmsldnuiviuiunudlFiwantu Tnengunandas (Product Classes)
ﬁﬂénﬁﬂmaﬂmiﬁuLﬁagwa%gla Uszneudie faunugliiiu (Web User Agents) d@uveny
(Extensions) 73enldn19vinaruresssuuufuianis uazimaluladdiulrgaiiuagain
(Assistive Technologies) Snifunileite Buustiwed (Web Browser) iindsudndud (Plug-
ins) wazduveeidunldnisiaunieuenszu TnsdrungAnssuvemdiufvunnig
wansnalnanalnn1sineuyesansus (Script) waraladdn (Style Sheet) Faonafnaaun

¢ o ¢ A P d' oA @V v
Wanviau IWﬁﬂW‘V]Lﬂa@‘U‘W ﬂi@Lﬂi@flLaua@NﬁﬂJﬂl@



11

Wemangluenansruilageadyle Ivavun 10 un dunusingledefuazgninu

AATIERTOAINUA A UNTI 5-8 LLBIINUNDUS NA1IDe AINTI ARAnIINUTENIA Tonnas

[

ANBSUNY TeUANT WALSI9N1TD19D9 @IUNNLIVBINUTDANUAUSUNANULUAT TAIT

wnansauilagieadelauni 5 n1suszgndldnisinerarusiuasduvudaiuiy
(Applying TLS to the Web) n135nwAnuiupItusudsnIatodLoalea (Secure Sockets
Layer: SSL) 1ulnslaneadnnismiuvasadelussuudumesidnildlunisieaistoyadu

serinlaaeudiudinies Jeyadnlaaieudas gnidisianowdslungsniies saudanis

1

M319a0UMIT e A TR lrusnsuasialaaieudgldnu defmuniiiselev

kY

1%
[V

Y99L0aLRAWIANNLTY IneiiTTanll

1) nM1sdanisuazansaunaveslususes (Certificate Handling and Information)
sunideululunisdanisiulufuses (Certificate) Ussiavsingg fasoluil
(1) mswonfuganssintinslandeluusesludaldney (nteractively Accepting
Trust Anchors or Certificates)
2) TuSusesildunisussfuasy (Augmented Assurance Certificates)
(3) IU%’Uiaqﬁr;huﬂﬁmwaaumma:um@;ﬁma (Validated Certificates)
@) Tuusesfiasuudenueanazluiusesainunasitlaiundede (Self-signed
Certificates and Untrusted Root Certificates)
2) Ussanwasnisdneneusiunadurugs (Types of TLS)
3) ilormmau (Mixed Content)
4) JouladoRawana (Error conditions) Inefivhdedes feil
(1) mAanainvesnssnunuunsuses (TLS Errors)
(2) Fouladeiianaindsanyaranisusnviedeyadnwidiin (Error Conditions

based on Third Party or Heuristic Information)

v Yo Al

(3) nsasuunasulUgnsuNluTuA (Insecure Form Submission)

Y

1 ¥
= v A

anasautlagieadyle uni 6 Aagvanuazn1sHUJFUNUS (Indicators and

(% (% L3

Interactions) N1INIMUASNEULVDIAYUIMLONTN YA WBLEASAITUDNEN UL WaZNITHOU

lafudldlagnisudsioudnuuesngg dvidesiall

L2 6

1) nsasdeyana ”manwmuazagm%ﬁlﬁmﬂa (Identity and Trust Anchor Signaling)

(1) &

(Y L4

1dmaneal (Identity Signal)

[ Ag>)

[

(2) emuesdyausndnual (Identity Signal Content)
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2) ATAUNARNUTUNANUNUALARLLAN (Additional Security Context Information)
3) AFUBNNIIINYIAULUAITUYIUES (TLS indicator)

[

4) M3IANITTBRANAALAEN1TEIdryey1ad (Error handling and Signaling) et
(1) mméfaamimﬁfgﬁalﬁm%aﬁmwamﬁuiwdwmsﬁﬂgjﬁuﬁuﬁ‘ (Common
Error Interaction Requirements)
(2) TeANuLILFDUNIDALABY (Warning/Caution Messages)
(3) deanuLiaune (Danger Messages)
nanstuibagieadyglounit 7 wuamneiinfigadimiuanimnuniu (Robustness
Best Practices) fialiszuufianimmuniusenislanf ssuudesdnnsesdnumenislad e
waniagan1snseivesszuuiindronslanf uazimuauuameiiafigadmiuanmnuniu
Tneilvado il
1) msdnwlasusuausiuadiusngiane (Keep Security Chrome Visible)
2) WaseYaldliifeniSunaniufusauenanuiuas (Do Not Mix Content and
Security Indicators)
3) mMsdnn1siuauaulavesdly (Managing User Attention)
1) drusovuszarulusuninussgndfiwelfudidon1iiu (APIs Exposed to Web
Content) fivadados il
(1) mMsUntandelaldauvesdrudedszaruglifuainuiiuag (Obscuring or
disabling Security User Interfaces)
(2) MsAnsesaNALag (Software Installation)
(3) drwsiouszanulusunsuUszgnddm¥unisiumii (Bookmarking APIs)

(@) drusauszaulusunIulssenAvaantindI L uuNAYY (Pop-up Window APIs)

wnansiuilagieadglouni 8 daAiiladnuad1uiun (Security Considerations)
ANLULUNATUANLUAINDIAARTVUNUTEUY

% v Y

1) mslaufedrriodhilurnzEufunsiiujduiuddunsinwanutuasduauds
(Active attacks during initial TLS interactions)

2) AnuaLaNvnznTIvasuan uzlusuTes (Certificate Status Checking Failures)

3) TufusesBudufissdndnuwallaldainusiiung (Certificates assure identity, not

security)
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1) mslddonwsssumdiuegludelam (Binding "numan readable’ names to
domain names)

5) AUAIRBNITHANLADU (Warning Fatigue)

6) nMsnauszwinglususeafildsuuseiuasulususewaglususesiiniiunisnsivasy
ANNENLVRENNS (Mixing Augmented Assurance and Validated Certificates)

7) L‘f‘:amquwai’mmaL‘U'ﬁwuﬂaqqmamﬁ’aé’mmmﬁum (Dynamic content

might change security properties)

Wamiinaundiasuaiusawasiusindedsduiilassylutonaisiie Arasu

(Language Convention) [12] Tdusnsgaulunisteduly 5 szau laun

a wa

(1) Sndusioaufuiniu (MUST) vaneds dermunsenaradudetadu

a wa

(2) WuUFuR (MUST NOT) wanedia derivuadinanidudesniulunisufj i

a wa

(3) MSURUR (SHOULD) manedis darmuasina1nazufifmunieldila

a wa a va v !

(4) laimsUFUR (SHOULD NOT) manefls wugtilvimanideansufuadsnan

a vua a (% 6

(5) 1FeNUHUR (MAY) vanefla TorivruaiaSuiiveiiayarlviindnsioe

o
v A

Ingmanumalasduiiinszduniuadeenmenarsauidagieadyle dwunil 3

v £% P 13 Ay ' Y a wva Y o [y & IS I
donnaslasyyliin ssuulanaunganlaujdfinudedingluenansiuilagieadelound 2

[
v A

AN1150MUSTEAUAINUAABEANN (Conformance Level) 19 2 s¥duU A 1) SeAunNUsIU (Basic

&3

a wa

Level) waz2) sRuad (Advance Level) lngsyuufiadaemuseauiug uaziasuiiniunn

Y v v a va a

Foaduldd “dududesUfuR (MUST)” uag “vuufdi (MUST NOT)” drussuuiindes

ﬁQ
MUTEAvasazfesufuRn1undevsduldn “ai1sUun (SHOULD)” way “liaisufdd

(SHOULD NOT)”

e dnusidemainuni 5-8 suauaﬂmié’mﬁagLaa%gia%"méfuuﬁl,ﬂiwﬁ
a%fNVLaEnﬂiaiﬁm%*uﬁmummmﬁuﬂwaaﬁ’smeﬂﬁé’fﬁdﬁﬁ‘]ﬂﬂmm%’amaﬂuwﬁ 3 lagAn
m’suﬁaﬂa'nawgﬂmﬁﬁmmﬂumiﬁwﬁ"uiﬁamimuaauLﬁ@iﬁé’fmmawazﬂizLﬁumm
A0NABDIDITIBNTANFDINTANNTTUATEZ S TULBNANE S nsdiAnwainenans
é’uﬁagma%qama (WSC-USECASE) [13] snusznaunisiiansaiiiedinainudilaieasu

ANUMINEYRIAANITINRstRU TR luenastaivug
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2.1.4 qugﬂmmﬂum (Security Patterns)

qugﬂmmﬁuma%maszymﬁmmmﬁumﬁﬁﬂ Lﬁ@sﬁuegm Tuusuniismglag
tiauauumensuiludosiuiiaonadesfuiuussiiutigm 114] Weatuayunisimun
wAnSusirensiifesnauduszuy femmisuuuvreuugdldgniamnldianumanzan
ievaeligAnuidlannuddguesuuugUldlaeiuil i1ezlsAetgmiiszynaznaiany
avviouvosdgmfsnanluuuugy eddlfeandeniisiduson i lufauss o
Usgleviifianinazlssuanmsuszgndlduuugd sukuuvesiuusuanusiuasiiiauslag
M. Schumacher [14] I%EULLUUIW%'W’JJN (Pattern-Oriented Software Architecture series 1:

'
1 ]

POSAL) [15] iuwsinuuivszauanudnsaluduaninenssugenduas Feusenoudie
psAUsENRUAATNEANaN vz veaLUUUAINTuAs TAuA To (Name) ufisanTuus
(Also Known As) #29814 (Example) uSun (Context) Usgiaudeynn (Problem) waiaag
(Solution) TAs9a313 (Structure) Wa¥ns (Dynamics) 13w (Implementation) #ae1a7i
135un1sudly (Example Resolved) madan (Variants) n1511lUld (Known Uses) wadilésu

(Consequences) uaztayaiisiy (See Also) HfaSutemail

1) %o (Name) %aw’%aﬁwa%maimsiaﬁuaqLL‘UU;‘U

2) uiigdnluunu (Also Known As) mnilgeidondus veauuugy

3) #eg19 (Example) fagnsesuietiymilistuas wasanudesnisvesuy
sUlumsuansralaslazuuMeINsUszgndld Jsazteliiesenmsianudile

4) U3um (Context) anunsaifianunsathuuuguluyszyndld

5) Uszaulaym (Problem) {]zylmﬁgmzqiuuwgﬂmmﬁqmiaﬁﬂiwmmmé’ﬂﬁuﬁ
ilviAnkuugy

6) waLaae (Solution) anmisuazdeufifvemataasitunrusaliluwuusy

7 Taseada (Structure) Foszyflasneazidoaluypmosweslassaiswosnuugulag
Tdynsfimunyay

8) Wains (Dynamics) anunsaidaesinluiltesuengfnssuvaziiufinnig

9) ms¥auT (Implementation) kuanisdmiunisiuwvuguluiamnszuy Jadu
Wosmuuzdnrindy LifedungUygFdelrannsauiuldlunsimuissuulingeay
ABaN"3

10) Freegafildunisuily (Example Resolved) aAusienan1suilufiaenndeosiu

mogalaglduuugy
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11) maden (Variants) Aesurelaggavesmadenrienisiilulduuuinme

12) M3 llE (Known Uses) sragemsthuuugulussendldluszuuass

13) afiléi¥u (Consequences) Ustlemifildsuanmsdszandlduuugy

14) Feyauianfin (See Also) M3ddsdauvuuiuitymitndroadeiu sadedoya
AlduszneuniseBuneuuugUilefnu i

msi@sunvuguidudsfionlunsussgnissunadeyauagsitunisnsiamuuay

wilalnedidengyegraduigdng

Q’m‘i‘mmﬁwuéﬁﬂLauaLLUUEUU‘%memﬁumesiﬁi’ﬂwsziﬁu (POSA1) 1HulsiwuuTadl
93AUszNOU Ao Jevewuugd Meduie usunnmsiilly Megralgm Ussnudym ms
IUTIUNALRAY FganlasuNIswAly Usslovunle TUaudanissnedailaninendas 34

aadUszneufnaTminzausen luUssgndldiduguuuulunsiiavenuusy
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2.1.5 Uvduran (Backus-Naur Form: BNF) wazd0tdutan (Extended Backus-Naur
Form: EBNF)

s A v L3

30duen [16] TingUszasdaiialudgydnwainianislunisesuigliennsalitliiis

o

¥

U3UM (Context-free Grammar) gniniausidunseusnlag John Backus siaun Peter Naur

lausuuge BNF auldsuaufienldanguamidsdeniwilsunsy wWeseyheinsaiveanis

o a

TUTHNSUADUNILADS a991nTU Niklaus Wirth Tavnaus 8018uwen (Extended Backus-

o s

Naur Form: ENBF) @4ana21uA1nu99n1siddansal ‘<’ > =" Lagn191ug)

o

(Repetition) vinlwldaulainedu aulunansanisuinsgiuainaleweals (Interational 1SO)
PUBLEY 14977 [17] ﬁmumiﬁ%ﬁLﬁuLav\lLﬁu%’agaa‘ﬁmamwﬂmﬁwmﬁiaaamu’mﬂﬁlﬁu

v Tl ae. 1977 Tnedingialudail

1) wesidueadulua (Terminal Symbol) azgaiinunsgaieldiaesnuie

uusznA (“..7) Leue

o

2) wnsewmuny ‘[ wag 7 Ju dnwalnie@en (Option) &ty “ﬂ@ﬂimﬂumwimg
s lule

3) wsosnuny { wazy Wudydnwalnsiudl dydnwalnigluszusingleunni

1 A59

[

4) anunsaldinseanung ‘C waz ) Wednnquuasdydnualls milaukulIfanig

ANAANENS

[

5) nsdififeslddqdnualfimvuenviodoyaduy szdedldneldinsomue 2.2’
iouansdaydnualifeiy

6) nsdiieanisladofauiiu (Comment) agdosldngliinTomung “ uay *y
wihthu deaglsigminluuUasdunadnsanends

7) ynngiigninausazdiosnanddieioamnsuinaa () ileuannisdugaveny
GHD

8) NINADINTUNLI (Except) lHiAToduiny -
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o 1 v ad <
f29819n15 N1 d UL U

- Tensal
Letter = ["A"|"B" |"C"|"D" | "E" | "F" | "G" | "H" | "I" | "J" | "K" |
LUpUMTNT O TP QT RS T UtV
| "W XY 2T
Name = [ {Letter} | ? User put the researcher name ? ;
Researcher = Name , " the researcher." ; *Name of researcher*
- FREHAANS
Letter: ABCDEFGHIJKLMNOPQRSTUVWXY
Z
Name: PATTARIYA

Researcher: PATTARIYA the researcher.
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2.2 demngIdas
2.2.1  nsfmuanusenisanuiiualagldliensalvaswuuguanudiuag (Defining

Security Requirements Using Grammar of Security Pattern)

[

udedl [6] dnaushiensalamiuiuasasiaiesdieihensainlauiussynals
WBAMUAAINNABINITAITUANLITUAY Taen1sas1aukunInduliiausiuas neuazwlauiu

s & )

Tensaiddduemuiuuuautunswed M. shumacher [9] Lﬁaamﬂ'gmwuﬁﬁmaua’m
Snwaugdtiduoriumnedmiugistnuandladtiduenyindy dufulunuidedild
thiausiadesiodmiuimunaudosnsanusiuag nsevaudmivairchisnsalay
fuasnuuugUeuiuns [18] fauandlunint 2.2 wiadu 3 duseu feil

1) MATeilassaiauvuglanusiuag uanwesdUszneuLazALdLTLS TN
psAUsEnounelFveunveILuUIUAIITuAT Tnsn1siiessilasiainavesuuugUiide
“Structure” é?fqLLamIﬂNa%’NL.Luugﬂmmﬁ’umﬁwLLmumWﬂma (Class Diagram)
“Dynamic” é?fﬂLLaquamimmLLUUEULﬁaﬁﬂUW IA8LAAINILLNUAINEAIGU (Sequence
Diagram) WA “Example Resolved” Sauansgiognsnisiiuuugululy wadnsanduneud
wlisduszneudfn uasaudiusseninseaduszneuniglunuusuanusiuag

2) msafishensainnuiuas 9narduiusildluduneudeunti afradu
uunmgilsl iieldidusinans TumsmsaaeuanuaonadessevinauusUAIETuALaY
hensainasiuas uazldlumsudadluifudtiduewsioly

3) MInsREUANLaRaNHavadlnsal ieUfuusshnsalliivanzansn
u lngnisRansauendiuiisdouturesnsdvsenauveslioinsal wien1sysminig
hensaldvheiu wasileUssidiussiuamnuiianslavessidervaiuanusiung

v dnusazinseunudmiunsairshensainusiung sszgndlilunis

v Y o

as1ahensaldmsuteniuanuiiued 9819LsAnY TUTUA D ULINUDINTOUIUF NS UASS

o

hensal daildesialunsiesgilassaing esndoyatndnildauided fo wug
Fausnssndeyaiiddiduenastormunduidagieadyle dudsenouresnuifeid
AnuAdeiutayaudveine1inug Ae dwulsznaudiegianisiiuuusUluly (Example
Resolve) hiudanumion1visssueif Swuinerdnudil dnauediusznouifiaiy

A 44 Y 4 o ) 4 4 | ! ) 2/ 6
Weliingauiuteya nevinenasindlvieglusuuuuvesiuugdneuihlvasiehensel



ASaUITUATWS UM ISAS ASTE A1

= Y )
mMsamTilasIasi UE!JH‘TINNHFH

wuugy
b Faannlanaiasanangl

ATTHNUAD /K

Rrstuctre 7 (il stucture
whdnlrenay]  afudaalrzno]
¥ Y
B e etructurs” mnﬂjﬁﬁmﬂi:nmﬁm
funzay 1t
‘Dynamic’ 'Solution’ LAY
‘Example Resohe'

maasT lansRTNILRY

afrauen el rnnung

¥
wenanwdi Waaaue s
I
Armue A AT s FL AT T TR

arlrenauuwsan e irauag

wnn sl ssfun miauALEITL
 foossatlnsud niiuupisaues

wlsusnarmes AR
Tluhlaennallugdwundldues

N1TATIFABUATIHA Nl.“ﬂlﬂllﬂﬂ

saslagnsainuiiuna
uUgalaennsng

e fdvrnd] Uzl gl

langilizanoy
AMRURSHANTZTI WAL 2
L
ETEL T e htl“'mrlim-!ma“lu
ArudEanITAT TR 1RIUULFUIRIETLA

Uizalannnsel
Tfireansn it

[z avagatl

[mh?u]

Taennralausiuag

AN 2.2 nsauuNsas1sheinsainusuag [18]
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2.2.2  wuuguanudanisauiuas: anudilateransidawdesfadsurianisidsy
LL‘U‘U;J‘IJ (Security Requirements Patterns: Understanding The Science Behind The

Art of Pattern Writing)

TUsrasAiiasIuTINaLRaeAYITBITUAIINADINIS Nl
FIUTIWINWUIVUANT0T5NA

wuusUAsiual
grfoanuiuas deliAnUsslomilumslidn Aanssuvde
nszuruMslunsadIsuuugy [19] BuannnsAivuaiuiyedesdniiung (Knowledge
Sources) 3N INTHUATIZVBIAMINIUALTEULUUITU (Knowledge Synthesis and Pattem
Identification) AsuausLuUU (Pattern Representation) n5UsuUgIwuusy (Pattern
Refinement) wagamvinn1sUszendlduuugy (Pattern Application) Aanssussnanidueg

fuduegiuuIunveslaym

NAdeilladavsiuugtlunsyvsuwujiilaeaddisnsussenalduuugulu

NSMNUAAIIUABINITVBITLUY
2.23  M159N1swuugy (Organizing Security Patterns)

iielRinedonisiaudilan s invesuuusyu n5dan1suuugy (Organizing
security patterns) fwsnzasazdreligihuvusulldnudleniiuasarudiniudssming
wuugU Fnsdanisuuuguiiiieiianvilelag msszylnenadeanuuidnlam (Domain
Concepts) [20] ieldlunssuunuszianvesuuugd lutdunvesiundnuinisaiusiung
(Core Security Services) [11] fifeu fo ClaA (Confidentiality, Integrity, Authentication,
Authorization, Availability, Accountability) n138 uundenaifesinileisnnudrdeunes
n139angy (Mutually Exclusive) 59u8an13v9ustuiunas anuduiusseninawuusy
(Navigability) [21]

(%
= a

AT ULRNTUMENNTIANITLUUFUAINBIAAIIUTAIUAUTUAINITANTTAY

NANYRIWUUFUMIEUD IoaEBUNINTINYBULDMVBIMUUTY
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msassuuglusunanuduaadaiuiasliennsalnaudiuag

[
[

NIl FTuUnaUNIIANTUNUITY 6 41U WaRlASUHUNINAINTTUAINING 3.1
lngl3uantunauil 3.1 n193AseRlaseasavestenarsauilayieadyloiioiansan
drutsznavveilonlunisadauuuiy dmsuduneun 3.2 Jnsienussinudyniuay

IUTIKARagIINdIulsEnoulentenasiullagieadylensounguiis 19 Wite Ay

Youlwavednuide wialu 4 dw liun 1) nsiinisshwianuliuastuvudsnUssandld

% [

Uiy 2) fvenuasn1sTURENILS 3) wumARNgad msuan UL waz 4) Jorily

<

Y =~ v i a o a
AITUNUA LW@Im@NW%QUi%L@u{jmﬁqLLﬁgwaLQ@EJ@%JJIUEU LLU“UGU@QLLUUEUUiUWﬂ’J’]N@Ju@\TLGUQ

o

AU wuugunldargnihlumuaesusazUsudssluund 4 wanhunasishensalauiuady

Tunoun 3.3 Insnuadu 2 Junsudas Ao TURDUN 3.3.1 as1anuninduliniuung was

] PN o ¢ Y aa & ° o & '3 &
YUNDUN 3.3.2 ﬁi'NvL'Jﬂqﬂim@?WMMUIUEU@ULQUL@W ‘mNaawﬂ’smﬂimm’muummﬂ

(% '

TUABUNDUNTIURI T VOULUAAINTUATIAEIToRuLaUSUU Tebaensal 91ntly
hensalanuduasazgninlvendldluuny 5 ieiluaswasyssdivesasilonuuuuluun
1 6 wag 7 mua1au wazaavngazunansideluuny 8 weauazainlunisiaudila

NSEUIUNTHALAIDEIHATNS I ULARZTUNDULSUaLLD YRR I
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a

3.1 mylesilassaievesenaisauilagieadyle

funoudiedursmsinseilasaisvesenarsfubagioadylonuildedunglily
unfl 2 islidladnuarvesenansiiuazdndiuninsanldlunmsaauusuiun
anuffuandaiv neidemvonenansduibagioadyloaunsadrdsldsiund s viad
dnwaizdanmil 3.2 é‘hasmufamqu';usuaamiﬁﬂmi%’ﬂmﬂfsmﬁuﬂqsﬁy’umudamﬂizqﬂﬂ%’

U (Applying TLS to the Web)

6.3 TLS indicator

User agents MUST make information about the state of TLS protection available.
The [Definition: TLS indicator] SHOULD be part of primary user interface during
usage modes which entail the presence of signaling to the user beyond only
presenting page content. Otherwise, it MUST be available through secondary user
interface. As in the case of 6.1.1 |dentity Signal. there may be usage modes during
which this requirement does not apply. Web content MUST NOT obscure security

interface, see 7.4.1 Obscuring or disabling Security User Interfaces.

User agents with a visual user interface SHOULD make the TLS indicator available
in a consistent visual position.

c
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The TLS indicator MUST present a distinct state that is used only for TLS-secured
Web pages. The User Agent SHOULD inform users when they are viewing a page
that, along with all dependent resources, was retrieved through at least weakly T1.S
protected transactions, including mixed content.

The user agent MAY accomplish this by using a third state in the TLS indicator, or
via another mechanism (such as a dialog, info bar, or other means).

A 3.2 fheghaiiemfuennissneanustunsturuds [2]
Lf‘:aml,aﬂmiﬁmﬁagLaa%giaﬁﬂﬁwﬂgw'm'wﬁwﬁué’aﬂdnﬁmummmammafﬁhEJ
lassaseuuun1wInIAutea11L (Markup Language) Iﬂaiﬁﬁﬂﬁqﬂwaisq (Tag) Tunns
LanINalATIAs19veReNa1TAIUANUAUAN YU AYYRITaAI Y m&efituiasiei

[

TassasraneanaieordaUesu Aoy kazan1un15aianasIniansulanal

2) PRy MnTennaInunisiin1w (Language Convention) [12] seum1adIull
nsuansdnwugdnusidudifiuilug vsuenseavlunisdedulddenvun 5 seau laun
1) SuJudoaufUs (MUST) 2) WuuHdR (MUST NOT) 3) aasUfUa (SHOULD) 4) liiaas
UUR (SHOULD NOT) uag 5) 219tdenufui (MAY)

Manudsnanazgnanfinsalunismiusianisniuaey Tngedoguuuuas
yestheszy <span id> MAvsHamumidiungdedadumeduaulsdu “7 fanmi 3.3

WaldnusesdatssuludisenisausesnisauuasNas et ulsagnansuaIY
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<{p><span 1id="LIX">User agents MUST make information about
the state of TLS protection available.</span> <span id=
"LX">The [<a name="tls-indicator"” id="tls-indicator" title=
"">Definition</a>: <b>TLS indicator</b>] SHOULD be part of
primary user interface during usage modes which entail the
presence of signaling to the user beyond only presenting

A 3.3 sduuumaslunisseytededuveaenatsauilageadele [2]

v v v

31NATHITUTRYa TR wndanUTIngUededumedianlsiuvestne sy

Aananud ddeteduiiiemidesenisiiusingsanidu 3aseaninun san1sMIuae Uy

a va v

n1smiusRanIsnIuasuaglddnustounutatefussausngg Tnglivenseninsteufuimiu

Y v = ]

YoM L9 LT NaR NSRS UITEAUAINUEDAAADY FauUasan1snIuaaule 3 nay

]
fodedu fail

(1) sWamsmuaeutududag “Ms” uwnudedsiu snludosufoh (MUST) wae
WUUHUR (MUST NOT)

(2) samsImugeUTURIEIY “SH” unudeddu msUFTR (SHOULD) uavlsinas
UjUR (SHOULD NOT)

(3) sansvudeuIFuIE “MY” unudetidu enaidenufuR (MAY)

siarufudenguietifunazmudomneiauddurestifureausiazngs 1y

MS01, SHO1 %58 MY01 tJumu

(% 6 a

3) 1581y (Definition) TduanAUNLIeVBIAFNNNReNTLlTn1eTuLenans

v b I a

w: = a o v A A ;{ « 9y O
ﬂlﬂUﬁ%L@ﬁ%glafYﬁu&WNﬂ@ﬂﬂWﬁWWNEU&UIJﬂ@ YUAUNIY “[Definition:” ANYNUYIUIL

Y

e

] =

WUAINUT LAIRINAIEAIDSUNEAIENTITY TANeaY LATRINLIE “]7 FIATNT 3.4 il

D

lAssassuunwmAuteaay (Markup Language) Tun1stionumdwisig Asn i 3.5

[Definition: A Web Page is a resource that is referenced by a URl and is not
embedded in another resource, plus any other resources that are used in the
rendering or intended to be rendered together with it.]

A9 3.4 sUsuunstisnudineluenarsiuilageadele [2]

<pr[<a name="gdef-page" id="dgf-page" title=
"refinition</ax: A <b>Web Page</b> is a resource that is
referenced by a URI and is not embedded in ancther
resource, plus any other resources that are used in the
rendering or intended to be rendered together with it.]</p>

i 3.5 lassafanwimiunisiewdnluenaisauilagieadyle (2]
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4) @01un1350i31889 (Scenarios) uenillen1anienarsauliagioadylouan

o a

anunsalitaesusduInenatsaulagieatgaina [13] azgniiuiiiansanlddmsy

Y

£% '
= % =

nsiagsanun1sal Weaenadosiulsanudym Wigeudilagay fanmi 3.6

<1i id="any-iip-1">
<p¥<a href="https:// www. w3 org/TR/wec-usecasea/#iip">Identified source, Identified
desgtination, Providing</a></p>

<prlnce a week, Alice pays her bills. She opensa her web
browser, [ollows the habitual bockmark to her bank's
aite, logs in by entering her credentiala, and follows
the routine course through the online banking
ayatem.</p>

< /1lix

A9 3.6 garunisalitaesnnenarsauilagioateaing [13]
Wemveaenasndanwuziuannsiasaiedieiu aunsadiunleseiiag
wnugraasvesuuUludrusely vangauiugausvasdveusazasdusznauves

]
] a A

wuugU lnguseleatedsduazgnitunugranagveawuuiu msdenuaggnitansaiiioasng

Y Y Y

= o 1

Tassasrsuazanuduiusnigluwuugy wazanunisaldtaesuansbiiuisitegatymiuas

avvieuUsziulymvewuugy

3.2 msa%ﬁaqugﬂu%wmmﬁuﬂu%aﬁu

N3asUUIULIUNALTUALTAIY Wentenasauilaieadylossgninsiei
ldesAusznauveanuugumusuuuulng1iu (POSAL) Mldnantsluuny 2 ¥ laun Yeves
wuugy (Name) A195u18 (Description) uSunn1sunluly (Context) Aladataymn

(Example) Uszifiutlaymn (Problem) waiaas (Solution) fegnafiléunisudily (Example

'
a a

Resolved) Hafll#ifu (Consequences) uazdoyatiianu (See Also) ueniniloanlngifu
w1 psfusznevtesUUsUauafielfmnyausuidomvesenansduibaloadyle fe
unilivenenansfuilaieadyle (Section) wagwdn (Core) Fsn1sduunatumdnuinisa
ffupsuInsAusiuag (Core Security Services: ClaA) finanl3luunit 2 madwsveuuugy

vsunanusiuradadunitauslunddetdlanansldlunianuin n

Ingduneudmiunisaianuuguusunanuiiupudaivannenalsiudagoadele
wualiidu 4 Tupeu 1FuaNMTIessiiien nsseyauduiusuetasnusznauniyly
NSIMUNNGUTIITRTRN UMY WasTunBuanYIny NMIMIUARURAGNETA LAl Teuey Tned

NYaLLDUALAAZIUNDUNIRD LUT
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3.21  msiensnidenenaisauilageadglamaaitwuugy

NTIATIETkarILuemnena1suilageadeleluduay esrusenaunes

Y, cu o = o & A v v o o &
wuugUiinaninueidsesultglunisen 3.1 Madieliiuainladaiaunisuuiieniain
audagieadeleluussinuieidasiunsmnuadiuendiuaruiung (TLS indicator) w1l

Judregsdayadndiweanszuiums tnadwsuuugudsunenuduaadaiufinised 3.2

AN9197 3.1 esdusEneukaznslinveslomueuusUUIUNANIUANTAIY

29AUszNaY nslfuvaaiian

Core srumdnuinsnusiueg (C4A) IFndumeunisssylassadianingu

Section oo (Section) mmaﬂmié’mﬁagwﬁ%gla

D shdefutdlasdidusaian Tsdmneiarun (Section) vauileni
naiauuuiy lngenansiuwugidianudnvesinte 2 seiu uwagld
8nET “WSCP” (Web Security Context Pattern) 1nutnsla 1y
viate 6.3 eviifuvaneiavsnadeayle WscPe3

Name fomuiilduansunuiemiunngegmelsvhdatiug Tasagiean
vaneLauisds 1 TLS indicator avgnianldidusiides

Description | wandenlnsgevomuusuiiionifsrtostudeda Inedadna
Foammhnsienginndenifieldneazdonsiosunenmuady
wuugy

Example sndegsaniunsaivaatiym 1nienans WSC-USECASES Tufiil
gonnnaaiu CASEY

Context AnTgianuzyeszuuiitermunaziluteduly

Problem izqéﬁ’a{]agmdwLLUU;U%“LS’&LL?{{JQJMLW ﬁmmmé’ﬁmmuwgﬂ

Solution Fomnuiiszyseiuimsufoinmu Mdvonseiulumstsdulddeimun
WU “The TLS indicator MUST present a distinct state” UaufjUs
Aana1Usngddsy “MUST” esgnnglulselen

Internal sryleuiifuazauduiusildnnmsinneiion

Structure

Example ofuswanumsaiidledgywldgnudlalaglduuugy

Resolved

Consequences | Ustlenifilssuannisuszgndlduuusy

See Also dlomduiiusing viegndnadsluneluderivuni svdendudiiy
Hyperlink A3aA273 “See 7.4.1 Obscuring or disabling Security
User Interfaces.”
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< o & o ) ,
$19199 3.2 qugﬂm%‘uaﬂmmmum%uwm

Name | fhavenanusiunsiuuuds ID WSCP63
Core | Availability Section | Indicators and Interactions
Description

wuusUlinaniigudnuugvesinduenanuiuasturudmldluniswanstoyal Aeafiuaniuguenis

Jestunssnwianuiiuasdurudaseasaumaniausunanutunesiusnsiuigldlansu

Example

A8l 7 UM Example Inc. fivgniseaulauiilasuaiudsuuazsessunisvinsenisiudnsiasie

wnueluniieiu Waslduinisdainaduudemanasededuivglitoyatnsiasinveuselunis

v v

isems luvasdidafuiuuifnnaglasnssy wiasaiuvideuwuuaniuledaes Example uazduile

v =

I = & < P v & fa Y a v &
Alfidrdivrenulasnisastelamuvesivdastlilndifsaiuiuleniuriaseves Example Al

Y

X

widaunnerasdigivvenuegislidtls wasinfiesiimdideudoyatnsnsinveuseluduivlydi

v 2

aAaeiulIuYes Example

Context

viuvlunisthuvuguiludszendlddlesunudldiudensedugiiusnsiiunmstesiunsinwiany

Supstuvuaslugatuyle 9

Problem

PINUTIAIINNITHANF DU NDUDNAD UL LI BLAAUBRANANNNT BN LIUATENININITINWIAIULUAITY

yuds sxviliglldviusy Slunsdhisivlediiesneliindesedeyawas szuuvosfld

Solution

swnudliivasdadideyaineiuaniuzvesnistesiunisinuanuduasturudeiiesiduen dull
ANNYRIEA

1. mauaasua lnadiduenanuiuasduuuds enadudiumiwesdusoUsyaudlduuudgugiily

¥
= =]

5enI9an1UY (Mode, Mode) nisldaudissnenendyadlviunglilaeuansegiuuumileilonnn

a a

Auwihtu fwuiudeyadinandemseuldnuiunsdiievszaudlduuunfsns funudldiiu

219vuT et ruallnen1sidan1usRa N IsnTuanANLTUAITUYUEY salaenalndu 1 NS

NABILANDU WOVAITAUNA DU

o | v
[ al o o ]

2. amunw Munuglifuanmasiudiudeyszangldemsazviliitvonaiuiunsdurudamion
Tnuluiumimsuanmaiidosty Inewdondvazdedlinguiniefudiusoysyauiuanuiiung
FosruAuwuUIUR T4

3. gz Mivenanuiunsturudeioantanuz auuategstalaudmIumi oLy

Snwianuiuastuvuduinty duwnugldnisudnfewliedldmdndensuninivivinnminens

TRWIAUANAUAUN YD IVNIN TS N AL UAITUT LA R TR UKBLAYNTUNTI L IUMU UL eV HEY
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M13199 3.2 WUUFUMTUanAUNUAUYLEY (s)

Name | faUunnAULUAITUUUES ID WSCP63

Internal Structure

WebPage WebUserAgent Userlnterfaces

-URI -plug-ins @— _iction

-htmlFrameset —interaction—- -‘-f-e-azl-l;e-s-(s ----------- —_lil_E_lEI_n_e_Ilt_S _________

-scripting -plug-ins() -interaction(action)

-stylesheets R -present(info)
L ddentity . ~visible()

-mechanisms() -invisible()

Chrome | I i |
-] Mode
TLSindicator PrimaryUserInterface
B L

-obsecuring:false . -mechanism()
-consistentPosition +——<> -alwaysAvailable() -dialog()
-beyoundPageContent [ -infoBar()

-TLS-securedState

o Seste(TLSproreeion) T SecondaryUserlnterface

-presence(signaling, TLS-securedState)

-inform (weakly TLSprotected) s mmmmmmmm————
-thirdState (mechanism) @ -solicite2Available()

Example Resolved

o
o |

nsdl 7 funuldivuansiiivenauduasiurudsansdedindeiulediuiades Example e

| ' '

wisliiudnsldvsuiminensvesiugnAufuriugemnanssnwauiuasiuds weaiinisteou

¥
LY

Joyatnaasinveussluduiulednuiaseiidvenaruiuasturudalsinguintu Tunaseiudiu

v

winldusngiiivendsnan iafasdedlilideyalas uniuiivaeuudas

Consequences

miuansravesiituenidalauzifeuligldlinsuivieRanainduerainainnislauid Snnsdavinln

ARarsandeyaiielddnduteteoniiudinanandeyaiiseunuaausiuddveniivsngli

U U

v a

Alaiuazinlaleviui

U

See Also

- Mnuuugy 61 enadilnuansldnuierimunniudesnisiaylignmiluly

- lemveaduiiiidiuseUssauinansnuduaiienunguase Anyiisiinainwuugy 74

- segnlymvealuuguilanais Case 7 antenans WSC-USECASES
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3.2.2  msszyanuduiusaigluvasiuuzy

o o 3

1ASIAS WAL AU UNUSTEIINLBUNAITUIUIATIENT LA NS UBIAUSENBU

Y

Tssadraneludlenn (intemal Structure) 1lunsmiuaeueuduiuseluiloniiiol
duvuguidmunidesiu esnnlussdusznounalaasvesuuuguazuanidnuazdnys
fvudaduiievsvenfanisnanineufiineludemuazgnininszylulassadianiely
voauuusy melinneilasadwaranuduiuinieludomesuielaglfusunmeaa an
P37 3.2 wuusuFaFuenasiunsiutuds wandlassasuasaudRuSsErinalouRin
lédsosdusenaulassaiantgluilom ununimaanafinariuandifiunnuduiusniely
wansdnvuzLazanauiRres TLS-indicator kagauduiusaIeuentandlaenguuiang
Tnonanis Chrome fAszylilunuugy 71 memsgilassaauasmuduiudinainazgn

WlUmugeuAugNABIvaILUUIY

3.2.3  mssylassaieninsiuvesuuugy

1n53a51901M591 (Global Structure) tieliunmsiuveaiiomveawuugllaenis
Fuunnguideduiiagieadyleniundnuinisainuduag (Core Security Services: CI4A)
91U 2 luvsunaeadaunuldiivu laun n1ssnwiainudu (Confidentiality) Ao N3

farsanmivgulsvedoyadiuuanafignasiiuniedatfiunigluszuusiuiadunsndues

% v

TEUU YU (Integrity) adutenalavesteyaiielviwiladndeyanldusimainnisg

'3
a

USudsuunlelaeglaidans n13figausinu (Authentication) s¥UTaN1IATIEBUNTO

(% (%

figatuana udsduduindenuilasuiuinanyaratuase Mslvigiuia (Authorization)

dedulunanslunisidnfeanisiaunaztoya anmnseuldau (Availability) Funsndves

yaa s

sruuRRsEInsaiinfslaliegnieavalauidns nsiaaeula (Accountability) Hldaussuy

Y

A1U130ATIADUNINTEYINVRINULA SITINTMNUGLasAUTURAYEU (Non-Repudiation)

¥

\iteUaariuillyig

] [V a a

wWeyavise §iudeya Ufesimuliladwislilasudeyadidnnsetind a1n

Y Y

' 1% 1%
U ¥ 4 ¥

nanuIn1sAuduAtay e aullagieadyle duunniuiitelaniniseil 3.3
AMUAUNUSAINA1ILAINNITRAITUIANUFBAAADINUNENUSNITAMULTUAIVDI LOUAR N Le
a 6 6 o 1 1 v dﬁl
NAITIATIERIAUTENaUA1ElY fMegraduainiassaiteneluioniveswuusy 63
Usingaaaudfves TLS indicator Asyyindesanunsaiinfialalaggldnasniin Jsdalvwuy

suanameglunguaninnouldnu (Availability) anuvdnuinisanuduns
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Web Security Context - User Interface Guidelines

Core Security

Service Classes

Section 5 Applying TLS to the Web

WSCP-51 Certificate Handling and Information Authentication
WSCP-52 Types of TLS Authorization
WSCP-53 Mixed Content Authorization
WSCP-54 Error conditions Integrity
Section 6 Indicators and Interactions

WSCP-61 Identity and Trust Anchor Signaling Confidentiality
WSCP-62 Additional Security Context Information Accountability
WSCP-63 TLS indicator Availability
WSCP-64 Error handling and signaling Accountability
Section 7 Robustness Best Practices

WSCP-71 Keep Security Chrome Visible Availability
WSCP-72 Do not mix content and security indicators Integrity
WSCP-73 Managing User Attention Confidentiality
WSCP-74 APls Exposed To Web Content Confidentiality
Section 8 Security Considerations

WSCP-81 Active attacks during initial TLS interactions Integrity
WSCP-82 Certificate Status Checking Failures Integrity
WSCP-83 Certificates assure identity, not security Authentication
WSCP-84 Binding "human readable" names to domain names Authentication
WSCP-85 Warning Fatigue Confidentiality
WSCP-86 Mixing Augmented Assurance and Validated Certificates Authorization
WSCP-87 Dynamic content might change security properties Integrity

3.24  nsmudeunasyiulsanuugy

NVENNTIUABUANURANHAYBILUUTUMEU Mg (Goal) 7131 (Source) uae

n15Unaue (Representation) Mlanaialiluund 2 \Wundnlunisnivasuuuusy lagly

MmAjeilddnaue nMsnuaeumetunausEninansa1awuuiy (Transformation) kagn1s

Uszenalduuugy (Application) welvikuuunasiadianuuidetioningalu 3nvannis

aananthlgnisussidiunuuvluund 4 wasmsusudsanuusvlunianuan <
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3.3 N15as9bignsalANULUAY

msasdhiensalrasiuasduanueunmduliriuaaiensaaeuanudesiu
seriesdUszneviiuingludermuauaziivsnglubensainnusiunsiiadedu weuss
dszasAlunmsaiauuuguliamnsai luussgndldlunisimunausiosnisidtelflunns
ponuuuUTunAuiuaadsivvessaunugldouiv nadnsilianinseiannuduiug
sywinesdusznouluasshensaifugudmivimuieiesdoifioldfmuaanugosnis
sumnuiuasessruuiunuglduiudely Tnsnadwiveshensainiuiuasiitiaue

TuaAdedlawansllunanuwan «

3.3.1  nsarun wduldainuiuag

weun naultauiuasiuasaiadufnatslunismiugsuAINF 9 UTENINg

wuugUanusiuadkarhensalanuiuaanliainy lnelidyanvalniunsnd 3.4

399 3.4 dudnual To uavauvanevesdydnualildluuimunmduldanuiuag
Heyanwal o AIURUNY

AND gate drulssnauumiaIasviiny AND 9zfasUsznausie

D duusznaunndiusngmeldiaiemang AND
OR gate drulsEneuUNAeImiIg OR JefesUsznaudie

Q ﬁauﬂizﬂauwﬁaﬁﬂimgmEﬂé’fmémmﬂa OR
PLUS WAAIANUANNUS LU 0..* (neld OR gate)

+

WAAIANEURUS LUy 1..* (neld AND gate)

O Non-Terminal | wansduUsENaUNUTENOUMBBIAUTENDULDDUY

Terminal wansaIuUsENaUNNIIUAT Mo ldatuisanenidu

& ' A vy
p9nUsENavgaudulaan
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GMe63

—

+

Indicator-State Indicator-Mode Indicator-Quality

TLS-Indicator
Third-State
Primary-UI

Secondary-UI

Obscured
Consistent-Position

TLS-Secured-State
TLS-Weak-State

ANA 3.7 wUNNAULIANNTUAIF IS UNNUAFITUDNNITTNBIAINUIUASTUIUES

nsassuunInauld Ao nsfiansunesAlsznaufdeslsinglu 1 Yssluaminy
FOINITIVINUY 1NANUADINITVDIAIFUDANITTAIAIIUNUAITUIUAS (TLS indicator)
o 1% I 4 4 & Y a a v o 1 Q‘l’
annsaihuaiadutnuninduliinnudulaasning 3.7 lneRansanniudenmuaseludl
FIYNITAIUADINTT “GM63” fiodlasneod1dioy 1518015 310 “Indicator-State”
“Indicator-Mode” &z “Indicator-Quality” Fudunisimuaamauiruaniue luue waz

ANAMYBIFITUBNNTINHIAUTUASTUY AN
3.3.2  msaslensaladnuiuag

NHUNINAULITFIAINT 3.7 T 1AL5IN5IUDI99AUTENBURAE AU UNUSTENINg
29AUSENBUNEIUTDAMUA T9978TUNISNIUFBUAINEDAAADITENINGBIAUTENBUN AN

Fan1nunAuuAsiuligInsalnuTua Tudunouidazyinnisuuat waun 1naulininy

IS a

fuasaangs Iiduleinsalldfisuiun lnediuuafnuazng 3981389910 ISO/IEC

[

14977:1996 [17] Tunsulasanuauninelsidsd
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1) esAUsznouvesteimusianduukunnduliasdesingy uilidind duves
pIAUTENOU

2) pefUsTnavdesfivszneutudussdusznaulngazdesisiuiunsuniy
ASOIMINEUNIIUILTILANS WU A3+ Fauansdiurudaus 0 %ulﬂLﬁaagﬂwaiﬁ
\AS09ANE OR gate uarlumanduiu asuansduiudag 1 %ul‘dﬁaa&imaiéfm%mma
AND gate

3) 1HieSeaviane ‘| wnu OR gate

(% (Y L4

4) Tesowmny ¢ uwunatieudedydnual vieuselua (9unu AND gate 1a)

o

5 lHaSewmung *’ waneinsauanvemnng
6) lHlpSosny 2.7 uansiadanualnsoonaseiiley
7) THeI9nung ‘=’ WIUNISREIUAN

¢«

8) lHiaseamune * “.” * aseudndnuaiviedeyaiiliansaunndenlson

9) Wmun  dwsudadnualvsedeyafiannsaunndeslddn @niewlily (6]
diglvidumnuuanssiuderulng)

10) 1fiedesvane .0 aseumadenynynanelé OR gate

11) Wiedowmne (.} wiumaden fiannsausinglédeus o adstuly

12) Wiedosuny ‘(. unudeRaiuiazuandulsnsaluaglignianuvaaiy
HaansuadliIngal

Sefiasanusunwduliismiuiuanuagnginsiuagldhensainnuiuasdmiu
fivenmssnuanuuasturuddlimsed 3.5 annsaesungldin “GMe3” dmsurmun
AuauUAves TLS Indicator lunsaza1ude “Indicator-State” “Indicator-Mode” way
“Indicator-Quality” Wy nMsfmuAlmansiuYeaduen “Indicator-Mode” Tneden

981910 1 57815 INNUBUWMBTHNA “List-Mode” MnLaanNIninazloNadnsaNuADInIg

A® “TLS indicator shall be part of secondary user interface. Otherwise, it shall be available through
primary user interface during usage modes which entail the presence of signaling to the user

beyond only presenting page content.”
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A15199 3.5 1181n50IANNTUAIUDIFITUBNNITS NI AU UAITUIUAS

lensaladnusiung

(1) GM63 = [Indicator-State | Indicator-Mode | Indicator-Quality];

(2) Indicator-State = [TLS-Indicator | TLS-Secured-State | TLS-Weak-State];

(3) TLS-Indicator = Web-User-Agent , “shall provide information about the state of TLS
protection available by TLS indicator.”;

(4) Web-User-Agent = ?User define client name from beginning of the project?;

(5) TLS-Secured-State = “TLS indicator shall be present a distinct state that is used only
for TLS-secured web pages. ”;

(6) TLS-Weak-State = “TLS indicator shall inform users when they are viewing a page
that, along with all dependent resources, was retrieved through at least weakly TLS
protected transactions, including mixed content”, {“ by using 7, Third-State }, “. ”;

(7) Indicator-Mode = “TLS indicator shall be part of ”, List-Mode , {“Otherwise, it shall be
available through ”, List-Mode };

(8) List-Mode = [Primary-Ul | Secondary-UlJ;

9 Primary-Ul = “primary user interface during usage modes which entail the presence
of signaling to the user beyond only presenting page content.”;

(10) Secondary-Ul = “secondary user interface.”;

(11) Third-State = “a third state in the TLS indicator, or via another mechanism (such as a
dialog, info bar, or other means)”;

(12) Indicator-Quality = [Obscured | Consistent-Position];

(13) Obscured = “TLS indicator shall not be obscured by web content.”;

(14) Consistent-Position = “TLS indicator shall be available in a consistent visual

position.”;

ADEINAANS

TLS indicator shall be part of secondary user interface. Otherwise, it shall be available through

primary user interface during usage modes which entail the presence of signaling to the user

beyond only presenting page content.
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1

UP2ME shall support Authentication, where the issuer asserts that the GM51
subject entity, by validate the certificate chain for a certificate up to a trust
root and recognize the trust root as augmented assurance qualified.
Certificate information from additional assurance of Certificate Authority is
presenting on Primary Security Indicator that contains following:
Organization (0) and Country (C) Subject-Field and Handling by marking
Trust Anchor using application-specific out-of-band mechanism or specially
marked by specific policy object identifier for Augmented Assurance

Certificate from SCB website.

2 UP2ME shall communicate with SCB website. The server used Validated GM52
Certificate that matches the dereferenced URI though strongly TLS-
protected that the https URL was used, strong TLS algorithms were

negotiated with protocol version at least SSLv3.

3 UP2ME shall present Ul indicator to signal the presence of Augmented GM53

Assurance certificates for the TLS-secured web page.
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4

SCB website present their certificate during TLS negotiation, but does not
match with the URI corresponding to the transaction. UP2ME shall handling

the error condition by using error signaling class of Danger Messages.

SCB website present their certificate during TLS negotiation, was fails. UP2ME
shall handling the error condition by using error signaling class of Danger

Messages.

SCB website present their certificate then the possible danger assessed by
Third party services and heuristic approaches UP2ME shall handling the error

condition by using error signaling class of Danger Messages.

GM54

UP2ME shall display information from validated certificates that is not taken

from unauthenticated or untrusted sources as part of the identity signal.

During interactions with a TLS-secured Web page, the following information
derived from augmented assurance certificate shall be displayed in the
Identity Signal: To inform the user about the owner of the Web page,
including human-readable information about the certificate subject at least
an applicable DNS name that matches either the subject's Common Name
attribute or its subjectAltName extension shorten such a DNS name by
displaying only a suffix. To inform the user about the party responsible for
that information, including the Issuer field's Organization attribute. Subject
logotypes shall be rendered only derived from augmented assurance

certificate.

GM61

UP2ME shall provide information about the state of TLS protection available
by TLS indicator.

10

TLS indicator shall be part of secondary user interface. Otherwise, it shall
be available through primary user interface during usage modes which entail

the presence of signaling to the user beyond only presenting page content.

11

TLS indicator shall be present a distinct state that is used only for TLS-

secured web pages.

GM63

12

UP2ME shall have Danger Messages for situations when there is a positively

identified danger to the user.

13

Messages shall interrupt the user's current task, such that the user has to

acknowledge the message.

GM64
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Danger Messages shall be presented in a way that makes it impossible for
the user to go to or interact with the destination web site that caused the
danger situation to occur, without first explicitly interacting with the Danger

Message.

GM64

15

The UP2ME shall employ techniques that prevent immediate dismissal of
user interfaces that used to inform users about security critical events or to

solicit input by using a temporarily disabled "OK" button.

GMT3

16

UP2ME shall not allow content from SCB Easy Net to obscure, hidden or

disable security user interfaces. Especially when opening new windows.

17

UP2ME shall not expose programming interface which permit installation of
software without the user's consent. Including when the user agent is
attempting to install software outside the agent environment as a result of

web content.

18

UP2ME shall inform user and request consent when the user agent is
attempting to install software outside the agent environment as a result of

web content. The warning message shall be used for the interaction.

GMT74

19

The development for Online Certificate Status Protocol status checking is
fragile and subject to frequent failures, so the UP2ME shall expose failures

of certificate validation checks to user as danger level message.

GM82

20

The UP2ME shall support the binding between domain name/certificate and
the actual real-world entity of Validated Certificate from SCBeasy.net

including the identity information such as a Petname.

GM84
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TripAdvisor shall support certificates verifying that it’s chaining up to a
locally configured trust anchor as a Validated Certificate from Agoda

website.

22

TripAdvisor shall support handling a Self-signed Certificates which are not
part of the user agent's store of trust roots and essentially serve as a
container for cryptographic key material in a key exchange that is not
verified by any third party. By the pinning interaction that enables users to
pin a certificate to a destination, but not allow to be accepted automatically
for an untrusted root certificate to additional sites nor to be pinned to more
than one site or Key Continuity Management (KMC) to determine
consistently communicating with the same web server for self-signed
certificates (or certificates that chain up to an untrusted root) from Agoda,

Booking and Hotels website.

GM51

23

TripAdvisor shall communicate with Agoda website though weakly TLS-
protected when strong TLS protection could not be achieved the following
reasons: certificates were used that are not either validated certificates, or

self-signed certificates pinned to the destination.

GM52

24

Agoda.com website; A Web page is called mixed content if the top-level
resource was retrieved through a strongly TLS protected HTTP transaction,

but some dependent resources were retrieved through weakly protected.

GM53

25

Agoda website present their certificate during TLS negotiation, was neither
lead to a trusted root nor pinned to the destination. TripAdvisor shall
handling the error condition by using error signaling class of Warning
Messages or higher and offering a possibility to pin newly encountered

certificates to the destination.

26

Agoda.com website present their certificate during TLS negotiation, human-
readable information from the certificate shall not be presented as
trustworthy. TripAdvisor shall handling the error condition by a dialog
display Organization attribute from Self-Signed-Certificate.

GM54

27

The Identity Signal shall be part of primary user interface and available

through secondary user interface during usage or presentation mode.

GM61
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28 | TripAdvisor shall inform user about the identity of the web site by using GM61
Identity Signal, in a consistent visual position and not be obscured by web
content.

29 During interactions with mixed content, TripAdvisor shall not include any
site identity information which is in use for unprotected HTTP transactions.

30 During interactions with mixed content, the identity signal shall include
indicators that point out any error conditions that why the web page is
unprotected HTTP transactions

31 The meaning of security context information in both primary and secondary GM62
interface shall be consistent.

32 | TLS indicator shall inform users when they are viewing a page that, along GM63
with all dependent resources, was retrieved through at least weakly TLS
protected transactions, including mixed content by using a third state in the
TLS indicator, or via another mechanism (such as a dialog, info bar, or other
means).

33 | TLS indicator shall not be obscured by web content.

34 | TLS indicator shall be available in a consistent visual position.

35 | TripAdvisor shall have Warning / Caution messages for situations when the GM64
system has good reason to believe that the user may be at risk based on
the current security context information, but a determination cannot
positively be made.

36 Warning/Caution messages shall provide the user with distinct options for
how to proceed.

37 | The options presented on these warnings shall contain following

characteristic:

- Descriptive to the point that their respective meaning can be understood
in the absence of any other information contained in the warning

interaction.

- A succinct text component denoting which option is recommended.
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38 | TripAdvisor shall enable the user to easily return to the page that the user GM64
was previously interacting with.
39 User interface elements within chrome which can be mimicked under the GM72
control of web content.
40 | Web User Agents shall not communicate positive trust information using
Site-Controlled content.
41 Site-Controlled content which hosted in chrome are Favicon, Information
Bar, and Status Bar.
a2 Site-Controlled shall not be displayed in a manner that confuses hosted
content and chrome indicators in a position close to them for both primary
and secondary. A not use a 16x16 image shall not be used to indicate the
security status in order to avoid imitation from the favorite icon
43 | The Agoda web server are not be granted control from the security relevant GMT73
notifications that users interact with.
44 | The TripAdvisor shall display only a modal security dialog, e.g., prompts for
user credentials, script errors, and TLS errors related to Agoda.com which
user currently have focus.
45 | TripAdvisor shall prevent Agoda content from overlaying chrome. GM74
a6 When web content request to add URIs to the bookmark collection. The
TripAdvisor shall not permit the URIs that do not match to the URI of the
Agoda that the user currently interacts with.
47 | TripAdvisor that use a windowed interaction paradigm, shall restrict the
opening of pop-up windows from the web content, particularly those not
initiated by user.
48 | TripAdvisor shall support the prior designation of high-value site, which Trust |  GM81

Anchor, Validated and Augmented Assurance Certificate are required.
Handling with the TLS errors that leads to additional exposure during the

first TLS interaction with the site by a strong warning signal.
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TripAdvisor which indicates SSL/TLS connections as secure for the strong
encryption of communication from Self-siecned certificate presented by
Agoda.com, but there are distinctions between identity and security so a

site may not operate in a safe manner or subject to attack.

GM83

50

TripAdvisor shall constrain the number of the Warning Message.

GM85

51

The TripAdvisor that has loaded two Web pages the first page was retrieved,
an Augmented Assurance Certificate was used by the TLS session. When the
second page was retrieved, under the control of content such as external
script and plug-ins from the top level resource vouches for the content of
all dependent resources. The network error for the different security
presentation of the two pages are expressed by the indicators of identity

signal.

GM86
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52

Dolphin Web Browser shall support Interactively Acceptance: while the user
is focused on a primary task unrelated to trust and certificate management
but not allow users to designate trust roots as augmented assurance
qualified, Trust Anchor installation: that is handled by user agent vendors
and device manufacturers based on out-of-band information and Trust
Anchor update: that is handled as part of operating system software

updates for any certificates form any website.

GM51

53

Dolphin Web Browser shall communicate with any websites though TLS-
protected that the resources was identified through a URI with the https URI
scheme, the TLS handshake was performed successfully through the TLS

channel.

GM52

54

Any website present their certificate during TLS negotiation, then TLS error
conditions occur. Dolphin Web Browser shall handling the error condition

by choose to abort the connection without any further user interaction.

GM54
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Any website present their certificate then high likelihood risks are identified,
but involve further user decisions. Dolphin Web Browser shall handling the

error condition by using error signaling class of Warning Messages.

56

Any website present their certificate that is validated certificate then their
form submission are directed to an unsecured channel. Dolphin Web
Browser shall handling the error condition by using error signaling class of

Warning Messages.

GM54

57

During interactions with mixed content, Dolphin Web Browser shall not be

render any logotypes derived from certificates.

GM61

58

Dolphin Web Browser shall provide the following security context

information available:

- The Web page's domain name

- Owner information, consistent with Identity Signal Content.

- Verifier information, consistent Identity Signal Content.

- The reason why the displayed information is trusted (or not).

- An explanation of the information represented by the TLS indicator.

- If the Web page is weakly TLS-protected, then, what conditions cause

the protection to be weak.

- Whether the user has visited the site in the past.

- Whether the user has stored credentials for this site.

- Whether the site content was encrypted in transmission.

- Whether the site content was authenticated.

- When the user first visited the site in the past.

- How often the user visited the site in the past.

GM62

59

Error signaling that occurs as part of primary user interface shall be phrased
in terms of threat to user's interests, not solely in terms of art nor technical

occurrence

GM64
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60 Error messages shall provide feedback or obtain assistance, not tell the user GM64
to enter the destination site that caused the error

61 Error interactions shall have an option to request a detailed description of
the condition that caused the error interaction to occur.

62 User agents shall additionally display indicators in an error situation.

63 Chrome refer to the representation through which the user interacts with GMT71
the user agent itself, as distinct from the accessed web content. This
includes both primary and secondary user interface. By Primary User
Interface denotes the portions of a Web user agent's user interface that are
available to users without being solicited by a user interaction and
Secondary User Interface denotes the portions of a Web user agent's user
interface that are available to the user after they are solicited by a specific
user interaction.

64 | Chrome shall always be present to signal security context information.

65 User interface elements commonly present in Dolphin Web Browser, a Web
User Agents, are: Identity Signal, Navigation Button, TLS Indicator, Favicon,
Information Bar, Status Bar, Page Title, Location Bar, and URL Bar.

66 Identity signal present Identity Information about the web site.

67 | A Navigation buttons provide a drop down list of previously viewed pages.
Each page is identified by the content of the corresponding
HTMLTITLE element.

68 | A TLS-Indicator using padlock icon to indicate the use of SSL.

69 | A Favicon is a small graphic specified by website to act as an icon that
appears in the URL bar in most desktop web browsers and on the tabs in
some browsers.

70 | An information bar across the top of the web content window to
communicate with users.

71 A Status bar displays messages from the browser, such as the target of the
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72 | A Location Bar is a widget which displays and allows input of the textual GMT71
location entered as a URI of the resource being requested or displayed -

after the response is received.

73 | A Window title for viewing a web page and Tabs title for viewing multiple
web pages using the content of the HTML TITLE element from Agoda, the
displayed web page.

74 A URL bar show current web page's URL is chosen in tandem by the creator
of the referring hyperlink and the web site operator. An additional, the

displayed hostname also using the current web page's URL.

75 Dolphin Browser shall restrict window sizing and moving operations to keep GM74

security chrome visible.

76 When web content request to add bookmarks, the Dolphin Browser shall

request for explicit user consent.

77 Dolphin Browser that use a windowed interaction paradigm, shall offer a

way to extend permission to individual trusted sites.

78 Dolphin web browser shall support the prior designation of low-value site, GM81
which Self-Signed and Pinned Certificates are required, Handling with the
TLS errors that could be a spoofing attack during the pinning of a new
certificate to a destination by checking that DNS of a newly certificate is

match to URI of the current site.
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TensalnguilazyaudunisszynaufaInisnuduaInIun1ssn¥IALIuAITY
Yuas Usenaunie 4 hennsainad
1) Tensal 51 N159An151UsUI9vdu Usenauslsusumasitanan Tawn

Funud iy (Web-User-Agent) n1sdnnislususes (Certificate-Handling) wazliuinag
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(%
A v

U (Web-Server) fagnaannudesnisfildanbiennsaidl fedennud 1-4 Tunisiedt 5.1 Tag
Lanssegsdriunislfindeninudesnisusingdanini 5.2 dredrmadniaiudesnts
anusfunsiildanmsimesivalusvedhenseiiunsesulagldusunnsalfinud 3 svuu
ﬁu@ﬁ‘u A9 “Dolphin Web Browser shall support Interactively Acceptance: while the
user is focused on a primary task unrelated to trust and certificate management but
not allow users to designate trust roots as augmented assurance qualified, Trust Anchor
installation: that is handled by user agent vendors and device manufacturers based on
out-of-band information and Trust Anchor update: that is handled as part of operating

system software updates for any certificates form any website.”

@
Web-User-Agent “shall support ” Certificate-Handling “from” Web-Server “website.”

v 0 I o

“Dolphin Web Browser ” Ce rti}ﬁ@ “any”

Interactive-Acceptance

= O

“Interactively Acceptance: while the user is focused on a primary
task unrelated to trust and certificate management but not allow
users to designate trust roots as augmented assurance qualified”

amit 5.2 msdsegndldlensainisdanislufuseaiy

2) lwinsal 52 nsimuasziuauTuAsrInIsideNdefuglviuinisiu
Uszneusigueumesivandn toun funudldiiu (Web-User-Agent) 9an1anssneainy
funsturuda (TLS-Chanel) uagfliuiniaiuiiléfunisunilos (Protected-Web) uanq
fegrsddiumslindsanudosmsusngdanimi 5.3 nadndanudeanisadusiunsils
1nnrstdumesivaluauisedulasldnsdldinuiil 3 svuudugiiu Ae “Dolphin Web
Browser shall communicate with any websites though TLS-protected that the
resources was identified through a URI with the https URI scheme, the TLS handshake

was performed successfully through the TLS channel.”
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@

Web-User-Agent “ shall communicate with ” TLS-Channel

Protected-Web

®I_ v o

“Dolphin Web Browser ” TLS-Protected

vy o

“ though TLS-protected that the resources was identified
through a URI with the https URI scheme, the TLS handshake
was performed successfully through the TLS channel. ”

“any website”

Al 5.3 mIuszgndltlisnsalnmsfrunanusiuaswesmsienderliuinisiiv
3) Tagnsal 53 n1sinuaUsTLANYeiuaInn1sEnYIAutuRsTuYuEs
Usvnousieusumesiidandn 1aun ms$hwimusiunsiuauads (TLS-Secured) waziiiow
WuURE (Mixed-Content) Tnguanssnagrsdnsunisleundennudioanssanind 5.4 nadns
Aldannisiimesivaluaveshoinsaliudetulneldusunnsddne s 2 svuudises
Weainuazifieadu Ao “Agoda.com website; A Web page is called mixed content if the

top-level resource was retrieved through a strongly TLS protected HTTP transaction,

but some dependent resources were retrieved through weakly protected.”

GM53

Mixed-Content

Protected-Web Protected-HTTP-Transaction
i o -
“Agoda.com website; ” “A Web page is called mixed content if the top-level

resource was retrieved through a strongly TLS protected
HTTP transaction, but some dependent resources were
retrieved through weakly protected.”

i 5.4 MsussandldlisnsalinnuausennveivainmssnsauiuastuYLEs
4) hegnsal 54 MadennsianisteranaIniiinduvuzideudon13in¥IAIY

FUAITUILET Usenaumieuaumasidanan lawn Waulvdaianans (Error-Condition) way

N139nN15TaRANa1R (Error-Handling) lnguanifiog19a1aun1slaudanusean1susing
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ANNA 5.5 wadnsilaainnisumesivaluavedheinsaliudedulasldusunnsalfingii
2 szuvdrsosiasinuazientu Ae “Agoda.com website present their certificate during
TLS negotiation, was neither lead to a trusted root nor pinned to the destination.

TripAdvisor shall handling the error condition by using error signaling class of Warning

Messages or higher and offering a possibility to pin newly encountered certificates to

GMs4 >

the destination.”

@

“ present their Error-Condition Web-User-Agent .
Web-Server coiieEa” Error-Handling

)

®
« oo TLS-Negotiation
‘Agoda.com website “TripAdvisor” ErronSionali
EH-Certificate-Chain Tror-signaling
® ®
“ during TLS negotiation,” | | EC-Certificate-Chain “ shall handling the o
® error condition by ” Pinning Warning-Message
; ®

“was neither lead to a trusted root o T TR
nor pinned to the destination. ” gap ytop B Warning
e newly encountered certificates | o R |y ed
to the destination” gnaing

it 5.5 nsussendlghensalinnuanisdennsinnistetianais
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Tensalnguiiasgatun1smuannunednisnuuAweINadduantiiowans
A0ULVRINITINWIAUTUAITUIUAILA NTTURENNUS Usznaume 4 hensaldall

v v L3

1) Tensal 61 mMsdsdyausnanvalreaiu Useneumeuownesitanan loun
AANYMEYDIdye 10 (Signal-Specification) N5dsdysy1audndnual (Identity-Signal) wag
demvesdyanasadnual (dentity-Signal-Content) Insuansiaegssndunsidundeey
Foansusngds wadwidldarnnsinmesidaluaveshisnsaiduresulaslduium
nsdfnwdl 2 svuudrsesiiinuazifioadu Ao “TripAdvisor shall inform user about the
identity of the web site by using Identity Signal, in a consistent visual position and not

be obscured by web content.”
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Identity-Signal

Web-User-Agent “shallinform user about the Visual-Consistent “and” Content-Obscuring
identity of the web site by using
I o Identity Signal” ¢ ® i ®
“TripAdvisor” “in a consistent visual position” “not be obscured by web content”

[ v v L

Al 5.6 nsuszandldbhensainsdsdygyndndnuaiveniu

A

2) Tennsal 62 msﬁmumaqsﬁa;ﬂaLﬁmam‘ﬁLﬁm%aﬁ’w%wmmﬁumLG‘BQL"JU

'
v a o a

Usgneumeusuwesiitandn Ao JayauiumAuunuduiu (Security Context Information)
Tnguansiagrdrfunisliudeninudesnisusingdannd 5.7 wadwialdainnisi
wesivalunveshennsaliuserulagldusunnsdifinud 2 ssuvdsesitinuaniflendu feo
“TripAdvisor shall provide the following security context information available:

- The Web page's domain name

- Owner information, consistent with Identity Signal Content.

- Verifier information, consistent Identity Signal Content.”

GM62

Se curity-Context-Information

@ N

“ shall provide the following security \

context information available: ” Basic-SCI

Web-User-Agent

“TripAdvisor”

Verifier

1 o ¥ o o

“Owner information, consistent “Verifier information, consistent
with Identity Signal Content.” Identity Signal Content.”

“The Web page's domain name”

Al 5.7 msdszandldhiensalimunvestoyaiiinifuiinerdesiuuiunanuduandeiu
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3) lThennsal 63 MsAvuARNURBINISYRIFITUBNNITINIIANT LA UYLES
Uszneudeueumestitamadenudn 3 madenléun anusvesiduen (Indicator-State)
Qzumwwmﬁu%uaﬂ (Indicator-Quality) wagnsuansHaTasfauan (Indicator-Mode) Tae
wansiog1ddunslfndsaudiossunngfanni 5.8 sadndildannisiumesida
Tuavedhensaluserulagldusunnsdfinud 1 suranssidnnseling @e “UP2ME shall

provide information about the state of TLS protection available by TLS indicator. ”

GM63

Indicator-State

Web-User-Agent TILS-Indicator

Vo I o

“UP2ME “shall provide information about the state of
TLS protection available by TLS indicator.”

A 5.8 N1sUszendlgliensalinnuaaufeIn1sveIiituenNNSNBIANNTUAITUT LA

4) lawnsal 64 n15ian1sTelianaln Usznaumeusumnesivandn 4 naden
loun nsdedaygrauderanatnuudiuneyssaugliuuuugunll (ES-Primary-UN) Yoadny
\Aousy (Danger-Message) UoANULIWFBU (Warning-Message) uWagfaduanvaianann
(Error-Indicator) lnganfiiag9a1Aun1s LA BIAUABINITUTINGAININT 5.9 Nadnshle

° fa o o o Y a g a a a ¢
nnsimesiivalunvedhisinsailunneiulagldusunnsdifinwi 1 suinsddnnseingd

Ao “UP2ME shall have Danger Messages for situations when there is a positively

identified danger to the user.”

GM64

Web-User-Agent

I ©)
“UP2ME’ | WM-Info
$ ©

“shall have Danger Messages for
situations when there is a positively
identified danger to the user.”

Danger-Message

it 5.9 nsussendlghieinsainisdnnisveiianain
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523  uwwwnsiangadmiuanwnuniu

hensalnguiiasyjadunisssyaunenisnnusiuasivelnteddvninidsswanisgn

[

TUAMUUSUNAINLTUAIUBISEUU Usenaume 4 Tennsalsail

1) hensal 71 Msminuaaudesnisaiudedszaugldlasudsenaunigusy
wesiidandn lawn asu (Chrome) wagdiusiauszaugly (User-Interface) lneuansdiiag
Sunslfungeanudesnisusingdanind 5.10 wadwsaldannisinmesivaluaves
Thernsaifunsedulagld@isfiausun fie “Chrome refer to the representation through
which the user interacts with the user agent itself, as distinct from the accessed web
content. This includes both primary and secondary user interface. By Primary User
Interface denotes the portions of a Web user agent's user interface that are available
to users without being solicited by a user interaction and Secondary User Interface

denotes the portions of a Web user agent's user interface that are available to the user

after they are solicited by a specific user interaction.”

(JP
@ h;@

Chrome-
Definition

Q
“Chrome refer to the representation through which the user interacts Primary-UI-Definition | “and” Secondary-UI-Definition |
with the user agent itself, as distinct from the accessed web content.
This includes both primary and secondary user interface. By ”
@ ©)
“Primary User Interface denotes the portions of a Web “Secondary User Interface denotes the portions of a Web

user agent's user interface that are available to users user agent's user interface that are available to the user
without being solicited by a user interaction” after they are solicited by a spedific user interaction.”

Al 5.10 M3Uszgndldliennsaifmundiuseuszanugldlasy
2) hensal 72 msfmunaNdssnsdmsdusoysranugldnanunsaniunule
Tnaidenduiietiosiunsaenideuiivenarusfunsusznoufeusumesidandn Tiud
asfdsznoufianunsoauaudeidemainiduled (SCC-Elements) wagnsideunuudadven
(Mimic-Indicator) Insuanssnegsdifunislindsmnudesnisusingdsnmi 5.11 nadns
flFannisdunesidalunveshensaifunsesulaglifisfisuiun fo “Site-Controlled

content which hosted in chrome are Favicon, Information Bar, and Status Bar.”
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SCC-Elements

“Site-Controlled content Favicon Info-Bar “and ” Status-Bar “ .|
which hosted in chrome are ” * ‘x ¢
“Favicon” “Information Bar” “Status Bar”

At 5.11 msuszendldhennsalimusdiusoyssanudlitansoauauldlaeidoniy

3) hensal 73 nstesnslandiiulfduius Ussneumeuauwmesiitandn lawn
watadasdunisenidnlaviud (Dismissal-Prevention) n1s8useuliniunu (Granted-
Control) wazn 1suaninaedifinou (Display-Dialog) Ineuansiiogedrdunisiiundaning
doansusngfannd 512 nadwsiildannnininesivalunveshensaiiidesulagld
UIunns@Anwil 1 su1A15Bidnnselind Ao “The UP2ME shall employ techniques that
prevent immediate dismissal of user interfaces that used to inform users about security

”»”

critical events or to solicit input by using a temporarily disabled "OK" button.

GM73

Dismissal-Prevention

Web-User-Agent Disable

“by using a temporarily
“or "1 Security-Critical | disabled "OK" button. ”

“shall employ techniques that ¢ ©) ¢ ®

prevent immediate dismissal of

« . ” w“ -
user interfaces that used” to solicit input to inform users about

security critical events”

s

i 5.12 Mmsdszendldhensalnisdesmslaudruu jduius
4) Lensal 74 Amusaudesnsiuauiuasdmsuswnudldiunisesudu

roUszanulusunsudssynd Usenausieusumasiivandn laun n1sunUavisonquiniediy
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naUszaugly (Obscuring) n1shndsenAud (nstallation) nMsAuniingu (Bookmarking)
wardiudeUszaulusunsuUsrenaveantifn1e (Window-API) laguanifieg 19a1auns
ndanudoanisusngfnind 5.13 nadwsldannisiinesidalusvedlennseiiun
dofulagldusunnsdidnuil 1 surmsdidnnsefind #e “UP2ME shall inform user and
request consent when the user agent is attempting to install software outside the
agent environment as a result of web content. The warning message shall be used for

the interaction. ”

GM74

Installation

Web-User-Agent Installation-Request Installation-Outside Installation-interaction

| o | | o | o
| “the user agent is attempting to install

software outside the agent environment as a
result of web content. ”

“shall inform user and
request consent when”

“The warning message shall
be used for the interaction.”

ami 5.13 nsuszandldbisnsalfmuadiuneuszanlusunsuussyndvesiunugldiiu
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1) hennsal 81 nmstestunislauddslususesseninanisdeusanisinesiniig
fhunstunuds Uszneusesueumesiidandn Aonsiuuayarvediuled (Site-Value) tng
uanafegadumslfindsmnudesmsusngfanmil 5.14 sadwsildanmsuinesida
Tupweshisinsaidundefulasldusunnsddnuil 3 SYUUAUALIU A “Dolphin web
browser shall support the prior designation of low-value site, which Self-Signed and
Pinned Certificates are required, Handling with the TLS errors that could be a spoofing
attack during the pinning of a new certificate to a destination by checking that DNS of

a newly certificate is match to URI of the current site.”
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@

Web-User-Agent “shall support the Site-Value
prior designation of ”
@ E—

“Dolphin Web Browser” Low-Site-Value
©)

Low-Site-List TLS-Errors | New-Pinning |
O] © 2

“low-value sites, which ”

“ Certificates are « . -
. : « » . Id b fing attack di the f
slfigned Cnitcare]| “and” || Pined | | requined. Handigwith | |0 oo atack durn the pining ofa e
¢ @ ¢ the TLS errors that” | newly certificate is match to URI of the current site.”
@

“Self-Signed” | “Pinned”

A 5.14 maUszgndltlaennsainiseatunisTasdshelususes
sywinnsideusenssnausiunsduTuEs
2) Twnsal 82 nstlesdunislanfinisamvasvantuglususes Uszneunisuau
wesiidandn lawa n1sesivdeunIugnaesvesluiuses (Certificate-Validation) yngeu
2990150 529a@0UlUTUT99 (CV-Vulnerability) wagnisdanisdunisiinasulususes
(Revoked-Handling) Insuansfiogrsdrfunsliundeniudosnsusngfenind 515
nadnsildannsimeiivaluavedhensaitduretulaeldusunnsaanwi 1 suians
dianmsednd Ao “The development for Online Certificate Status Protocol status

checking is fragile and subject to frequent failures, so the UP2ME shall expose failures

of certificate validation checks to user as danger level message.”

Certificate-Validation status » | - CV-Vulnerability “
checking is

“The -
development
for” ®
Online-Certificate- “UP2ME”
Status-Protocol Failed Fragile , so the” ' Danger-Message
I '+__I 1—;| O]
@ @

“Online Certificate “subject to “shall expose failures of certificate “danger level
Status Protocol” frequent failures” fraglle validation checks to user as ” message”

A 5.15 nsussandldbiensainistesiunislauiinisnsivaevaniugluiuses

Web-User-Agent Revoked-Handlin
®

3) Tensal 83 nsivustesniulunisuseiuausiuaeiu Usenaumieusy
wasiuanan oA s18n15usUTeantglunssnemNusTuAsTUILEs (TLS-Certificates) way

V8N IUNIT5UUTEAUAUALLIUAY (Security-Assurance-Exception) lagiansiioteafu
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nsldindeennudosmsusngdanind 5.16 uadwsilldanmstimesitaluaveshennsali
wsefulagldusunnsdinuil 2 ssvudisesiosinuazifiendu e “TripAdvisor which
indicates SSL/TLS connections as secure for the strong encryption of communication
from Self-sigcned certificate presented by Agoda.com, but there are distinctions
between identity and security so a site may not operate in a safe manner or subject

to attack. ”

GM83

®

“ which indicates SSL/TLS connections ~ .
as secure for the strong encryption of TLS-Certificates

Security-Assurance-
Web-Server “, but” Exception
communication from ” ®
e @
W coor” “Agoda.com” Distinction “so” Caution
TripAdvisor [©) Self-Signed ® @ e j g
Y = v @ @
“Self-signed” «Certificate” | | “presented by ” “there are distinctions between| = “a site may not operate in a safe
g P Y identity and security” manner or subject to attack”

A9 5.16 nsuszandlghiensalimuatesniulunisussiuanuiuawes

Web-User-Agent

a) ‘lhensal 84 msfmuadeyasndnualfiaenadesiulanainuais Uszneusie
usumesidandn liun luiusesiiiunisnsisaouaiuaumnauna (Validated-
Certificates) wadoyaiaonadosiulanauads (Real-World-Entity) Insuanasiogrsdsi
nsliindennudesmsunngdnmd 517 sadnsdldanmathmesidaluaveshennsali
wsefulagldusunnsdfnmil 1 suirsddnnsedind A “The UP2ME shall support the
binding between domain name/certificate and the actual real-world entity of Validated

Certificate from SCBeasy.net including the identity information such as a Petname.”

®

Validated- “fom” Web-S «»
Certificates, om €D-5eIver | «including theidentity | | Real-World-Entity
information such as ”
®
Validate:l “ Certificate ” “SCBeasy.net” Pet—NameI

v ®

“Validated” “a Petname”

PN ¢ o0 % v o ¢ Y o a
AN 5.17 ﬂ']ﬁ‘ljigEgﬂmﬁlsgl’(]EJ']ﬂimﬂ']%u@‘ﬂ@llﬂa@maﬂ'@mﬂﬁ@@ﬂa@ﬂﬂ'UIaﬂﬂ'J’]llﬁ]iﬂ

“shall support the binding
Web-User-Agent between domain name/
certificate and the actual
® real-world entity of ”

“UP2ME”

Y

5) 811501 85 NNSAINUAYDINAVDITDAINULIILFABU USENBUMEUBUWasTTa

[ v

nan lawn nsdsdggradaianain (Error-Signaling) waztadndnlunisuanitaniny

(Message-Constrain) IngUana1Aun1s a2 IuAean1sUsINgAInIndg 5.18 waanwsnla
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nnsiwmesivalunvesheinsaifiunseiulagldusunnsdlfine i 2 ssuud1sesinnway
Wiwadu A “TripAdvisor shall constrain the number of the Warning Message.”

GM38s5

@ @
Web-User-Agent shall —I Message-Constrain) | “the ”\ Error-Signaling
v ®
“TripAdvisor” .
Over-Frequent Warning-Message
v 0o Vv o
“constrain the number of” I “Warning Message” I

i 5.18 Msuszendldhiensalnmsimuadedninvestoninundaiou

6) lhwansal 86 msﬁmumé’ngmé’mé’waiﬁuaqL%Uﬁﬁﬂwswﬁauuﬂam‘fam
Uszneumsueumesitandn Wud desniumssnvinusunsturuds (TLS-Protected-
Exception) Waafiun (Source) n§nenns (Resource) wazdnyayiassndnwal (Identity-Signal)
Tnsuansddunslindennudesmsusingfanmil 5.19 sadwsildannisinnesidalus
vashensalfundesulagldusunnsdlfinunil 2 svuudisesiiinuaziiiendu Ao “The
TripAdvisor that has loaded two Web pages the first page was retrieved, an Augmented
Assurance Certificate was used by the TLS session. When the second page was
retrieved, under the control of content such as external script and plug-ins from the
top level resource vouches for the content of all dependent resources. The network
error for the different security presentation of the two pages are expressed by the

indicators of identity signal.”

0]
o

he” Web-User-Agent
TLS-Protected- “content
o Exception suchas” Resource

“are expressed by

“.The” Identity-Signal the indicators of
Source identity signal.”
Plug-ins
® Top-Resource Network-Error
® “plug-ins”
©)

“and “top level resource vouches for the “network error for the different security
content of all dependent resources” presentation of the two pages”
(% v v L3

ami 5.19 nmsuszandldbisnsalimuadyarasndnualvesiuifinisfeundasilen

“TripAdvisor”
©)

“that has loaded two Webpages the Mixing-Certificates Seript
first page was retrieved, an
Augmented Assurance Certificate @ ®

was used by the TLS session. “external
script”

“When the second
page was retrieved,
under the control of”

A7)
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MsfvuaANFINIAIIEuAwssTwdldduaTuayuL Anuar T Ide sy Tae
szynNFRIMIBmThfivesszuy senuuvannenssunazlassairinmsdaifiudoya sey
iresiloatiuayunIiaun euendnmsnisieinvedliinsalausiuns wansddunnsld

Nuuazegsdusialsraugld Wanfmeasuinsesilofuwuy

6.1 ANNADINITLTINUN

wisseduwuuiugubhiensalidmsuinunniufen1saudung

A159ANITIATNNS

N BUTTUU

AUUSBLN 1

a519lAsans lAsans

-~

<<extend>>

-~

wanatoya

<<include>>

WenlAsINg

o / .

<<include>>
I

1A59N5

NNTAANITAINNABINN S

MuueANLFeINs - <<include>>=X  idenngulieinsal

~

<<extend>>

~
~

=l
AUNIOLA luAY

JUNNAIIUADINTT
$99n15

14190ATIUANT

AUABINIS

UsgHUTTA UANLATDYR 3

enansaulateadyle

AN 6.1 WHUANYAAAYDATBIHBAULUY
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wifinsviauvesaIesflodunuuiiatuayunisivunauiesnisaiusiung
(Web User Agent Security Requirements Generator: WUASRG) ﬂWLauaﬁaaLLmumwgaLﬂa
(Use Case Diagram) 85unennsinseruszninegléfuniiiivesssuu dsnmd 6.1 Tasd
swazBendsil

1) nsdilduszu Tnegldvinnsteuderdlduassiaiuitedldny

2) msdnnislasanis fldaunsaatialasanislasteudeya léud Jelasenns
ferfuayulasens Fesvuu wagsmemsgliuinmsiuifadeduszuy anunsaudly deyaves
lasens Waudsnsaulasenis

3) msdanissensanudeanisveusazlasants Wedléidenlasenisuds {14
ansoimuaeudeanslaoidenhensaiildlumstmusenudeaniseusiuag et

o =

T¥uszuvazasasutaulvnaunsidutiveransessanldanniennsaidurselil vin

Y

Linuteyandesimuald szuvazlisugalinvuaanudeinsanliginsaldngdld lny

nsuanstanuuIuseulvdldmnunaiiudesnisvedhensaluudeneu aunittoyass

'
S o A

Asunueuly seuvdsazeygnbiglddeudeyatasnalududuiievinisnsisgeuainy

[ I

Asuduvesdeyandndunaunistuiin wnesrvgeunuitgldnsenteyandndulinsu ag
ldgnaunsaduiindeyald

4) nsUszifiussauauadesauenarsdulagieadele ssuuvinisnsivaey
F18N13A1NABINTVOIAAZlATIN SN LERmunIAseuRqudedidulauan dudwuinla
A o ) o & = P a Y v v vy a
dleeuiulenansiuilagieadyle ieuseilluszAuauadaunuvedlasins Auliesung
lunsliesigiienarsauilagieadgleluuni 3 anuadeuniuuuale 2 gu Ae

(%
1Y 1Y

LHUNUFIU T2AUAT IAETEAUNUTIUADININUAAIINADINITATOUARUNN VR UIAUTNADY

o

'
I % L

luraueNTeAugaiaaiIMunAINABINISATEUARNNTaUIAU IR UR Nndonas

)}

Ui

(ol
e 2%) ¢)

UUR wazyndeuuzii sruvazkaninanisusziuiuunataasudnuiudenivund
Adeumudatiduvetenansiuilagieadyle Inswsnmusaniiu “MS”, “SH” uag “MY”
5 msdeensrenisanudeinisauduastusduuulvdienaa (xis) weinldly

AMYUBNTEUU
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6.2 N152NLUUANNUNENTTUVDILATDIUD

sruvsuwuuldnsauuINEsiesivla (Java Server Faces Framework) 39l5u
AnsanTAs a1 dnenssuuuBaAd (Model-View-Controller: MVC) Failudumilswaauuy
sUN1599nUUY (Design Patterns) Aaglunsuendiuvesvosnswamlusunsueeniiy 3
du A danansia (View) daumugy (Controller) waghuudiasstaya (Model) fanmil

6.2 lngduuaninaussymasdmsudiuseUsrauiflduaaiu duauauuITIRaanIds

'
0 Y w

N1IAUINATINELTEIND (Business Logic) havdiuanyinekuuinaestoyaussgmaidinnis

Futeya

d@unanawa (View)

User Project Index

| Create.xhtml | | ViewProject.xhtml |

Register.xhtml InitPage.jsp
| ProjectManagement.xhtml | |Assess.><htmt|

Login.xhtml Login.jsp

| DefineRequirement.xhtml | | Export.xhtml |

| EditRequirement.xhtml |

dumuAw (Controller)
ManageBean
LoginMBean DefineRegMBean EditRegMBean RegMBean
ViewProjectBean ProjectMBean AssessMBean ExportMBean
wuudnaestdeya (Model)
DAO Entity
| UserDAO | | ProjectDAO | | User | | Project |
| WebserverDAO | | AssessDAO | | WebServer | | Assessment |

RelevantTagDAO RelevantTag

AN 6.2 a01URENTTULUULSINTUDITZUUAULUU
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6.3 laseadenisdanudaya

msdaivdeyanisirunanufeInisinenIsdosuwuusiegudeyauuioandu

6 Loudif Ais Tayadld (User) Joyalnsens (Project) Toyarliu3nsiiu (WebServer) daya

Y

AIUABIN1T (Requirements) Tayan13UszLliu (Assessment) wazdoyatdrgniuses

(RelevantTags) AININT 6.3 LHUNINAAIELAAILDAYSUIALALANEFURUSITUINSLOUNR

Project
« WebServer
User -project_id _
-projetName -server_id
-user_id -projectSponsor SIS
-username -userAgentName -web_project_id
-password 1
-firstname
-lastname
_email * Assessment
-role_id Requirements _count_tag_ms
-rolename — o=
-count_tag_sh
-req_id -count_tag_my
-req_statement -assess_result
-req_project_id -not_found_tag
-reg_grammar_id -assess_project_id
-group_gm
-terminal
-gm_type
tag_id RelevantTags
-tag_id
-terminal
-tag_type
-tag_header

AT 6.3 UNUAMNARIAVDINITIANUTBYAVDITLUUAULUY

6.4 \w3nsliaaduayulun1siaun

o A4 A v v acs ¢ a
mi‘wwmLﬂiaduaWULLU‘UIW‘J@UQWR}WNLGUW\IL’JaiW\Iﬁ 1n79LL0dLan (Java Server

Faces Framework: JSF) lnefiwanduwas (Software) Wayg1iauds (Hardware) Natiuayudl

va o

AMANUR 9Tl

9

6.4.1 ATUYINAWIS

1) sguuduinslulasgeniiulend 10 1Us (Microsoft Windows 10 Pro)
2) TUsunsudmaudunsa 11957 4.5.0 (Eclipse Mars version 4.5.0)

3) lwsuwla (PrimeFaces version 5.3) dusisUszanuglddmiunseunuiaieaien
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4) pTUNTNOULAN L2105 U 7.0.41 (Apache Tomcat version 7.0.41) TUsun s
fausanInIndsLdmsuNEIieh S udsaes (Web Server)

5) TUswnsuurduan wiiflen 11o5¥u 9.1.8 (Navicat Premium 9.1.8) 413U
Futeyannewoaniken (MySQL)

6) TUsunsuuaud astu 3.2.1 (XAMPP version 3.2.1) TUsunsudnsuinasaiv
@503

6.4.2 A1UIITALIS

1) m‘%'amauﬁama%dauqﬂﬂa wheUsvananadunaneile 5 AuEl 2.27 Ang
18399 (Intel(R) Core(TM) i5 CPU M430 2.27GHz)

2) WeAUIIEITes (Memory) A113L57 4 Anglud (Ram 4 GB)

3) 9utufinuuuds (Hard disk) ma1ug 500 Anglus (HDD 500 GB)

4) n3739nN19A (Graphic Card) Bwa %d n373A (Intel HD Graphic)

6.5 N15ElaRaliensalauluAIasluASaslaAULUY

'
A

hgnsainuduasiiinaueazgnimduiiugiulunsaianiode nistleih
hensalanusiuasaduedestiefunuuilalagliussloviannsdouddsdu (Bean) vos
nseuuaeaed lnsusarhensalazgniuideuiuiiomuauueumesiitauazivesiiva
auanuduiusidimualilulieansal wdismyadoninu (Bundle Message) tlauans
wadNSAIFDIN TNl Rmun

sEMIamIimUAANFeINg umwesiulinusiunsazgnvieslueitliuansly
Tunsuszendldlinsaimnusiunsuni 5 Wielinseunguyniduniatazdusseznang

o

WD MBS HUaYeI 81N UNABINITETINU LATRINIAULUUILUIDIAUTLNBULUUUDY

wasiidavessuliainuiuasunldidusionisiidanlunisnnuanINf 99N 1S UDILAAY

Tennsal

6.6 A1AUNITAMNUAAMUADINTISAUNNBUluRNBUNSIFIU e nsal

WWIoalladuwuUas19n e nsaladefadeulunaunisidarunaliinaisnunig
AMUUAANUADINITIINAING 6.4 LEAAILFUNIINITANMUAAINUADINITAU IEINT RIS UAUA LY
dl’ a b‘d‘ & A 6 6 6
Nanaliensaldu 3 Thennsal As hensal 51 (GM51) Lennsal 64 (GM64) Thennsal 71

Y

(GM71) 31nhensalsanand drunasiadun1anantanadl
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Humnedl 1 5uduiiliensal 51 GM51) 1Usslaennsal 52 (GM52) laennsal 83
(GM83) 3atiensal 84 (GM84)

umedl 2 Buduiilaensal 64 (GM6a) 1UFlaensal 54 (GM54) laensal 73

(GM73) Thennsal 82 (GM82) Trennsal 85 (GM85) 3atiennsal 86 (GM86)

Funned 3 Suduiilaennsal 71 (GM71) Wdelhensal 72 (GM72) Taeiidunis
saunuliennsal 64 (GM64) lUFsliannsal 74 (GM74) sarduni1esiuliennsal 51 (GM51)
ugalaensal 53 (GM53) Ludslaeansal 61 (GM61) u3elasnsal 63 (GM63) udduan

Fuyaiilensal 62 (GM62)

GM81 GM51
Certificate

GM83
. ) oMs2 ([ ewss | [ omes )
s R > > -
GM84 B TLS-Protected JLS—SEcuredJ JLS»InjmatorJ
4 N 4 W

—
GM61 GM62
GM86 ity-Si iti -
@ ddentlty Slgnalj (’-\dd|t|onal SCI
(" ~an )

GM82 GM72
) cMe4 SCC-Elements
P— Error-Signaling
GM85 GM71
\ Chrome
GM54
(" oM73 ) Error-Handling
‘ GM74
— ObscuredUl

A:{I A Y o 14 L4
AT 6.4 LHUNNLASBITNTENUELERSERUNSIFUlenTal

6.7 MIvuazdusaussaulldvaniasiiafuuuy

drureUszauildvesszuunaninariuntivuszneumenissdmnsudildan
PANEIASUINNITIATING TR NEINSTUMNRUATIENITANUABINTT AUIAEIASULALY
ANNABDINIT NUIAIEIUSUUTLTULATING WaEUTNANEINSULI88NI18NITAIILABINTS
1AgH N MTIULALANMUAURUS TE NI IUBERIF ISR UAINIUTAIUITNTY (Window-
Navigation Diagram) fanndi 6.5 Inedruvesnisimunanudesnisduluaugisunsls

Y

Nubensal MeaziBeavensyihaukardusieysraugldaunsaasuelanad



<<Window>>
Log-in

<<Form>>
Login

Log-in

<<Window>>
Select Project

<<List>>
Project Name

Click on project name

<<Window>>
View Project

<<Button>>
Define Requirements

<<Button>>
Edit Requirement

<<Button>>
Assessment

<<Button>>
Export

| Click Edi—]

Click Export

Click Define Requirements

<<Window>>
Edit Requirements

<<Button>>
Delete

<<Form>>
View

<<Window>>
Export

<<Report>>
Requirements

<<Button>> <<Window>> Click Assessment
Create Project Define Requirements
<<Buttor_1>> <<Button>> <<Window>>
Edit Project Select GM Assessment
<<Button>> <<Button>> <<Button>>
Delete Project . i
! Select Terminal [ Click Select GM Select GM
<<Form>> <<Report>>
Non-Terminal Assess Project
<<Button>>
Submit

AWM 6.5 WrunwIulauiindulansdiusioUszanugldrasseuuAuLUY

6.7.1  nsdnlguszuy
AeunsivuaAudeIn1sAutuasueszuulag gldneudnldszuulnunsenie

dmsudn e sai1unlasuIINgguaseuu ludiudoUseaIuaInIng 6.6 ¥1n

sviasulignazlianansainldausyuule

WUASRG Login

Login Name :

Password :

Login Clear

d‘ b2 1 o % v vV
NN 6.6 NUIPIEIATU I
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Web User Agent Security Requirement Generator

® Project 28 Logout

User Agent Name :

Project Sponser  : a
Web Server 3

Conformance Level: -

GMS5 GM6 GM7 GMs8

Hello : Pattariya Singpant LY

Project List
No Data found

Create new project

Al 6.7 wihaendnvenieslafvunausdioinisarusiuag
deiihgszuugldagnumihaendndmivdanislasimsuaznensannugesns e
Al 6.7 Tasuuuiuedsnuuuazuingdeveedesilefmunniusiosnisarusiuag nseu
vty 1 uansuauiylasanisuazduiiieasdesanainsyuu nseumnelay 2 dmsu
Aadudsutguansteayally diunsoununelay 3 uanisenisiasanisnieududmiu
Fnn1slasanns nseuvanelay 4 Asduluvuaniseazidenlasanisiiden uaznsou
MIBLaY 5 wanasnenisanudesmsidmunliuvadusavnmngulheinsal uagdudmiu

JANT318N13ANNFBINIT nElEdiliidienlasensdudsnaniaglivinny
6.7.2 N153AN15IATINTG

N159AN75iATINTUTENRUMEY MNI8N15a39lATINIT YTNeNITLanItaYalATINIg
nihvemsuilelasinig wasnihaenisaulasenis lnedafutunaudiail
1) mMsa¥elasams vaendngssuuldaunsaaidlasinisaintuasisdasanig
vl (Create new project) ngldnsaunungiay 3 :namd 6.7 azUsingutiaedmsunis
asalaseinsfenny 6.8 laegldfesnsendeyadelasins datuayulaseins Yassuu uay
Y a I P v v ! Y . A o o
$18N1IHIUINITIV Wiensenteasuiiunaduasnelasenis (Create Project) Witatuiinas

Fudeyalasenis mndesnisateyannsenlunaduauans (Clear)
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Web User Agent Security Requirement Generator

) Project ¢ Logout

Project

Project Name *:
Project Sponsor * :
Web User Agent

System Name *;

Web Server (Optional)

Server Name * :

Add Web Server

Server Name
No Data found

Clear Create Project

i 6.8 nihaedmiuaiialasans
2) msuanstayalasens glddenlasinisainenismaneay 1 luniwi 6.9 e
wanstoyadelasinis fauuayulaseinis Foszuu s1ensiliuin1siiv seduanundauniy

LAZSIENITAIIUADINSANAUAVDILATING

Web User Agent Security Requirement Generator

® Project ' Logout

Web Browser Development

User Agent Name : Chula Explorer

Project Sponser  : Chulalongkorn

Web Server : Reg.chula.ac.th, Grad.chula.ac.th, Chula.ac.th, it.chula.ac.th
Conformance Level : -

i
1 GM5 GM6 GM7 GM8

Hello : Pattarlya Singpa. -
g RE5102 : Chula Explorer shall support Trust Anchor installation: that is
Project List handled by device manufacturers, Trust Anchor update: that is handled as
Web Browser Development part of operating system software updates or Interactively Acceptance:
while the user iz focused on a primary task unrelated to trust and
1 certificate management but not allow users to designate trust roots as
~ted assurance qualifie"sny certificates fra—* chula.ac.th.

/2/J3/5 Sy | i) st

Create m% project Edit I Bete ” Edit Req 1[ I I o |

AN 6.9 nthvedmTuLanstayalAsInIg

3) msauvdeudludayalasenis 9wl 6.9 edenlassnsimaneay 1 ui
fldannsanatuau (Delete) fmneay 2 iilsaudoyalasinisitden wioudlalasenislag
andundly (Edit) famaneia 3 arntuszuvazidviudiguinaedmivusulssdeya
Tasamsdannd 6.10 fldamnsoutlauazduiinteyalassnisiviuugaudlalasnat

U5uU3elAsan1s (Update Project) mnfeanmsansteyanaduauans (Clear)
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Project

Project Name *:  Web Browser Developmer
Project Sponsor *: Chulalongkorn

Web User Agent

System Name *: (Chula Explorer

Web Server (Optional)

Server Name *:

Add Web Server

Server Name
Reg.chula.ac.th
Grad.chula.ac.th
it.chula.ac.th
Chula.ac.th

1

Clear Update Project

Al 6.10 wihaedmiuuilvtoyalassns

6.7.3  N13IANITIIUNITANNADING

1) n15AMUAsIENITAINABINS 1AW 6.9 LialdenlATin1591nII8NNS
MekaY 1 kagnguliensalanuuieiay 4 ke fhdaiusanalumnunai1ufeenig
(Define Requirements) A4vLNBLAY 5 mﬂﬁ?uiwuﬁ]mfh'vimvﬁwajmﬁwaﬁm%’uﬁmuﬂmm
FosnsfanImi 6.11 aedutlsuineusngnaulaeinsal (Grammar Selection) wazs1enns
woumesiva d1uADRULAIUYINUIINYAIBENNAGNTAIUABINTT (Requirement Output)
LAzNgusIBNNTINesiusavesteyafisndusesingi (Terminal Editor) Tneia3esmsne

A0y (Question Mark) dwmiulansimasurghensainiedeyaind

Web User Agent Security Requirement Generator

Grammar Description

" Twfusavihiiiafialaniatufu
Project fa'la

Grammar 5 Applying TLS to the Web : Web Browser Development

12980 gL
s (Public Key) uay 5
Grammar Selection Requirement Output - 229 Taunauua
GM5 GM6 GM7 GM8 Chula Explorer shall support Trust Anchor installation: that is handled by { Installer } for any |

certificates from { Web Server } .

sy 29
GM51 GM52 GM53 GM54 Wigdugnnamsiamsiuviu
298N

Validated Certificate
Certificates Terminal Editor
Augmented Assurance Certificate

Self-signed Certificate oM
1 Certificates * Tv i Update i ?
Certificates Conjunction : | -- Please Select -- *
Installer * :  useragentvendors systems administrators  device manufacturers
Installer Conjunction  : -- Please Select -- *
et Sorvers Reg.chulaacth  Grad.chula.acth  Chula.acth

it.chula.ac.th

Submit

AN 6.11 NUNRDANSUMUUATIFNITANUABINIS
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AldSuAuNMsimuaaudeInsiagidenliensalinesnts minliginsaliidenlyl

1 A i v ¥ v A Y - % ° v
iuteulvneunisldnuazunnguiisiudaioudaning 6.12 glddesivunniudeinis
iulignsaldsnaliiseudesneu Werudeulaneumslidaubieinsaiuds fldaunsa
AvuaaudeInistagdddeyandndulusaunisuilumesivea (Terminal Editor)
HASNSYDINITANNUAAINADINITIZUAASHIULDUNASNSANNADINTT (Requirements
Output) A0 i 6.12 Tunsdlngldivunteyandnludeinsenlinsussuuazuaniiiogng
NadNSANABINSEdYdnvalnduyYaseuTiTeinesiiusavestoyandnlusien sen 1u
Mogetaya { Web-Sever } ttelviuansinsanndenuuniuazdyldlvinvundeyadmsy

fa v o ' Yy o a L3 L4 i = o
wesidading1y mingldresnisaesughensalildaunsanwndlunaiemanediay
(Question Mark) N19A1UYINVBINGBITBAIUNBLAAITBAUTIBWED (Tool Tips) Wl
nsendeyansuiiulaInaduiaue (Submit) ietuiinaiudesnsnlanmun mndeyals

ATUTEULRZRY AT UTINANRDINSlA

Warning Dialog

Precondition: Requires Chrome from GM71

Close

AN 6.12 BtNBLdnItaulynaunsideulensal

2) N1SAULAZKAYIAMUADINIT NN 6.9 LIBLADNIATINITAINUIGLAY 1 LAD

dldanunsanadunilunirudesnis (Edit Requirement) nunetay 6 sruUIzUIMIUNg

Y

VA MIUIANTITANUABINTAININT 6.13 UT1N)318013ANNABINS Inerldanunse

Web User Agent Security Requirement Generator

® Project * Logout

1

Edit Requirement
Delete Requirement 2

Requirement Statment List
No. Requirement Statement Group GM
Chula Explorer shall support Trust Anc stallation: that is handled by device manufacturers, Trust Anchor update: that is handled as part of operating system
1 software updates or Interactively Acc le the user is focused on a ary task unrelated to trust and certificate management but not allow users to GM51
lified for any certificates from it.chula.ac.th.

designate trust roots as augmented assurance qual
1

Back

AN 6.13 NUNRBAIMSUINNITIIINITANUADINTG
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View Dialog

Chula Explorer shall support Trust Anchor installation: that is handled by device manufacturers,
Trust Anchor update: that is handled as part of operating system software updates or Interactively
Acceptance: while the user is focused on a primary task unrelated to trust and certificate

Original text management but not allow users to designate trust roots as augmented assurance qualified for any
certificates from it.chula.ac.th.

Chula Explorer shall support Trust Anchor installation: that is handled by device manufacturers,
Trust Anchor update: that is handled as part of operating system software updates or Interactively
Acceptance: while the user is focused on a primary task unrelated to trust and certificate
management but not allow users to designate trust roots as augmented assurance qualified for any
certificates from it.chula.ac.th,

A 6.14 nihasdmiuuiluaudeants
\Fonmudesnsiileauidinetiuaundiieanis (Delete Requirement) vineias 1 wieng
JuiSeng (View) maneian 2 e lugnhaedmiuuilvaudesnsfanini 6.15

3) n1sUsziulasenis 91nawd 6.9 1eidenlassmsdamaneiay 1 uda g4
aunsanadunTUTEEIY (Assessment) Aevanglay 7 seuuazidviudigniinaensuseiiy
Tassmsdsnmi 6.15 Usingunantndananssiuiuanudesnisiadesnudesfues
nansduidagieatyle Tnoutadu 3 Ussuan fe Fedsfuuuudesufod (MUST) dotiady
wuuAsUUR (SHOULD) wazdataAunwuuiaanu i (MAY) nouTtuanIIBMI v
deflimuaeuteyansuiuudiaimisonatuuszfiulasens (Assess Project) tiledfndu

sgRuANLARRERNYedlATINITarTuTInNan1sUTE A UTYa

Web User Agent Security Requirement Generator

© Project < Logout
Assessment Guage
Conformance level of MUST Conformance level of SHOULD Conformance level of MAY
/ = 1of60 7% / 00of 19 \ / oof 11 N\
(&4 ) (&N A a
Missing Tag
Missing Tag List
Missing Tag Grammar GM Type
GMSs1
MS01 Augmented Assurance Certificate: Pimary Secunty Indicator, Marking GMS1
MS03 Augmented Assurance Certificate GM51
MS04 Self-Signed Certificate: Automatically acceptance GM51
SHO1 Augmented Assurance Certificate: Subject-Field GM51
SHO2 Sell-Signed Certificate Pinned only one GM51
MYO1 TLS-Negotation: Self-Signed Certificate/ Pinning GM51
GM52
MS05 Strongly-TLS-protected GM52
MS06 Strongly-TLS-algonthms M52

123466 «~ =

Assess Project  Back

AN 6.15 UH199ENTUUSEIULATINNG
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4 n1911290519N13AMNABINTT INANT 6.9 IaiFenlATINITHINUNELAY 1
WA gldarunsanaduiiean (Export) viaunglay 8 aztviuidngninaenisiiesnsiens
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1

1. The system should able to use Trust Anchors issued

by CA to verify digital signatures.

Trust Anchors

2. Trust Anchors should be able installed by user agent | installed
vendors, system administrators and device
manufacturers.

3. User should be able to able to accept Trust Anchor | - accept
when basic path validation is failed and the system | - highlight

should highlight the interaction with action such as

render user unable to access the website.

4. Augmented Assurance Certificates has to be handled,

user agent have to be able to verify the certificates.

Augmented Assurance

Certificates

5. User agent can use additional information from
augmented assurance certificate as unique identifier for

CA's approval.

- unique identifier
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6. System should be able to handle self-signed certificate | - self-signed certificate
- able to handle untrusted root with Key Continuity | - Key Continuity
Management and Pinning. Management

-Pinning
2 ANNsEANILD 89U N13¥e9ue Certificate 91N Agoda, | - Trust Anchor

Booking, Hotels A25.Ju Trust Anchor 5@@58%1@8@0%3&3’ - Install
aonlufuses (CA) Tnedl Public Key fia1unsansinaay | - Interactively Accepting
aneiduRinia (Digital Signature) Il LilavhnisSesvenasls
Tidunfivhnnsdsls System Administrator Lievi1nns install
Tnguniuds Tususesiidedels (TA) szgneeanlng User
Agent Vendors #8391nn1591 install @5auannlususes
vouliuinaivlag Wawnsansiaadeulilagldiseanesii
AMsIudeuIdvudu (Basic Path Validation Algorithm) 9%
WARN158au5ULTIRaUle (Interactively Accepting) 531314
dnuivlediiedudy

iy a4 4 o o o

ANNUNNIYUBLAIDIND A& 3!
naaay
1 TripAdvisor shall support certificate verifying that it's | - trust anchor

chaining up to a locally configured trust anchor as a
Validated Certificate for any certificates from Hotels.com,

Booking.com, Agoda.com.

- Validated Certificate

TripAdvisor shall support Trust Anchor installation: that is
handled by user agent vendors or systems administrators
and Trust Anchor update: that is handled as part of User
Agent, operating system software updates, for any

certificates from Hotels.com, Booking.com, Agoda.com.

- Installation

- update
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TripAdvisor shall  support handling a Self-signed
Certificates which are not part of the user agent's store
of trust roots and essentially serve as a container for
cryptographic key material in a key exchange that is not
verified by any third party. By Key Continuity
Management (KMC) to determine  consistently
communicating with the same web server or the pinning
interaction that enables users to pin a certificate to a
destination, but not allow to be accepted automatically
for an untrusted root certificate to additional sites nor to
be pinned to more than one site for any certificates for
self-signed certificates (or certificates that chain up to an
untrusted root) from Hotels.com, Booking.com,

Agoda.com.

- Self-signed Certificates
- Key Continuity
Management (KMC)

- the pinning

TripAdvisor shall support certificate verifying that it's
chaining up to a locally configured trust anchor as a
Validated Certificate for any certificates from Agoda.com

, Booking.com, Hotels.com.

trust anchor

Validated Certificate

TripAdvisor shall support Trust Anchor installation: that is
handled by systems administrators and device
manufacturers, Trust Anchor update: that is handled as
part of User Agent, operating system software updates,
and Interactively Acceptance: while the user is focused
on a primary task unrelated to trust and certificate
management but not allow users to designate trust roots
as augmented assurance qualified for any certificates

from Agoda.com , Booking.com, Hotels.com.

- Installation
- Update

- Interactively Acceptance
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Location Bar 2) Window Title 3) Back, Forward Buttons 4) URL Bar
5) Status Bar wiouanasil Ul fuanadonuasdoyaldesrsdnian
6) Info Bar Lileudadeutenuludnuussinag fuglisnm sndee
g9 wiloune A v1n15Mdu Dolphin Web Browser w1e A A350151U
7l URL Y290 s URL Bar wazine A @1ansana Link iielugadn
Web Site nils uazifuaniugvesndeusieru Status Bar uaziile
finsudafouniorhnsdesweuns A anunsauiuléain info Bar wie

anveelNeNaLinvule

AVl
RN Amuaelie AdARY

1 1. The Primary User Interface has be shown to the user without | - The Primary
request. User Interface
2. Secondary User Interface will be displayed on demand from | - Secondary User
user. Interface
3. User is able to input web location to request the web site from | - Location bar
provider in Location bar.
4. User should be displayed with identity signal to verify identity | - identity signal
information.
5. The browse show the web site title in Browser Window Title | - identity signal
using data from HTML TITLE element.
6. User is able to navigate the web site with back and forward | - navigate
button.
7. The URL bar can display hyper link of the connecting web site. | - URL bar
8. Padlock Icon is used to display secured web site (SSL). - Padlock Icon
9. The browser is able to display favicon to identify legitimacy of | - favicon
the web site.
10. Status bar will be used to display the web site is response | - Status bar
when user initiation action
11. Information bar or notification bar should be used to display | - Information bar
additional information or error to user.
12. The chrome user interface must always displayed to the user | - chrome
to prevent ambiguity.

2 | dausedszaudldlasunsfiesdusenoufiddmusienisseluil 1) | - Location Bar

- Window Title
- Back, Forward
Buttons

- URL Bar

- Status Bar
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1 Chrome refer to the representation through which the user | - Chrome
interacts with the user agent itself, as distinct from the accessed | - Identity Signal
web content. This includes both primary and secondary user | - Navigation
interface. By Primary User Interface denotes the portions of a | Button
Web user agent's user interface that are available to users | - TLS Indicator
without being solicited by a user interaction and Secondary User | - Favicon
Interface denotes the portions of a Web user agent's user | - Information Bar
interface that are available to the user after they are solicited by | - Status Bar
a specific user interaction. - Page Title
Chrome shall always be present to signal security context | - Location Bar
information. - URL Bar
User interface elements commonly present in Dolphin Web
Browser a Web User Agents, are: Identity Signal, Navigation
Button, TLS Indicator, Favicon, Information Bar, Status Bar, Page
Title, Location Bar and URL Bar
2 Chrome refer to the representation through which the user | - Chrome

interacts with the user agent itself, as distinct from the accessed
web content. This includes both primary and secondary user
interface. By Primary User Interface denotes the portions of a
Web user agent's user interface that are available to users
without being solicited by a user interaction and Secondary User
Interface denotes the portions of a Web user agent's user
interface that are available to the user after they are solicited by
a specific user interaction.

Chrome shall always be present to signal security context
information.

User interface elements commonly present in Dolphin Web
Browser a Web User Agents, are: Identity Signal, Navigation
Button, TLS Indicator, Favicon, Information Bar, Status Bar, Page

Title, Location Bar and URL Bar

- Identity Signal
- Navigation
Button

- TLS Indicator

- Favicon

- Information Bar
- Status Bar

- Page Title

- Location Bar

URL Bar
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9197 .1 wuuUansaumenasn1sianistususesdidnnselind

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Core | Authentication Section | Applying TLS to the Web

Description

wuvgUinandenszvaunisdanisuasfennfiiieadestulususesdidnnsednd (Public Key
Certificates, Certificate) 7idoal4lunis§nwiainusiunsduvuds (Transport Layer Security: TLS)
dielndlafanudnvazuas madanindoswiureduiusemassmanlnedunugldifusens
Tufusesuaznsdamisluiusesienannazgnininlfifudeyatiuglunisuansuunarsiunadaiu
(Web Security Context) i’smﬁﬁmi%’mmiﬁu%’aﬁmwmw‘%aﬁ;méauﬁawLﬁm%uﬁl,uszijﬂ'ﬁ%’ﬂmmm

fuasturuds (TLS) lunuugudndusely

Example

o w

n3dif 12 WaRfmamwaunsvieaiesluinwsameannsduAuniuiu seduasuiemiiedy
I@sunsuugihegnininenduriedu Wawedeusdeduiivlgdvasuseminie dunugldivveuse

Lisdnesdnsfieanlususediuiivuseniniiesiu

o & & & 3 I & ! O a4 Y o &
nsaifn 8 LnaBeuvaIules example.com uuneass luusazaseigeuste dmunudliivreuseay
lasulususesvesilviusnmslunmsinuanuduasiudainesdnigesniususeussniu lunisiweuse

o
[

asall lususesnlasugnesnlagasinsieaniuiusesdu

Context

Tususesdidnnsefinduesifliuinisiiu (Web Server, WebServer) floutalagasdnsieonluiuses

(Certificate Authority: CA, CertificateAuthority) gﬂﬁmﬂsﬂuﬂWimﬁﬂmv-nmﬁumﬁiuﬁuudﬂ (TLS)

lﬁ' U Va 1 L Y a 3 CY) 128 o 7 1 o
dedunugldinsetugliuinisiu duwnudldsewnsiraeuluiusesasmuaeuludandeluiuses
HoudAlususeadianas (Certificate Chain) Munudléiivsnludesdnnisiuniseeniunioufjias

TuSusesnanann

Problem

Funudliu (Web User Agents, WebUserAgent) Tuilaqiu Tususesdidinnseiindfexldlunissnw
anusfunsturudadiofiateRiananavieddinunluszriamadeudedunugldludulnysessunms
Fansrumnnisaifsnaildlasuansdeyaluiusemiemausdndonliunflfiiefiansuiuay
ma‘uaumGﬁLﬁaﬂma'wﬁuimwiwmﬂ‘ﬁamﬁ‘uasmliﬁmmﬂ%ﬁau’lmﬁé’qLﬁmawiamiﬁﬂ?m’lﬂu
anumsaifenan esanviadeyafiuansdsanuindefiovesluusesdililunisfigliiaiavess
T induduiglddosnndrfaiomdels ndnfe Wessuuliléfinsaunvonsuluiusesveaiu
Taq fldorainaziasnsifaiernusiuas lnsamegliflidanuiifsdosiveuiuaeiadaguls
TngUnannmsfiansanuunenutiuaadadu Snvisranssuuasdeyaiieg lunisesnluiusedag
aafnsfeentususes (CA) finnumarnviate vhbisunuglfivldansadndeyannluiuseannld

Uszlaviluniswansusunanudunadsdulainfieag
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AN9197 .1 wuuUansaumeanasn1sianistususesdiannseiind (o)

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Solution

sunuldfesiuunuazdnnisivlususedidnnseindusiazusznm Wednnsesdayafiazthuiuans

v Y =

vsunanusiuadiuigldlunisinnananuiiuaseaiviimaudiie ludusewsasUsyinmaidszau

ANuuAsiuluegivdnwurlayakavusnseenlususesnisinnislususeslewiuinlalagns

A o

Jaivlususasiitedieldlineluniuiidaivesiunudld saudansfiansanainnisnevausanie

v
a = o

Ufduriusvesglimainvuiuluiusestus nasnaunsnivaeunilgluusesieudlagesinsy
sanluiuses (CA) msdanisluiusesuasussianilsgasiden fail

1. TuSusesiiedaldusalususeslag lususesietiala (Trust Anchors: TA, TrustAnchor) fie

'
=

AvadlagasAnsgeanlususes(CA) Tususesdenaiusingnayuaaisisae (Public Key) wazdaya
Aeataa Tnenguaasisaszgnidlunisniudeuatedudfadavia (Digital Signatures) LLazsﬁ'ay‘aﬁ
Redeszgnldlumsiriaussiamdeyadmivlususesiliiusnnanisdanislususesina1nvile 2
35 il

11 n1sAnasuazsnianluiusesiidadald (Trust Anchor Installation and update,
TAinstallation) IngUnfinisiass lufusesiidediold (TA) Piluiuiidaifuazgninnisinegsiuing
ﬁauwuiﬂ% (User Agent Vendors) ﬁg’:@ kaszuu (Systems Administrators) LLam:J:Nﬁmqﬁﬂ‘izﬁ (Device
Manufacturers) uaninilonnnisinddluiusesiidotiold (TA) uda8odedoyauanuay (Out-of-band
Information) ttellunsswaslususesitidediald (TA) fafumsinmsdanlng3eegluduvasdauny
AliiunsentsdmangenswisvesszuulURnns (Operating System Software Updates)

1.2 n1seausuluiusaudaldnau (Interactively Accepting, InteractivelyAccepting) %10

Tususemeliuinisiivlag Mldawnsansiaaeuldlnglddanesiunismuaeuiitusiu (Basic Path

Validation Algorithm) feRemaiaiionanseulidunugldiiuauedudentiiugldiionsusulususes

[ '

FINaNMd@MIUITEZIAIEUY Yse UeASInasatana1dealsivluiusesiuy lUaudaadinishinge

Tulususesasnanlusuian Tngnseensultaldaneudunsulususesiidetols (TA) wislususedlag

v
o LYY

Huagdeuinduluseniteanmsivduiusvesyld Fefldlianuauladunisldaundneginisidngs

'
a

Wemivlisiuddlusewindiglddanisluiusedaenismimauduaswesiauudliiu

Y

aa

n1swauidesldilanidiglddmualususesdrdvuugaiieiiold (Trusted Root) fae7
Augmented Assurance Qualified Tuvaugngldlalaujduiusiussuy Wesnigainaidenseyin
Ingszuuiny Jldamsaivuasinlususesideialaainis nmsseusuielinau (interactively

Accepted) LileNT0IN19LAE"
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9197 .1 wuugUansauwaLasn1sianistususesdiannseiind (o)

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Solution

2. 1U§’Uiaﬂ17i1ﬁ§'vﬂixﬁ'utﬁ%u (Augmented Assurance Certificates; AAC, AugmentedAssurance-
Certificates) fio Tufusesdidnnselindfiesdnsioonlususesiududuldindemvesfomelususes
#gniigatifaislaenszuiunisiissylusonisanudesnisuesnisiudssiuadu (EVILSCERT)
Tususesiegnelivinslelususesdanandesgnmuasuludesnvesluiusesiidediols (Trusted
Root) mssmuieulunisusziuada Tufusesazgniuunllasiumugliiiu uasdoyannluiuses

Uszeanilazgnihunldliiinusunanuduasvesdunudldiiv laefistsaziBeanisinnis

[

(HandlingAACQ) 2

21 msduunludusesitléFuussiuaia funuliiivesionsanqueandivedlususesiildsu
UsenuLasu (Augmented Assurance Qualified) ?zfnLﬂu%gumummﬁumﬁﬁwﬁﬁyLLaza'auMQjﬁﬂ%
AetestunsTdiusunsusmizuenuay (Application-specific Out-of-band) isinannisiiviun
N3EUILNITUBNLAY (Out of band Mechanism) Aldnailunisfndanagdmanlufusesiiidodold
Fradiu TuFusesitldfuussfuasy (AAQ) Mifudruvilsveninslelufusesiidoulosludiluiusesd
Fedold (TA) erafemiaTosmnefiiay (Specially Marked) Tngfaszydoutandulouisdumig
(Specific Policy Object Identifiers)

22 nsuansUiunanuiuaadaiuannluiusesitldfuussiueda iesanlususesdsnand
Anudndeiogedaanaisarunsathdeyauldlusivenausiuasuuuusugil (Primary Security
Indicators) Faduduseussaugldiifesusnganzenuiunwesivlagunaannisiosweangld
Funuiliasliteyafiannnsasiuldnluiusesussiuaiu 19y 89dns (Organization) Ussine
(Country) WudnwazUszinlasdoyaiildasdesiusedlneuse fuaduvesesanstioanluiuses (CA) Tu
owranluiusesUssanionaduiilionnniudonnindeievessn-dnunivesifonsoafunnniu
unugldannsalivsslominnsedunsiulssiufmfuasdeyadndnualitaudstudemunid
wiu Tueuanlususesanansasulseiuaiuwuuseunnala
3 Tufusesiiiiunisasiadaual uauLnnauna (Validated Certificates: VC,

ValidatedCertificate) tiioasunslususasiilagnmuaeuudiinilglususesiuldigeslosludasni

v
7

Wadeld (Trusted Root) Mmssriulususesiiedold (TA) iaarlinegludunugld lususesuseanil

v
VRV

SusedldviisaadelamunamzidounaznauadidnusedndiuduiusiulisusesdnvuzUszdntug

v
o '

Tususesduq wu TususesUssiuasy (AAQ) fignses tufiodnduluiusesiiiunisnsiaasuaiy

AN ALUNAR LYY
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AN3197 .1 wuuUansauwmakarnsianistususedidnvseilind (o)

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Solution

4. TuSusesiasunulasauenazlususesiwenlesludssindeiolidld (Self-signed Certificates:

SSC and Untrusted Root Certificates)lu %UiaﬂﬁaﬂuﬂuiﬂamuLaﬂ (SSC, SelfSignedCertificate)

Dulususesiildfiuas Jeulddwiuidulednliusnmsiudldnguang wagliusnsluguuuuvesmsly
nayaLdnsa (Cryptographic Key Material) lunisuanildeudoyanisidnsia (Key Exchange) filiign

nyvvdeulagadnseantuiusedlag (Third Party) saunwihslgludusesmgeslesludasnluiusesd

VR U

Linsetudulususesiedald (TA) Tuiuiidaiusiniwedeldvesduwnugldituinduluiused

' v @ '

Weteldlawudeaiu Tususesiwedolils limisdninvegaeluiiunveduiusesiiiedis nsianis

[

Tususesieialdls (HandlingSSC) vinle 2 35 fiadl
4.1 n1sinnisaduseaiiasvasnyuadiannsaiing (Key Continuity Management: KCM)
Freinnsiulususeanlilaenledludasiniiieialile (Untrusted Root) salususesiaauiulag

AuLed (SSO) Tngdunugldaunsaldlufusessndriiiednduintesmenisdeansinnudesiuiugv

v
=1

usn1s AuAdldladndanounindnield wWedesiunislaufilasedie (Passive Attack) nanafe §

Tusnisiunanslususeanilanudesdiutununedanisdeasaananiusaainlaudiesedng Tunig

asafiudin mnfinsasuuladafiietuivlususeswesdliuinsifeadiull Aamnsauansldindnig

Taufiiatudntenifedlivinsiviivjifgndeswmunguuiinisdeuuladuiusemansly

'
=

4.2 nsUnuya (Pinning) Munudldonasessunstnualususesiannulagnuias (SSC) vise
Tususedlag Meulesludessndetioluls (Untrusted Root) Tudaiulesiu Tngondanisiiufduiusa
Heligldaunsadnnyaluiusedudvivladuaremenazandraauzvesdususesdenarniielyli

1% Y A I s v ' @ Sy o oo & s o ' o
wanstoanuudueutuleivleddnanuanduiusesidesiuiuiulednidsuvunewnt seylay
1aLU (Domain) 19190158 (URI schema) wagwasn (Port) uiin1siufduiusasnanlinisneliin
nstnnyalususedudsaremeuinnimiaiuled waglineliinniseeusuluiusesinunasily

YY) 008190n UL
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15197 N.1 wuugUansaumakaznsInnstususesdiannsedind (sie)

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Internal Structure

Certificate | CertificateHandling |

] ] i Wi Tver teract (>—|
CertificateAuthority Certificates L ebServel interaction

] Issue() -digitalSign -DNSname
T Vai) — pestekey e Cerdee) WebUserA,

-identity ["Validate() I presentitertificates) | ebUserAgent
-validateDigitalSign(taPK) el ion(accept jmm— "

. 3 yeve -choice
-assertldentity(taPublicKey) N N .
-issueCertificate() I AR it |

— A InteractivelyAccepting -interaction(choice)
I 1 —
] ValidatedCertificate Spedallymark = eate)
TrustAnchor £
1 -domainName —
-taPK -additionalAttributes HandlingSSC
-associateData -security Level=high
“verifyDigitalSign() -Extended Verification() HandlingAAC -KCM
I— Cimmed
__-specificPolicy pinned()
. -extentedValidation()
) - AugmentedAssuranceCertificate o Ak ) TAinstallation
SelfSignedCertificate — — -getHumanReadableObject()
]| -0Oganization -speciallyMark() -Version
-security Level=low -country | -location
"""""""""""" -specaillyMarkedStatus dentifer( _outofband
I -install(trustAnchor)
l‘] ing -upDate(certification)
e
Il

LHUATNARALARILATIFS19VBIS UT DAL ANUALNUSTEWINNTInN1sHUTUS USBLAaELAN

Example Resolved

T T
o w =

ATAIN 12 1WRANAIMEUNITN N LUAUSENAINANTRUALNIULTU L5aAUUSEIMULAIN
Iasunsuugihegnaniiwnduriesdiu Wewedenseduiuledvesuisntnies funugldivifac
wazUTuuTgudeyavesluiusesiidedieliudiszaiunsansiaaeuanuauvgaunavedluiusoay

o o ¥

° - a ° ) @ A ves ) a v & o 9 i
ipssamuneiavdmsuluusesiilasuuseiuasule nedahdeyasnluiusesdsnaniluldluns
wansUsunANiuauduiu mnlufusemeaiuuisnimesiulivsnglugudeyaluiusesideds
1 funugliiveraauetoyanasfidenlifldinsansensuluiuses sudweadianuzlaonisin
nynlususesdsnariieldliiuanstonnuudusioud
o & &4 2 3 2 H | O a4 o P

n3ain 8 WndBeuvaniuled example.com Wuunass Tuudazassnweuse dunugldivvensess
lasulususesanngliuinisiiuiiontssnwauduastudiainasdnsgeeniususeadeaiu lunis
Fewsoniall lususesnilasugnesnlasasinsoentuiusesdu sunudldiuiiinmsdansanudeiies

Y9N yuIdLannsaiind (Key Continuity Management: KCM) g1edansiulususesniniinis

wWasuwladlamintuivlususesesdliusmsfifanunsananslidnfinislaudiinyy




113

AN9197 .1 wuuUansauwmaarnsianistususesdidnvseilind (o)

Name | ansaumeaLazn1sinnisiususesdiannsetind ID WSCP51

Known Uses

dasdaluiinandmuugiiufiuanaanasvesuusy

1. mseusudaldneu (nteractively Acceptance) Winuilelususesasliuinisiiugnuanstiy

a

iesaswenisvensunngldluseninsnsiujduiusmlviuivudiluiusesiugnoensulaedld undn

¥
o

auasvuursedliilugnssvinsiiiulususesieiiolddngiundanulususesiideiiovesiumily

eXe

uuslususesiuagligniinnsaniidunseensudaldney

Pl

L
2. WiusesUszRuaia (AA0) fveniuuardeuufuvAniuludlagiu Ae Extended Validation
Certificates

3. uwanuAavesluiusesiiunisanaseuawanmeausa (VO) ludermuniduiusiulususes
AuaNvnauNavoslaLIy (Domain validated certificate) A dauugliuinis Fregrevasnis
finsanluusesiiiunmsaeUA AR ALNG

v
o

3.1 Tuusesussiuedy (AQ) figndestiufedndulususesiiiunsnsivasuauaumgasa
feiduiu uAnvesluusedludefmuadfuiusfulususesanu aumaaunavesiaum (Domain
validated certificate)

3.2 Tususemerilglususesiitmyaludsuanems (Pinned) a¢lignfiansaninduluiusesd
KUNMIATIREUANLALIMRAKaL oI NAALTRYasN TNy

3.3 Tudusesiiasuiulngnuies (SSO) wagludusesiieanlngesdnsitlitndede (Untrusted Root
Certificates) fin1ssnwianuiiuasduauds (TLS) lumsundesuinmsnnglavfszuy weldfinstudu

JoyasnanuallngasAnsieentuiusedagludaualunisidisia Tususesdnariaglidgniiansania

ulususesfiliiunisnsinaeunuauvisauEa

Consequences

1% .

Joyartensetivdwananisniulilaveldlunsivfduiusiuiv nmsdanislususedlaesuny

CVRRRY)

Al ielrannisenisandulavesldadsusunanuduasiatuayunsdedulaveld Madauseu

Wi duninnslaufiviseauseslaegliuinissedu

See Also

- Anwrdayanienalnuenuau (Out-of-band information and mechanism) lsa1ntanais Online
Certificate Status Protocol (OCSP) %i3® Certificate Revocation List (CRL) aeusnkuuiy
- wuugUlamvuaaudeinislunisianisiuluiusesdseiuesu (AAQ) NnwildanenalsunsgIu

Guidelines for the Issuance and Management of Extended Validation Certificates (EVTLSCERT)

- éf’;aehqﬁzgmmmLLuugﬂﬁﬁwqﬁq Case 8, 12 9nwenas WSC-USECASES
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M15791 n.2 wuugUsEAUNsSnwANUuastuvuds

Name | szdunisinunanssiunstuses ID WSCP52
Core | Confidentiality Section | Applying TLS to the Web
Description

wuuUesuesziunsinwATutuasiuuuds (TLS) vasdisunugldeusedugliuinisivlagldy
913le (UR) Tunissgyninensiiviidesnisidndenalnnisussendldnissnwannuiiuasduudsly

Haqiuiléfunsuiulsanusisuudsdeninuvatefidliatu (Upgrading to TLS Within HTTP/1.1)

<)

A @ oA o oA =t Mo aa ° D - 1 o N & v &
fodudndudennilaudliJundeahlulivsaunuiiaglignldnuasluvaeinalnfiugiuasianas

FBaudefeanunanefifniuasgesle (https URI scheme) Wuifionlduasiduiizdng n1sshwianu

fuasturudsnslunuuguiduluamuenansnisshwnnuiiupsiurudsssnindinsenuiiu

Example

ad < X ] " P o <& 3 \
nsedn 11 LUW@WEJ’]EJ’]NLGUEJNWE]L'JUbL%WW <https://Www.example.com/> NITNERIUIAIMTUUUAIVUY U

Tusunugldveasensianuielamunssylilulususeswiemin www.example.com

Context

sunudlinuszgndldnssnwanuduasdusuds (TLS) Ussunvilafianuseninanisiionsog liusnas

V3U (HTTP transaction) Inestawzidlefiogueaiu (http URI) tud198anau (Dereferenced)

Problem

=2 [ <

gorsueangniuildgnsdminensivdilnglivssendldnnuiunsturudimsonisdesiui

' v
Ad Y =2 o

Adeiuiiy flauiidindsdiulasming (Network Layer) ansnsunuiigensueafifléfesafeyoiuoa
Twifidonlaedland Wasulduinsgisionnundenlomaedid (hyper-link) fignsdaiiuvanemisii
fiuszasdaziing Wilumidvidlasfidennsimailinisdestudainarmnglililésudeyavie
antuzgeiuiidnfeiiimstnwanusiuaduruds sufinndendenisdnumaruifuasdumuds

dnduseduman Jldvzudlaldeglsidoyatigndsiuiudinanldsunsidisfaliensonislaud

Solution

WelwAnaruduasvesdaunugldluszninanisi@eusedliusnisiiu (HTTP transaction,

HTTPtransaction) M3i@exsiela AlFsunsuniesnsidenseazgnisenitnisunieseanusiuas
Furnds (TLS-protected, TLSprotected) ifloniwennstiutugnszysegensle (UR) sudsranms
'3%6111451'@%mmwmaﬁaﬁﬁumqmﬂa (https URI scheme) way nsAatenssnuausiunstuvuds
(TLS handshake) l&gnnszsheehaiataauysaindadunisdeustoffliuiniaiu (HTTP transaction)
fanamlfdeuderuromeisnwarusiunsiuruds (TLS channel) ulifaetunouifednaine (weak

algorithms)
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M13791 n.2 wuugUsEAUNsSnwANUiuasturuds (sie)

Name | 5$AUNISSAYIANULUAITUIUES ID WSCP52

Solution

inausisnssnvaTusiunsuesiuruds (TLS protocol) gnutiaesiununisviinfieu (features)

wazasia (cipher suites) finfouldaulnsnruudaunisvosmnsiatuagiudunouds (Algorithm)

WAZAUYNIVBINYLY (Key length) Pélunisidnsa (cryptographic function)
Funauislunisfnuianuduastuvudsfindsunds (Strong TLS Algorithms, Strongly-

TLSalgorithm) frasufiimudauludarolui

1 naeisnsdhwmnuiunmesiusugs (TLS protocol) Alshuldgeafunestuiilifiteunnses
sumnusiuns WU nesduvedtoaiealan (Secure Socket Layer, SSL) #idnin SSLv3 dadlign
TOUPHTSPRIETAIEEN

2. ypswa (Cipher suite) Midendauudunisvomnaua (key) uazduneuds (algorithm) duiusiy
WUURvesnpgaamngT IummxﬁiwLaﬂms*ﬁmiﬁwaaﬂﬂgmﬁa (export cipher suites) thuiflu
daiowiy dedlignihanfiotsandiudaunss
nsfmunauLdnsILarAMNEINITIveLN MBS TN AT uAsTa st (TLS

protocol) wagnalnnisiinseia (cryptographic) MihwnldagyinliiAnanusiunswazauludiud

'
|

(Privacy) v@3nsifeusieseinadaunuglduazdliuinisiulneseduaruiiunsseninensiiousen
nwranusiupsturudanuals 2 Uszenn anuainuwdannsevednisundesannusiunsduuds o
NYALLDUARI

1. n1sUndesdrsmlrudunsduvudiagrsudaunse (Stongly TLS-protected,

StronglyTLSprotected) Hufonsundesdenusiunstuwuds (TLS-protected) Mldduneuia
Tuns¥hwanutunsturudaiiudaunss (Strong TLS Algorithm) finnssiesesdmiunistecdnu
N33n¥IALAU (confidentiality) uagysan1maBIsEUU (Integrity) Imagﬂé’aqmuﬁauiﬁuﬁwialﬂﬁ
9819loy 1 U9

1.1 {lu3nisiiu (Server) Iil#ludusesiiiiunisnsaeuauammgauna (Validated

Certificate, VO) ﬁmaﬁuqaﬁlaﬁﬁwamé’u (Dereferenced URI) #1358

a

12 glusnadu (Serven loldluiusestnenuies (Self-Signed Certificate, SSC) fignilnviain

'
v a

(Pinning) ludfingiiiutanena wse

Y

1.3 {liusnisiiu (Serven) laldvaslglususes (Certificate Chain) Mdeulesludslususosiilal

A 1’

indefie (Untrusted Root) figniinuya (Pinned) Tugilogiiuvanems

Y

2. msuntlasfrearuduasduvudadnegaune (weakly TLS-protected, WeaklyTLSprotected)
Waiinsuntlasmsaiuiiupstuvuds (TLS-protected) walianusavimudeulunisuntlossie

AuduasiuruaeE1audun e (strongly TLS-protected) Toiilaananuguilslusialuil
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M13791 n.2 wuugUsEAUNsSnwANUiuasturuds (sie)

Name | 58AUNISSNYIAINULTUAITUUURY ID WSCP52

Solution

2.1 mMsfnsensinwIANuiuAiuvUEs (TLS handshake) Agtunawisn1suaniUasunayuails-
113 (Anonymous Key Exchange Algorithm) i1 DH_anon

2.2 N300l TURBUITLIINTRaA Y (Cryptographic Algorithms Negotiated) Talasunis
a | @ add & ]
N3 INTUITNUT N TS

2.3 Yszianlususesiildliidunslususesfidiunisnsiageuniuaunnauna (Validated

s

Certificate) #38 lususatlaemuLas (Self-Signed Certificate) usinvyaludiogiIuvaenns (Pinned)

Y

Internal Structure

WebPage
WebUserAgent
g ) -URI
-plug-ins -interagtion™  _htm]Frameset
-features() -scripting
-plug-ins() _ sy
TLS-Protected | -mechanisms() ‘
HTTPtransection
-URI
-negotiated()
StronglyTLSalgorithm TLSprotected
-tlsProtocolVersion ‘ __:EEtP_SE{fEL_ ___________________
__-cipherSuite -TLShandshake(): TLSchannel
StronglyTLSprotected WeaklyTLSprotected
.......................................... weakCryptographicAlgorithms ____
-checkServer(Certificate) : VC, SSC, pinned -checkServer(Certificate) : pinned
-TLS handshakeDH_anon()

Example Resolved

\ndneneuideuseulesii <httpsy/www.example.com/s> mswannausiuastuvusaslufum
fdvoasensranuidelanniszylilulufusesinamn www.example.com sunuglifoudslise
nsudayadingn Insssylimadeusoliuinaiugnfinsaniifinisdestuemuifunstunsds (TLS
protect) LLﬁlaﬂéf%’ﬂmmmﬂ"umadwﬁumiqﬁaéauuaLﬁa‘LﬁQ‘L%ﬁﬁmmmﬁuﬁqnénﬂpﬁwa

WasuuUasdeyavselsl
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M13791 n.2 wuugUsEAUNsSnwANUiuasturuds (sie)

Name | 58AUNISSNYIAINULTUAITUUURY ID WSCP52

Consequences

nsfrunsTiuAuTuneIns deuron1s SN ALunuud (Type of TLS) 924283AN13AIM
deawaznelfiinanununuienistandszuuld uinmsdeuseiuliawisadnvinnuiunsedis
WTawnsa (Strong TLS protection) leiuda wansiufduiusiuustesaune (Weakly TLS-protected)
awmiﬂ%’ﬂmﬂmauﬁaé’mmmﬁum (Security Services) Lu n15tasiusnw1AILEU (Confidentiality)
v38n15U8e UYINAINYBITEUU (Integrity) AonistauffilivinlfAnnisiUasuaniug (Passive

attackers) l@Lguriu

See Also

- Anwnisdneianusiunsiurudsldannienans HTTP Over TLS [RFC 2818] wsialag E. Rescorla

\ndalei http.//www.ietf.org/rfc/rfc2818.txt

- mi'i”m:ﬂmmﬁum%wudﬁlﬁgﬂﬁmmGiaaamﬁﬂwﬂéfmﬂLaﬂmi Upgrading to TLS Within
HTTP/1.1 - RFC2817

- msheenynsiia (Export Cipher Suites) AUA1ANWIN A5 VB4 TLS v11

- lufusesiinamisluuuusuil Wulumudeulviissylusuugy wscps:

¥

- megnlynvealuuguildnsis Case 11 31ntenas WSC-USECASES



http://www.ietf.org/rfc/rfc2818.txt
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9197 1.3 WUUFUUTHANTOIIUIINMTSNEIANUTUATUULES

Name | Usesnnvaaiuainnissnenanusiuastuyuas ID WSCP53

Core | Authorization Section | Applying TLS to the Web

Description

LuUgUEsmunUszanvesuiiFuugldaderurammiisnmanutuasturuds (TLS channel)
MnUszinnesanusiuasiuruds (Type of TLS) Analilunuusud 52 (WSCP52) Uszianuealiv
LLqummsé'fUﬂ’gmﬁuﬂwaaLﬁamﬁﬁﬁﬂmﬁwﬁaww?iaqmqﬁ%’ﬂmmmﬁum%wuudd'ﬁsé‘fwhm
doswniutsznaudieninenaifissuvadaisududomitimmeitueg fuunasiiuniuas inaauda

suputuasduenIInMs@ensegiusnsiuiildlunisdhisloya

Example

nsdl 10 WOndBsusuntniufl <https://www.example.com/> niwiu HTML Ailesuusingiilenid

1fuan <http//www.example.com/> iuagMme nanAsilenlasuivunanuduasiisieiy

Context

A o Ya v & 1 ' o o & ! Yo & 1% wa
LM@W%LL%U@‘UW@W@HUL’J‘UN’W‘LJ‘U’EN‘WN%iﬂi&l’]ﬂ’)’]ﬂﬂﬂﬂﬂ‘dﬂﬂﬂﬁﬂ (TLS channel) lod5auan GRGENEY

supuuasvesilemiuimundunennseauanusiupmewenildlunisdnddeya

Problem

wndvduneanaeEudiruauduaannnisieuseliuinsiviidhiideyanineinsildiuadaey
Usirann1sinnsaniglinsuiisaausasmiiiudnanildiuas fldoalideyadiiludaiun

laiumale

Solution

Funudlinfndenuiuiiutomsisnmanuiupsiurudiaunsasuunlaiminivmaiuiamg
tupwsely Inefansanldaniiunvemsnensiiuiadl

1. wiidunuunerndnuduasguauds (TLS-secured, TLSsecured) Wisnsnensiiuszauuugn
(top-level resource) wazn3ne1nsiivdus Manuadfifinansznunsenruauilioniuaznisinausvas
wiau IagnAuAurunsweusediusnisiuiiuntesieanuiuasturudeg1audunsa (Strongly

TLS protected, StronglyTLSprotected) Na11#A8 NsWe1nTLLonN1 (Content, Content) MINUATY

LouA gUnw nsuanana wazisuilevnvemiiviiduasiuasdegnAufuain nsdeusedliuinig
2 % <& & ) | = A 9y v @ a g ]
Auiunlessneanuiunstuvudiegeudawnsaiieliniiulaesiugniiansurinduniiiveuy
SnwiAutuAITUUEs (TLS-secured)

2. vihvuwuullenngy (Mixed content, MixedContent) Lﬁaw%'wmﬂil,’dmi%ﬁuuuqm (Top-level
resource) bagnAuduniunisieufedliuinisiviiuntesieanuduasduvudegiaudaunsy
(Strongly TLS protected) wifinswennsiiuuuufiaiia (Dependent resources) UN18N15QNAUAUNIY
n1sideusegliuinisiivfiundesdisainudunsdurudiogisaouns (Weakly protected,

WeaklyTLSprotected) w3olin1sunilas (Unprotected HTTP transaction, UnprotectedHTTP)
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9197 1.3 WUUFUUTTANTRAIUINMISNMIANUTIUASLILED (s0)

Name | Useinnuaaiuainnissnwainusiuasduyuas ID WSCP53

Solution

msUszgniflddeyadanandeituondausieysyanugld (U indicator, Ulindicator) a¢#odlsiuans
dyanaveslususedlag ?\]UﬂjﬂﬁﬁﬂL%U‘Sulﬁgﬂﬁmimﬂ’jﬂLﬁu%ﬁﬂL%‘ULLUU%ﬂHﬂﬂ’JWQJﬁum%u‘Uuﬁﬂ
(TLS-secured) nunsuniosennuiunsturudsegiudungs (strongly TLS-protected) lagLans
Fyanateyavedduiusesiildfulsziuetu (AAC) fegravu ynqduvemiiiugnlnanaing

Tiusmsfteluiuseanlimnitluiusesiiiiunisnsiaasunnuaumnauna (VO)

Internal Structure

-retrieve(content)

-retrieve(content)

‘_ Content
WebPage
- -inlinelmage
-certificate
—content -stylesheets
Lo -scriptContent
f -frameContent
TLSsecured MixedContent retrieve some dependent
-strongTLSchannel “TLSchannel
retrieve™
X topLevel
retreive all colmem through retrieve some dependent
1
StronglyTLSprotected weaklyTLSprotected unprotected HTTP
-topLevelResource -dependentResource __-dependentResource

-retrieve(content)

WebUserAgent ]
TLS channel, TLS channel
Signallcortificate) |—<>".'r;;;i;;;azﬁ'szi,;;;'a;“'
Ulindicator
= LNCSC L OO
-Signal(AAC)

Example Resolved

P % &4 v 2 o v & o 1 o S
A3 10 LUNRALEYUTUNUIIUN <https://www.example.com/> AUIUAINATINAITINYIAITUUUA

Fuyuds Tuvasindniu HTML Aldsuusngiiiemilasuain <http://www.example.com/s> Taifinng

A a o a{'

Shwianuduasiuvuds nanfe iemilasuivsunanudunsiidiaiy dunugldazdesduunmii

v

Audsnanlddndundiivsuuienmauuarfidvendiusevszauldazfeclivansdoyasin

Tususewasdusana?

Consequences

dlemhidugniuuniumunadnuasanuiups asieliglddeduasfiansantiimsdetondiiu

fananIvisely
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9197 1.3 WUUFUUTHANTBAIUIINMTTNBIANNILAITUIUER (i)

Name | Useinnuaaiuainnissnwainusiuasduyuas ID WSCP53

See Also

- luSusesilasuuseiuesy (Augmented Assurance Certificates, AAC) ﬁﬂwﬂﬁmmmugﬂ 51
- Uszinnvesnnuuastuuuds (Type of TLS) Anwilannuuugy 52
- dwsudediiisnnuiupsiiettefnwiiudnlanuuugy 86

- segrlynveanuuguildnaiis Case 10 310N WSC-USECASES

M1399 N.4 wuugUNITIANISAIIUNNSlUBRANA AL UBs

Name | n1sannsaniunsalvaRanansUadny ID WSCP54

Core | Integrity Section | Applying TLS to the Web

Description

wuuguiinanifsaniunisaldeianaiafiieafunisinuiaiuduastuyuds (TLS) iielviidnlada

wan1salkazdymifiatuseninamssnwanuiuasturudmdouninisdnnsivusiazdotanaing

v !
a = o v a

Wadulaenisdadygin deiilaninualiluiuusy 64 nsdanisuaznisdadyinifsitesdu

L]

Jorana1nvzfognusly

Example

nsdl 21 Wadmeneidendeludauivles <http//www.example.com/s isoidnioumunduyszs
diogutiasuazunay WeadigarhefiseiBonmuiules example.com ldgndnuuasiuaniau
wazfdndeurnneduldmuildgniadelusunsufithasdonnmadfaiuleddndn Tuvuedidinis
Bonveuinisluadell funufldiuvendndiideyaiina11ld example.com Huiuiidesasdouard

d' v Y & 1% Y & dy v '
AIHLF Gl’lLLWU@“UL’JU’\]%LLRNI%LUGW]V]i’]UIﬂE]EJNli

Context

wuusUlliaseumau 3 USuniafinauRana1n Aedaranainsenintensieudanisinwaudunag
vosturudsdaiiana1nINNsUsTiulagesnsiligaLar Uanna1ave N sae oy AR UL UUNE S

g aulesnlaiuea

Problem

nmsfaseszriiunuglduariliusnsenaialgymvsedeiinnan visesuludeiinnaradnies
viasududeiinnaiafisuuss mnusiaainanudiladnvasdymnasnisdanisinzgay 91avinli
Aldlianunsadanisivtetiananiiinvulduaviinanudemesedeyavisossuuvesitios 1iu Lile

swnugldiveygnlinlususeiildundedeldgnimiulugiudeyalaeusimannisiiansanineld

waaidunsUatedliflaud (man-in-the-middle) wWasunUasnisaailususesla
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M5 N.4 LuugunsInn1sanunsaleiianainilesiy (se)

Name | N159ANISEIUASRITBRANAIAUBIAU ID WSCP54

Solution

7
=

nshanudilatelianatnfionaifinduluuiunsingg ssgreligimunsuliedulgmniaduldeeng
v Y < I~ = a = ' 1Y < Y & £ '
winnzan lagdunugldivenadeniiasenidnnisiweusafiuivlagusiaainnisanugldidulaue

o

s iRnnslunvugiiazgninluvssendlddiedmunugldiiudeniiagligldfiansauazdanis

U

1Y

uieRnnanatiusenues Iuﬂmﬁﬁms%’ﬂmmmﬁum%u‘uudqLﬁﬂ%’aﬁmwmmmsdaﬁmmmssﬁuﬁa
saq mudiszyllunuusy 64 azdosgmiranldnuaniunsaiferanaindaudsldnuuiunesiouly
Jakanan 3 Nau il

1. anufiananiiaduainnisinwianusisasszdiulnslnaea (TLS Errors) Faunudliiivens

denflasendnnisidenseduiulaeusaainnisandld dieiadefinnainainnisiiousienissne
ANuduAIsEuILEY Munuldsuliedudeiianainiintuny 5 Feuly lansdl

P ¥ a P ] = ] ) & , .. v a =3
Waulvdaranatail 1 senitan1sionsieAutuAITUYLEs (TLS negotiation) AlAUIN1SAULARS

wilglususes (Certificate Chain) 7iliilalweulesludslususesdduuuaniiedials (Trusted Root)

wazvinlglususesiiuansiudliligninuyaludatatenis (Pinning) funugléiiuasujifselud

Y 9

Y a

1) dwnudldivizdesdidygiudeianainlaengunisudafiow (Waming/Caution Messages)
wsemsiieuse (Danger Messages) liiouanisiazidonaniunsaldefinnainiiintu

2 shunufliivenadonavemadeniidululeligldfaunlunstamyalususesludaiv
Uagng (Pinning)

RoulvdeRanarail2 arsaunavesluiuses (Certificate Information) flegludnvazdoya
AW1535UA (Human-readable) agdasliiusngludnuaziuniofeaundiiazléunsdudu wu
Yoyadeaniay (Common Name) n3adnwaizasdns (Organization attribute) 9nluiusasiiasunsie
P13 (5SC) awsadligminnuanma fudluiusesiuasgninmelidaemadafio

Rouludafianand 3 vusdeudenissnuinnutuasdumuds (TLS negotiation) {lsuinsiiuld
wandlususesvesny wdmuiluusemseniduluiusesinnais (intermediate Certificates) fioglu
waslglususes (Certificate Chain) lagnifinaeunienuneiguds fawnudldiivdesuandeyyio
Jaiiananlaengdaiiausis (Danger Messages)

FeulvdaRawannil 4 Wedumisiioguiagensle (URD voaiuiifidnisenisdulsinsatutuie
Taundiusinglulususesiiuanstaegliuinsiiu uasludusesisnariduluiusesdiinunismsiaasy
ALELRANNS (Validated Certificate) suwnudliiivasdoinisddygudeiinnainlaenguisiousds

(Danger Messages)

waulvdarawaiail 5 mnnisleusionisinwiauiuasiurudsaumad duwnudliivdosds

ey atolanaInszaufiouns (Danger Messages)
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M5 N.4 LuugunsInn1sanunsaleiianainilesiy (se)

Name

A5IANITEDIUANSITBRANAIALU DAY

ID

WSCP54

2. Reulyderianainnuguanasdnsiiierdewsadeyafnuidiin (Error Conditions based

on Third Party or Heuristic Information)

Roulvdafiawaindi 6 Munugliivildusnmsesdnsaeuen (Third Party)

=

3930N15ANWETN

(Heuristic Approach) Tunisuszfiuanudululdvesdeiinsfiatuaniuiiddudense fuudliiiu

sosdsdyaalaglingudeninusiousis (Danger Message) uansseavidunlszaudeilanvunly

weuludaranatadl 7 mindefiaziintuaniuiiddud daduieidesiunisdndulavesdlda

azesviludwivsely dunudliiivasdesdsdygrudefinnaiaiiunisudasiou (Warning/Caution

Messages) M%@ﬂﬂiLaauﬁEJ(Danger Messages)

3. deRawarnainnisdetayartuwuunesulugaiuiilituag (Insecure form submission) %

2 o

b3IUN

SnwrANUTUAITUYIUET (TLS-secured) T d15%aLNBN15U09n15N15LauF vinlAveuandesiiu

Y

swdwmimuﬁuméwﬁfuasgmJﬂ‘f]mesmLL%QLLﬂi'aé‘haﬂws'%'ﬂw]ﬂ’gmﬁum%'wuﬁn

Roulydarawainil 8 Wawuunesunmiiuiisiuag (TLS-secured) gnasludgoammanliisiung

(Unsecured channel) funudldiivensldnisudufiou (Warning/Caution Messages) visen1siiouste

(Danger Messages) LiValanss1azidealviligly

Internal Structure

Error Condition |

WSCP 64 Error Handling

TLS-Secured — ]
Unsecured gnal
-webPageName
-certificate orm submissior -webPageName
info -certificate
TLS()
-formSubmission(info)
display(untrusted), dialog(Message)
, SecondaryUl(Message)
) . i ErrorSignalin
Certificate [~ EndEntity gnaling
| Webp N not pinned f
i s -expiredDate PUEEEEENETNE B
difplay (trusted) fpirlljned __Certificate -signalError(info)
""""""""" -present(Certificate)
| o . present(certificate)
UserAgent CertificateChain ]
L. expired, DangerMessage
-Certificate TLSnegotlatlon | revoked, ___
-Source match:false,
e ation TiSnegotiate——_ -status tatus:fail = mmmmemeeeeeeeea—e—.
-pin(Certificate,Desination) —TLSnegotlate(Cert‘lﬁcate)
-display(Certiface) -checkPinned(Certificate) .
-dialog(Message) -checkChain(CertificateChain) WarningMessage
-SecondaryUI(Message) check -checkExpired (Certificate) |
-abort(errorCondition) -checkRevoked(Certificate) | || | L
_userlnteraction() -match(URI,ValidatedCertificate)
access
N
q ST i involve
handling: ErrorConditi ThirdParty positive identified danger user decision
rror_ondition
— -heuristicApproaches
_.errorCondition -identified Dangers
-errorHandling() -access(PossibleDanger)
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M5 1.4 LuugunsInn1sanunsaldeiianainilesiy (se)

Name | n159an1saa unIsaidaRAnaInlasny ID WSCP54

Example Resolved

annsdl 21 Weaneedeuseluduiuled <httpr/www.example.com/s Tisawddeumnu
Usgdnfiorutmansuazunany deadsaavinefisaideutnivles example.com Idgndautadly
MnasfidusumumeBuldwuhAasiusunsuiiasdeannisdifaiuleddangn Turueids
nssenveusnisluadsl ﬁal,munlﬂ%lf‘msuaaLﬁmﬁﬁaqdaé’@ymwmi@aﬁmju%@mmLaauﬁa (Danger
Message) fianisnoazidoaUszausoainnisindalusunsufivrasde Aldmmunlinudouls

YDRANANAN 6

Known Uses

- Tufuses SSC azdasliigniuianinadoyateadyiodnuuresding fallususestuazgnin
Y Y @
Al IfaatenIawaInnny
- shunudldonauanmateyadeianainfiinturiunassdeniny (dialog) wiediusauszaiuiaqi
(Secondary UN) Miniidldlaenisudsfieunsedennuuanideinnainnuiseyld
- fhegrauszauienlanuua iy nseanulranddldislseasanlamuualinsonislaufvednives
Faunuild

- fegrmanudeiifedesiunisdndulavesdld wu Viugnuasuwas (Phishing)

Consequences

madlafeuludeiianainuaziuimenisinnisilleinteRanaiadangny ssdelidwmundesiu
JoranaanarssnudeRananiuluduldliegamnaniuainusulswesioranaialag MiaTu

luyauziweusioiugliuinig

See Also

- Anwinsdnnsivlususesldainuuugy 51

- AnwUszanveaiulannuuugy 53

- @nwinsinnsteranain (Error Handling) NNUUUFY 64

- giiluuuusy 81 nslawilussminenindeude nsdnuanutunsiuruds dmiudoyariafsly
nsalfsnaN

- fhegredymeauuguidnais Case 21 99n1ena1s WSC-USECASES
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o [V

M157991 1.5 wuugunsasdyaudnanueal

T

Name | n1sasdnyeasnanual ID WSCP61
Core | Availability Section | Indicators and Interactions
Description

wuUUl nandsunufiidmsusunmudliivlunsddygavanseazidendeyadndnvalain

v Y

¥
S v

Tususemesliusnsiuidldmaudniisiudiuieussaudld dyaraiidmueiddnvaslinismeu

18 (Passive) agnslsAmudarivuaildlimidsdanistasiunisidsuiuvainnislauassuule

Example

nsdl 10: \WndBeusuminsuil <httpsy/www.example.com/s nieniiiiueanldsuiiifond
1850910 <httpy/www.example.com/> 1wy iemitlasuldusunausiumnsiisnatu
nsdl 11: WaRneneudouseriuledi <https://www.example.com/> nswanALtuAsEs
Tushunugliveasensranuindelauiiszylilulususewinsmn www.example.com
nsdl 14: Waivieaiiorludshauszna lubununutonis wesudiulednisilessssusvmenes
50 waiRndeasdindeyafiserddldsuiuduiutavdold viefimsilvavesdeyasewhenisld

=3 =l 1
Puiunsely

Context

vsunresnsUszandlduuuglillelimadeusedeyatudliuinisivniessninmadrdaiionivlu

anugla udauwnudldiulasunsiuduiaideenisuandduiusesningiuinisiv

Problem

v v o & I o vee A v A v v 3 Y a I < 4 v
Alfiindadioniiulngysmainnissuitaiuvesdeyavsednanuaivesdlviuinisiulag Wuwe gy

dndulaigetetoyaninanuazilinlonaligussasrielandssuuduneliiinindesdedeyargldaula

Solution

deliglinsuisiinveaiuiimdadngs sunugliasdesinlidoyaiililunisBususvesgliuing
dudnnguagndesldon lnenisuansteyadndnvaivesuliunflélimauiudesionsuisng
thiauedeyasufstoyalatheiezsdessing faflswaziduasil

1. aaidnuazvasdryaal (Signal Specification) Fimstiaustoyasndnuaivoaiuiuegfuanuy
Yes5EUU 1 any “msldnu” msunngdeyadadnvalmaudunisesdiuseuszauglivgs

il (Primary User Interface, PrimaryUserlnterface) @4agvilvidyainsndnuaiiulsinguagliuuy

vandeslaila iesndiuseysvaudainanidesdsingedianaluvaeldnussuu Siutiudoyadn

anwaldananvgiemsauldnuannnisisenlddiuneyssaudlivivgi (Secondary User Interface,

SecondaryUserlnterface) sdusioUszatudinanidnvavdeusg nnglduauiniosde Jludes

Senldnuriudsieussaulguglivielidiudeussanuyfsgivsing nsvinausiuiuvesdiuse
Uszanumaesuuudunuisenidiusedssaiulasu (Chrome) Feunaniuzvesnisideulidens

doyudnanualmudermunillulszendldld deganuy wu funudldiuinng
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o [V

#15799 n.5 wuugunsasdyanasndnual (se)

T

Name | nsasdeyeyrausndnual ID WSCP61

Wasuuwlasananiuglag ludsantuzinauedonau (Presentation Mode) ildfin1suanidiuse

v
| ' Y

Uszanulasy Fafilianunsausingiavenanuduadiludiuseuszaudlduguadl Snvisiunudldiu

U

° o @

vugunsalvyssmivedndntunswansuadslisnaidygyrudndnyalaudeivuniluussendls

(A

v P
o v Y A Aol o

1@ fivegnsgunsal Wy ausnli teduiisdiumnfndmauinadlagaisuuesesiu vieynitl daunu

]

v & ¢ o ' I | ' v £ .:4' % <
Eﬂ%LUUﬂJaﬂqUﬂimmﬂﬂanEJEJﬂLL‘U‘UENmJisﬂa‘UmumaﬂizmﬂﬂiﬂwﬂiﬂﬂguaﬂmqmLLm‘c’Nuaamu

=

(Minimal) 3slddndudasnanssndvananusiuasluseyinsaniugsivaniiy

2. nsdsdueunudnanual (Identity Signal, IdentitySignal) wniielafa1uiinisuansdiude

[ e

o v v ¢

Uszaureaiunugliiu dyaradndnvalazdesgnuanduiumiinisussiufidesiuauewasidom
vosIvazfasliwnsnugenmsvinulag fnsliAnanunguasevesdiunoUszaiuiiuaninuduns
3. \Wanvasdyyrudndneal (Identity Signal Content) Jayaiivzgnuanslunisdsdyyrudn

anwalagdeslasunnanlususesiiiiunisnsiaaeuauaumnauna (VC, ValidatedCertificate) %30

o
o Y o o

inmsszylaefunudliiv Fuzdeddihdeyasinunanlivdetievsoldgniuduiiasanld dalu
Y

[N Y =%

X (5 2 a Yo w = 1 v a Y &
2iasn ﬂwmmuagﬂuﬂizmmamuw VIARGNSRN ‘U’]ﬂLL‘UUE‘U‘VI 53 wuals 2 Useian Ao “u

e

wuudnwanusiunstumuds (TLS-Secured) wagniiuwuuiiionea (Mixed Content) s18azi8em
Foyathinrlddmiuduussandenan: Gl

3.1 wiidunuusneausiuastuvuds (TLS-secured, TLS-secured) szri1ansidousaiy
duilsuasiiniweinsseduuu (Top-level Resource) gnéufukiunisunilosfisarusiunsduuds
9819ud9uns e (strongly TLS-protected) iﬂﬁu%msv’iuLLamI‘U%‘Usaaﬁlé’%’uﬂisﬁ’um%u (AAC,

AugmentedAssuranceCertificate) Lagning1nsNNeie (Dependence Resource) ﬁwmﬂgﬂﬁuﬁu

v '
o a

NIUTD NN N w1 AL TUAsTuT LIt ud R US N1 UlawanalususeainIun1ITRSI9daUANY

Y

v
wva o a

auwmauna (VO WednsefuntiiivdnuazdsnansumugliiiudesUfoadsd
1) doyafiiun1w1535u7 (Human readable) fldannlususesitlésuyseiuaia (AAQ)
Aeatugiaseunsesmiiniviy aedosgnihinuansdoygusndnua
2) winlivnngdeyanwsssumanluusesildsuussiueasuud dunudldiivazdios
Uszgndlagirdelau (DNS) Anseiudeansiyvesvtiniv wioduvens “subjectAltName” 171

Tuduses Fwunuyldenadetelamulviduadiaeuanaanizdiuving (Suffix)

v v =

3) deyaeAnsvasieanluiuses (Third Party) aedesgnuandudyaudndnunl vieludiu

soUsvaugliAsgd eudslildnsuedudiinihniuiinveusedoyaiutiu

U

4) Yayalal (logotypes) Nigniinanld dedldanlususedlususemlasudseiuaiu (AAC)
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M50 N.5 wuugunsdsdyandnansal (se)
Name | n1sasdayeyrusnanyal ID WSCP61

3.2 wiaufdfiilenauuuray (Mixed Content, MixedContent) foyavoaiulediiouss
wuulinistesiu (unprotected HTTP transactions) aefadligniuuansdyarudndnvaliasduny

Aldivagdedliiuszuanadeyaussinnlaldl (Logotypes) fildsunnluiusesvesiuding deyasin

TususeaasuiulnenuLes (SSC, SelfSignedCertificate) 15 avaslalususoamdaulasbudalususes

@ avy o A A ' o

arvuuuaaflidui@eiie (Untrusted Root) deslaignirunlaludygrusnanwal Tuaaiunisaluil

9 Y

sunudliiuenaldiguen (a1nuuugy 63) Wisbidudateuludeinnainiiintu

Internal Structure

[=——interactionm— WEbPage
UserlInterfaces —@ WebUserAgent
— ] -URI

-mode -plug-ins -htm]Frameset
-action -features() -scripting
-uiElements -plug-ins() -§tyles'heets
-interaction(action) __fidentity
-present(Info) fmechapism s()
-visible()
-invisible() Q

SelfSignedCertificate I
Chrome | pE— MixedContent E—
S cCCUbYTEVE S oW/ — 1 TLS-Secured <
—— <>

-weakTLSchannel ]
PrimaryUserInterface -ErrorCondition -strongTLSchannel

-alwaysAvailable()

IdentitySignalContent | FErrorCondition dcriycd
information from
SecondaryUserInterface humanReadable |
_DNSname ValidatedCertificate
.......................... -commonName
-solicitezAvailable() -subjectAltName -domainName
| JhreoCendiEen -additional Attributes
N . seauntyleycl hip .
WSCP61 —| -Extended Verification()
IdentitySignal
AugmentedAssuranceCertificate
-webldentitylnfo
-position -oganization
_ _—_s_u_fflch_I:@ _______________________ match(DNSname), -country
-identitySignal(Info) indicator(ErrorCondition) -specaillyMarkedStatus
-match(DNSname) __-AAClogotype
-displayingTLSsecured (suffixDNS,
IssuerOganization,AAClogotype)
-indicators(ErrorCondition)
-contentObsecure()

| -visualConsistent()

Example Resolved

nsal 10: Wewleymlasulduiunanuiunsianeiu msdsdygrudndnualdswanaisaiuniing
Shwianuduasturuds <httpsy/www.example.com/> Wit Agdosinfieutaslinanstoyadn

anwalvesweniioueanlasuain http//www.example.com

nsdl 11: Wesunugldnsianuidelawuissyliluluiusewinmin www.example.com a6

Wouwazliuanidayadnanualuesmi <https//www.example.com/>



http://www.example.com/
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o v v L3 1

M15791 n.5 wuusumMsasdyaudnaneal (se)

T

o

Name | n1sasdnyeasnanual ID WSCP61

Example Resolved

= - vy = v do wvve & & & a A oA A & v '
nsal 14: degldfeanismmuiisteyanmddlasutuiuivaimield viselinsiilvavesdeyasenin
msldnuiunseld Jldawsasengdeyadndnvaliiudulinndiusoussaunuuyfogivedun

i

Consequences

n
o A

msuansdoyadnanualvesiuiiflimdsdeusessmelilifinsanuazdndulaldiniuinan
Undeiienseld 9nn1sAnnsesteyaiesdasiuglivinisiaesuwnudldivavdivannisglunis

fsanfinvesiuliunglyld

See Also

- ﬁmﬂmiﬁ’mumﬂizanaqL’“Jumﬂmiﬂﬂﬂmﬁfwmmﬁum%umuﬁuﬁmLaulé’fﬁmLLUU'gU 53

- GoulvdeRinwann Anwilavinuuugy 54 Error Condition

- fhivenilduansannug Anwildann WUy 63 Indicator

- LﬁamﬂuaqL%m?'iﬁﬂﬁahwiaﬂizmuﬁmem’mﬁumﬁmwmquwﬁa ﬁnw%ﬁmamwmmugﬂ 74

v

- fegatymveawuuuilonsds Case 10-11, 14 91ALONAYT WSC-USECASES

AN5199 1.6 qugﬂsﬁa%aLa‘%uu%wﬂ'amﬁumﬁafm

Name | foyaweiuiiunauiunadaiv ID WSCP62
Core | Availability Section | Indicators and Interactions
Description

wennilonndeyadndnualildmuualilunuugy 61 wuuguihhauedeyaifiuduiuuiunainy

fupndaiuiiduudliiumnihndssendldifiouansaniuzanudunivesiv

Example

nsdl 14 Wedvieaderludwaszme Tudununuionis e ivlesinsdesUssiusenaues
159 weiindeamdyindoyaiisemalasuiuduiveiutely vielnsiilvavesfoyassninenisld

@ =l 1
Nudunsely

Context

v o 4

viunvasnsiuuugliluvssendldidesunudldiveensudeyadndnvalandliuinisiulunis

a A

wanstayausunanuiuasiuduseysranuglinuuulguniivseyiegil

9

Problem

mngldfinsanfissdoyadadnualveadiuinisiulneysainnisinnsandeyaniauunannuduag

Wi onvliieanesonmsuenuerseninivaswazivlasuulas fidonafinnumneviodladeyad

A a ¥ 1 d ¢ & w1 v 1%
AauesaRnuing Iulednoaluderedoyauaysyuuvelila
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15197 N.6 WUUFUTRYaEsUUTUNANTLALTLIU (D)

Name | foyatasuuiunauiuaadaiu ID WSCP62

Solution

wenileandeyadnanvalveniv deyaiiluusslonliioligldiansuianuiiuasesiuneu

U R
¥

A < '

sdunisdhfailenivsely deyadiuusunanuiiupadaivezgnihunldludiuneuszaiuglds

a

wuuUguniuasyfisndl Anuvungveinisusngdeyadinanagdesdinnusesiunieligniiluldiie

U

'
a vaa v A

AUsEAIRDY WUHURTANgATazdevdnidesnsuanmwaiilidesiufe nislildsuwuuieiiunie

'
a 1Y

lomau (Icon) Ndanunineadefudmivdeyansniuluiumiiaiieiy deyauunanudunais

Y
< v v o X
Vuwuald 3 seeiu eadl

.
v a o a

1. deyavsunanudunadaiuilasdu (Basic Security Context Information, BasicSCI) funugld
Auagseahbidoyausundsemuiiuasoluinfouldonu:

1.1 Folauuvasntiniu

v W

1.2 deyarfiienseaviteteoyarniirdeuludesaenndasiuiuillevvesdyyinsndnualifmun

Tunuugui 61

Y 1Yy

1.3 wgnalumsiasandemunudlilasuuivihveyavesyliuiniseiolavseotiolils 1wy

U Y

'
1l o

mvselifazeausulususendwmeuld mrsnsaluiinluiuses SSC Unuyn wazAlIsuselinnsesen

v o '

a A A ) v o P
Nendasivanudndeiiovesiuwnudlianansanseilalaggls

=1

2. %’agau‘%ummmﬁuﬂu%aL"Jmnﬁaﬁ (Advance Security Context Information, AdvanceSCl)
Funudliiumsasilifeyausundernuiuasieluindeuldau:
2.1 fuenmssnwanuduasdurudgnldlunsidiisdeduedeyaiuuiunanuduaadaiv
2.2 GeuldlafineliAsnisundesmenuduasiuvudiogsseusevamiiniivanuuugy 53
2.3 Jlinedouvuivlednmnailuefnniol
2.4 fldnedniutoyanistudusdmsuivledviely
& 1] ¥ v o ! [ = 1
2.5 emiuledlagnidisialuseninavudsdeyanielyl
& 1] & v ' ¥ S T v = 1
2.6 emiulgddananlagniududiunraudiviely
3. dayausunAuduAuBAIuaLAN (Additional Security Context Information,AdditionalSCI)
wasdayaonavilansaumevesuTunanuiupmeuldm Il
3.1 glfdndeuvuivlediduasusnlusindels
3.2 gliidndenruivleddnanvesviol
! Y 2

sawnuldiivagdedliuuzifldimiduindsdfalsmnnisfinaunginssulanunis

Usnguesdeyanni iesndudimatianisdanisnisidaumsiamunisidauiasnginssuvesld

Iuuiniliondedeyanni
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MN5199 1.6 LL‘UUEUGEJJE]Z;I@Lﬁ%@JU%UWﬂ’J’IMﬁ‘L&ﬂQL“TIQL%U (919)

v a a o a &
Name ‘Ua%aLﬁillUﬁ‘U‘Wﬂ'J"lllll‘lJﬂ\‘lL‘NnU ID WSCP62
Internal Structure
WebUserAgent R
plug-ins “URI
s oo DM o ; ; -htmlFrameset
UserInterfaces ~features() nteractio e
-plug- mS( -stylesheets
’que -identity
-action s | dekee | o
__—_gili_lgr_n_e_rlt_s _________ Se curityContextInformation
-interaction(action)
-present(info)
-visible() SecurityContextInformation
-invisible()

present(info) -consistentMeaning
Chrome | -cookiePresence:boolean
-consistentPresentation(icon)

-suggestCookie(cookiePresence): not
PrimaryUserInterface implied to user tracking
........................ | |
-alwaysAvailable() BasicSCI —_—
- asic g
Additional SCI
SecondaryUserInterface -webPagesDomainName -
-ownerlnformation -:heanlrstDate
__________________________ -verifierlnformation 10Ot e NN
| -solicite2Available() __-trustedReasons
IdentitySignal
ol8 AdvanceSCI
-weblIdentitylnfo o —
_position ) . -TLSindicatorExplaination
—suffixDNS onsistent with -weaklyTLS-protected Conditions
-ErrorCondition ~visited :l.yoolean .
== -'::l- = -t'-t- 'ST o 'l'd 'E ') """""""" -storedSiteCredentials:boolean
::'nZ?cll'l(yDﬁgsamne)o -contentEncrypted:boolean
-displaying TLSsecured (suffixDNS, -.zcontentAuthenticated:boolean |
IssuerOganization,AAClogotype)
-indicators(ErrorCondition)

Example Resolved

nsdl 14: Weglddeanismiuiisleyaiimaddldsutuduiveimiold vielinsiilwavesdoyasewing

U

msldnuiunseld ldausasengdeyauiunanuduaafiufsuennienndeyadndnuaivesiu

Tun1sfiansannisiedasiu

Consequences

vYa o U

Foyaieunnuuuzuil axrelideyasuduusslonironsindulavesiléimanihnsidenseius

THusns Taunsalilavsendadulessinanegeseingsg 3

See Also

- Anwinsieuussinnvesivan wuugd 53

- dayafiugrulumsuansanuiiuaadaivfinwildann wuuy 61 Wemvesdyaaudnaneal
- davendllduansanug Anwildain wuusy 63 Indicator

v

- segrlynveanuuguildnais Case 14 31ntenans WSC-USECASES
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M15791 n.7 wuusudduenauiunstuyud

Name | fhaiuanausiunsiuauds ID WSCP63
Core | Availability Section | Indicators and Interactions
Description

wuusUilinanfegaudnuugresinduenanutuasturudaildluniswansdoyal Aeafivaniuguonis

Jestunssnwianuiiuasdurudasoasaumaniausunanutunesiusnsiuigldlansu

Example

A8l 7 U3 Example Inc. fiviniseaulauiilasuaiudsuuazsessunisvinsenisiudnsiasie
wnueluniieiu Weslduinisdainaaduudemanasededuivglitoyatnsiasinveuselunis
518n15 TuvugnlanuiivunAnnaglasnssy wiasadudsunuuanivledues Example wagaitls

Y v o1 S A < Y v oa sa v a v U = a
Altiddivrennlasnisasielamuveivuasulvlndifssiuivlenfiuviaseves Example Al
widaunnevasdigivvenuegitlidts wasiinfiesimdideudeyatnsnsinveuseluduivlydi

ardneiuiuves Example

Context

vsunlunsthuvuguiludszendlddleduwnudldiudesedugiiusnsiiunstesiunsinwiany

Supstuvudsluaniuyle o

Problem

PINUTIAINNITHANFDULNDUDNAD UL DL AAUBRANANANT DA LINATLIHINNITS NWIAITULUAITU

wuds wilidlliviusy Slunsdhisivlediienansliindesedeyauas seuuvo sy

Solution

£% =

Faunudléivesdadideyaiieiuaaiuzvesnistesiunisdnumanuduasiuuudiieddven sull

ANNYRIEA

4. nsuanana tnefivenanuiiuasiuvuds oraludunilwesdiwteyszanglduuuugugilu

¥
=y =]

se1I19anug (Mode, Mode) Msldnudisdenandyaalvungldlaeuansegmuuumieleni

a a

Auwinliy Swutiudeyadinandemieuldununiunivdiunoussauglduuufond dunugldiu

219vuT et ruallnen1sidan1usRa N IsnTuanANLTUAITUYUEY salaenalndu 1 NS

NABIlARDU WOVAITAUA DU

o | v
[ al LY o ]

5. ANUATN éhLmuéﬂ%ﬁ'mewamuahwiaﬂﬁzmwﬂ%’mﬁazmﬂﬁéhﬁnuaﬂmwuuumsuusuumw%fau
Tuluiumimssanmaiisoty Inewdonuasdedlinguinietudiusoysraufuanuiiuag
FosruAuwuUIUR T4

6. @Az favenausiunturudsfeLananus AuTuategdLaud MU UL
fnwnausiunsurudayindy ﬁal,mur;ﬂ%mnﬁaLaaul,ﬁar;ﬂ%ﬁwé’qL?Jau%uwﬂﬂﬁuﬁmmﬂﬁwmm

TRWIAUANAUAUN YD IVNIN TS N AL UAITUT LA R TR UKBLAYNTUNTI L IUMU UL eV HEY
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M3199 1.7 wuusUsduenauiunstuvuds (sie)

Name | faUunnAULUAITUUUES ID WSCP63

Internal Structure

WebPage WebUserAgent Userlnterfaces

-URI -plug-ins @— _iction

-htmlFrameset —interaction—- -‘-f-e-azl-l;e-s-(s ----------- —_lil_E_lEI_n_e_Ilt_S _________

-scripting -plug-ins() -interaction(action)

-stylesheets R -present(info)
L ddentity . ~visible()

-mechanisms() -invisible()

Chrome | I i |
-] Mode
TLSindicator PrimaryUserInterface
B L

-obsecuring:false . -mechanism()
-consistentPosition +——<> -alwaysAvailable() -dialog()
-beyoundPageContent [ -infoBar()

-TLS-securedState

o Seste(TLSproreeion) T SecondaryUserlnterface

-presence(signaling, TLS-securedState)

-inform (weakly TLSprotected) s mmmmmmmm————
-thirdState (mechanism) @ -solicite2Available()

Example Resolved

o
o |

nsdl 7 funuldivuansiiivenauduasiurudsansdedindeiulediuiades Example e

| ' '

wisliiudnsldvsuiminensvesiugnAufuriugemnanssnwauiuasiuds weaiinisteou

¥
LY

Joyatnaasinveussluduiulednuiaseiidvenaruiuasturudalsinguintu Tunaseiudiu

v

winldusngiiivendsnan iafasdedlilideyalas uniuiivaeuudas

Consequences

miuansravesiituenidalauzifeuligldlinsuivieRanainduerainainnislauid Snnsdavinln

ARarsandeyaiielddnduteteoniiudinanandeyaiiseunuaausiuddveniivsngli

U U

v a

Alaiuazinlaleviui

U

See Also

- Mnuuugy 61 enadilnuansldnuierimunniudesnisiaylignmiluly

- lemveaduiiiidiuseUssauinansnuduaiienunguase Anyiisiinainwuugy 74

- segnlymvealuuguilanais Case 7 antenans WSC-USECASES
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o a

M1591 n.8 wuusUMIIANISIarsASdYINANURANAIN

ALY

Name | N1359AN1THazNITaNdyQInANLRANATR ID WSCP64

Core | Accountability Section | Indicators and Interactions

Description

wuugUilagnanfinsiuliedudeRanainuazisnislunmsdsdyaadetianain lneiSssdduniuniiy
suusatieslufisnnusuusan Tnesuainnisudsdeiianatnnily ludinsudusiou aulissedunis
Wwaudulaenissuileduderanainiilananislusuuguidulngineidesiunisdeansiiudeyaiu

USunAMLTuALLiy

Example

= o =) i

Asel 22 wilssrnaze1uBaveu lugnd Wt lnsudiuaatuniedesnainulnNsuIANS YR

wazFowweliududusensiliinaigalaenisadnludfenniantudua ferdnaililivansgens

s

weaunAnnagldlunsidndaivledsunasuiusingdesuimsvese wirdnidigasduazinlugaiu
Uaouwlas vivdasuwdasdenaiignlaaciiesannuinduivlednaen deiulewnsadidngiiv
mnanedaldsuiieadernuuanseinnainyialu <Error 404: File Not Found> uwssAtesilidule

Tinezlsvu

Example

nsdl 13 Wwderiudldvinudue Wesdienueedulunisnalinegrsimsudedunuglduannaes
Jomnuudaudiou nwgRnssuding s iadldazaenisuisfeuauriliiserdgniniviidedde

agalylviuge

Context

wuuUilaggnussgndlfiflofindeinnanntuserindunulfiivvasdeusedugliuinisiu uay

donssnuleulvdetinnaailaenluwuugy 54

Problem

a

dlefideRanaimintu wndaumuglfiivvanisdaniswsonsudafieuiivianzauiuss Aunuguuws
vaadeRanaraninasden sTuivewly 1w Msuduseulasiauemiioniuusilvigldaziasdeniu
wdadiou vy lvgldlaidilaanusuuswesdeianaiafiintunazaziaen1sinnisivteinnain su

p1aindeiuteyavesilivsesyuy

Solution

a =y !

uwnudliivenvdearstoyadeRanaintiuiiadeiinnain (Error Indicator, Errorindicator) #3ads

= a a =

aaiudusieysraulduuulgugiiviseniugisiutanisldnalndug IneBnnslunisdedya o

q U o

2

TaRanatanULlu 3 sEau Ao NMssuiletudananainiily seAuNISHANAaY wasTERuNTIaufe I
NYALLDYARIH

Y a

1. assudiafuadnuianaianaly (Error Signaling, ErrorSignaling) Lilon1sasdnyeyraudeianaind

@

dedududiuniavasdiiouszanulliugugll mslinadnuae el
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[y

M157991 1.8 LUUFUNIIANISUAZ NS INAURANG A (siB)

[ Ag7)

Name | N1359ANISWaENITENAQIMANURANATR ID WSCP64

Solution

1) TeanuuanstornnainruduneUszaugldugunlinisazangnenludnuaugiseniosnuauly
gy Wl Ansidanadaany

a

2) TamnuunansteiinnaiarudusieUsvauldugugissdadidrenenlagldsunmiiiesetiafen

U

Y a !

3 limsuuzidldliinguivledvaremsiionansliAateianain 1y ielinaazvieunieldiu
AUz

a)ledernunansdefiamaindnunenseuanuesdld funugliiuesiauenadonlildnduly
fawthuneuniegsieniy

5)dmsuglindanudung msduileduieinnainensaziimadenlianusaisongeaziden
fesusvestouluiiiuaiveesdofionaslfiatuls

2. dam11un1sudaiiou (WarningMessage) Yondnuudaisiouiignuszasdiiiondgldlinsiuia

anunisaifissuuysadiuanuduldlaigldonnnegluaudss Inedeadaindeyaduuiunaiy

Tupsdaduvaeiy dadlinunislaufiintuianunsanssieuld JannuLduiounsiidnwauey fail
1) demnuududiouarsnadnviIanmvinnuvesldluragty endldaslasuitonumeaniiu
2) Tornuudadoudzdedliiudenitaauuigldinasituneustilssely
3) fdendildlausriuniswisiauszdetasuredalseifunudd uanununeaiunsanlaga
mslivsnguesansaunadug isameglunisiufduiusiienisudadou
4) vildludnfeniavenisaglasumsuugihlidléiden uazdoanuuisfounisinmunseduln
@ 1 o A v v o v 1 v
WiuaLuanAsvesidonilakugtliungly

5) lunsaliliusingdideniiuugi n1sudadeuazieainausdsnisigldaunsofunudeya

=

Wandnmndudeniifiegaguiase viielidoanumine dlliawnsavhanudilala

'
4

3. daA1uN1siAauiY (DangerMessage) n1siiousieiiynusyasdiiaifouglitedeluaniunisalid

fufnvuiuteyavesldliluiiswaiinudsarinty n1siufduiusiiedoastoanumantiuazios

v
v & 1 W £% o

gneanwuulitnrnmsinueesdlyd nsiufduiusmatiuagdegnitaveludnuaeiiliaunsald

U

Alfdndasensginisleg Auduleduarenenneliinaniunisaindudels lneusannisuans

'
1Y

nsfuindaausiatennunisiteuds

Consequences

NSWUIN15IANTsteRinnaIanLsEAURst e LS AU laiudenna1akay SEAUAIINTULI VDS

Joranan lUaudadanisiudetinnaindinaidliegiamnsauniuniudenisve gLy
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M13199 N.8 WUUTUMTIANTISUAENISASFQIMANRANANA (5iD)

Name | N139ANI5HAENIIAIFYYIUAIURANAIN ID WSCP64

Internal Structure

Error Handling ]

WebPage WebUserAgent UserlInterfaces X .
| ErrorSignaling
-URI -plug-ins S— _node -
-htmlFrameset ; caction -features() -action -info N
-scripting -plug-ins() -uiElements —errorCond_mun
_stylesh - B Syt -nonTechnicalTermPhrased
stylesheets -interaction(action) —nonSolelvArtPhrased
-identity -present(info) I (LRI YR TR
Epesririssliaae c -assistance
-mechanisms() -visible() e mmmm—a—— mmmmmmmmmmee—————
“invisible() -signalError(info)
' -errorMessage(message)
-interruptUserflow ()
WSCP-63 | Chrome -doNotEnter(webSite)
e -returnToPreviousPage()
——— -requestOption(errorCondition)

Errorindicator <> PrimaryUserInterface

o T dlwaysAvailable) | |
-thirdState (mechanism) — .
WarningMessage DangerMessage
JAY I SecondaryUserInterface | 8 & & 8
T J_ ——————informState() -risk __-positivelyldentified Danger_
: N T N mmmmmm—— mmm——— -descriptiveOption -interruptCurrentTask()
Lo o — @ -solicitezAvailable() -distinctOptions -explicitlyInteract()

-recommendedOption

-warningState 3 =
-morelnformationOption

-dangerState B L e

_errorMessage -interruptCurrentTask()

Qi it S 2Option=0)

Example Resolved

nsdl 22 wiseApdndngdfuazihludaivvasundas Budasuudasisnangnlnas datuilounsed

dndiudingns wiasiudearuuansteRanainemziaizadamuatunisudlabaninnuindu
< s

Auledvaen

nsdl 13 nassdornuudufoudavininsinundnuasliasuuzihildliddiuledvaenisiions

nelmiadeianain swdedliauisoaziaenisuiuseunaziinliisenanidsanisidgniniui

osdedvagnsliviugsiila

Known Uses

- fegrmamindeanisidmdnnidanadanme mnlususesusngdeyateiduedludiuveny

subjectAltNamefiliinseiuiu URI veaduleafifldnersnudndeusy dornuuansdoianain
anunsaeSureldmasiuiaiuledfisnesnty unuiivzssnuii subjectAltName linsariu

3

- fhegiidenitausedldinasituneuseluiiu Jennuvantulzdeslithluganunisalil
sudenladufenvilsigniaveungléiiesnidnnisududounaraiunisee

- Bmsigldanunsorunudeyaiisiy wu nsldnisiwenles nmsldnisnetingi uq

See Also

- Mnuuugy 61 enalilnuansldnuderimunniudenisiayligninluly
- lemveaduiidiureUszauinansnuduaiianunguase Anyiisiinainuuugy 74

- ﬁ“f’gaahdﬁiym%mLLuugﬂﬁﬁﬁqﬁq Case 13 Wag 22 3nL@NaI5 WSC-USECASES
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M13999 n.9 wuugunstieudiudeyssanugldlasy

Name | nsflenudiusieuszanuyldlasu ID | WSCP71
Core | Availability Section | Robustness Best Practices
Description

g

wuugUillewduseusrauglduaresursanudrfyvensusnguesdiuseuszanulasuvesiiuny

AliAu

Example

nsdl 6 lunauzissru edaiintuldinsedndusewhsenisgsnssuesulad alfsnowseirsldgunsal
fleflovensolunisduAudeyasnivled uilunssliisedndulanayldaunsaiiiefiovenselunisii

ganssuesulaiiliesnnunanidu wesuduldiunuldiviugunsaifiefieuaznsengeniueaiisesn

P '

Ianipenusufunmugliivlurenfiunesaddzvense ndwiniildnailunisduuuinniing

o '

flofoveusoiuusinguiniv umdlosnnvuinvewinge odadeussuinainavindunanuing

AnuPdeAdsTuwellnileuaswriipeinudulediisenuriunauimasaaldy dnvaseliaiuise

Aaa ¢

wpiugersueauuuiuls edadouninesludganidsddenledludminiuildvismenisuaznadn

q

g ndvnanuandh flefleveuseuanaminiviifowedeyalunisdndgssuuvesuiasund odaay

niuldegrslyinseaunsansendeyaguiniviinanliegsaende

Context

< {1

wuugUiuszgndlddmsuimunugldiiuniidudeussaglddnim

Problem

msRafuugliivmnueansiesunisazuiivesdsoUszaugldonsiliindodn

WU MInUIn1sivuadIudeUsTa Ul ldNkanIuTUNAuAUIUAY ddusieU sEa1uAINa138199n
% & =3 °o g v vo v a ) 2 o a =

ruaulsnilemniiu MlvEllasudeyausunanuiuawesivigniaeuudasanglaufssuu vise

3 o

mnuseInduseUsranudlinsiviishwianudues fldaslianunsouitoyavionsdioudsla

Solution

0
o

drwsieUszaudlfiduinandlunsinauedeyauazsassumdanindld ndundnsiusisiunisuanina

a

vosdunuldudulu 2 Useian fe diuseuszaudldugugll (Primary User Interface, PrimaryUI)
wazdudoUszaulifsnil (Secondary User Interface, SecondaryUl) lngdusiauszauglduga
plazusnguidlilasusmannsiose Tuvagiidudeussauglivioniseserdonisiomwenngly
Tunsuanara dausioUszanuisdeauul san3endn dausieuszailasy (Chrome) dausoUszanuus
azdumstiviisnaty Sruunmumilasd

1. WAULEAIRILILY (Location Bar, LocationBar) I‘f’fﬂ@u‘ﬁamﬂaﬁaﬁéL%ULﬁQ%@Q‘U@Vl%’WEJ’miﬁHﬂQ’
Twusns

2. dgygyraudndneal (Identity Signal, IdentitySignal) 14d1m5unansdoyadnanual (Identity

Information) AiendaatuLiu
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M1399 n.9 wuusunstienudiudeyseaugldlasy (do)

Name | msienudruseuszanuyldlasy ID WSCP71

Solution

3. wauuansdaLiuuumtensyasiunulldiiu (Browser Window Title, WindowTitle) 1Huanade
youuiihduddeusy doyatelduanidemvasiu (HTML TITLE element)

4. Yudaunauuazludremii (Back and forward buttons, Button) lddmsunisuinisainduiinnig
v TnesensmaBessuidndeyadeldsuanidevnaeniu (HTML TITLE element) snuzns
5. wauwans#agiIu (URL bar, URLbar) 1Huansnisifonloamansfifvesiliuinmsiiuiiidudeuse
Funuldoraihdeyatoflifuzns (Hostname) wusns

v W L4

6. deydnwalusineyua (Padlock Icon, TLSindicator) TdhansanuyveanissnyAulutuvues (SSL)

v o ¢

< . . Y a < ¥ Y v & [ ¢
7. dwydnwalvaaiu (Favicon, Favicon) Flyiuinisiivaninsaliteyanmuandlaliniduiendnwal

v

Yo unupdLantuukaukanafieg duie il ldand ld unsassdunudliivuansdeyadanailu

Y

(YY) 4

suvtfegfiuiudydnualuinyus

8. wauuaAsEAIUE (Status Bar, StatusBar) THuansdennuiisunuildiiudesnsioansiugly wu
Soglinasnduumaidonlomaeiin dunudldazuansUaensonindenlosiuiuuauuans
anue

9. waudIsaUWmA (Information Bar, InfoBar) %Sanaun1swadatiiau (Notification Bar) ‘Ui?ﬂgagj
Fuvumiontrnauanaioniudiefoasiulld foaruiuanssumsfodestunisatomi
fdmdadm Ineunfadldifousudefimansgyindilaifssrasdifotu WunisfndeoniiuaSnusa
Tunthanadomlv)

10. drusisuszanulasuvesiaunuglfiiu (Chrome) azdsusngegiausiiodsdya uansauma
ynaviunanusiuas s muagwihifldimuely weliliiAnanummuriegninluldlaedland

TunssefunsaununnIsyinaureeEIuR o UsEa I UAUAIILITUAS

Example Resolved

annsdl 6 luvaeisaaou edatindusuldfmumiglaivlunsvhssnssurirugunsailiefiowasnsengens

'
P a

weafisedila fefloveuseiuunnguiiudewinuuiavemtae eddadeuszunuanaevifdLng

o
o

wuenuadterdeduwslimilouasseiineditudulednsanuniunsuimesaaldy dnasel

anunsouesiugersueanuuiuls uasunudliivunngdyaudndnual (dentity Signal) tiauans

1% v o o SAaa ¢

ayadndnual (dentity Information) Mfiendesiuiiv efadeuntiaeludaniddgeuledludmin

Aunldvinsienisuaznadndded waenaudad gunsaiiiefievensenanantiviisewedeyaly

U q
1

nsidngsruuvesswIAsUnAnazuansdydnualiainaua (Padlock lcon) 1BUIIAATULIDINITINY

q

Amiuduruds (SSL) efadeanunsansendeyaguiinivdinailisgnsuasnsis
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M5 1.9 wuugunstieudusieUszanugdlilasu (se)

Internal Structure

WebUserAgent WebPage
_ 3 interactionm— -URI
-- -EIP el S—(; --------- -htmlFrameset
-features (I
' -scripting
-plug-ins() -stylesheets
| deri -mechanisms()
Userlnterfaces SecurityContext | Button
- — Information InfoBar
-mode [ present=— -icon
uiblements  f dnformation | cenhgy Back()
-present() -Notify(waring) ‘ -Forward()
Chrome I | l I
PrimaryUserInterface LocationBar StatusBar IdentitySignal
)\ S— | et | dinformation
"f'l"";\"'-l"b'l """"" -inputLocation(URI) SOV I -identitySignal()
alwaysAvailable( -displaysLocation(URI) -display(status) el b n
SecondaryUserInterface . .
Y WindowTitle URLbar TLSindicator | Favicon
.......................... " R ~ 1
-solicite2Available() _tite | LT b .Qs_t_n_a_rr_lg ........... s . ---.0_ L
-display (title) -display(hostname) -status(tls) -display(logo)
Variants

- defmuailagliignuszandldille duseuszanuglignenidnegadnaulaegly

Consequences

nsinlalienuwagnthivesdiudeysvaudliavdilesnwuvantdedninerainnnnissentdlag
AlaufszuuuiieoniiviinsedunisvhauresdiuseUszauduuiunanuiuas Wediusausza

suputuasIngildausasunsuanusveiniuldegnaiui

See Also

o

- WUUIUAN 63 iainlafiernud1Atyreen 1 saady g InEn SEumMAN1NUTUNANLILAS

- fgmvewdndnridseusvangliuardmegndymuswuuguiiansiisenas WSC-USECASES
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3197 .10 wuugumstesduidvenaruiuasinnisasnideulneilenii

Name msi’]aﬂﬁ'uﬁﬁyuaﬂmmﬁ’ummﬂmsaamﬁau ID WSCP72
Tnarifomiiu
Core | Integrity Section | Robustness Best Practices
Description

wuugUeSuredsduuzihdmiuituenainuiiunsvasiunugldiuiedostunisgniloniiu

neneuasndeu Inefmdvanlimsusiuiuiieniu

Example

anuUasannsdl 3 efatisylavenseoriindavass wwalamunugldiivveusetu uagriniuaay

a Yy I3 1 Y] v e s Y] Y o A o e ¢
wedulaenisidiuledsuiasvesserunduntingausa (Bookmark) Aunthasnanagludaiuledn
woldduasmelawulug nidudenanuszmalimsivisuaisveaseladalduivlnduas
WasuwlastelUindesuazdydnwaluszdnveaiv (Favicon) Hdnvuzadiedydnvalulnmus

(Padlock) tsegniesalinsendeyadiudiieduduimasauazidigsvuugsnssueauladlvadluiule

Context

wuugUiildssendldfudunudliiviivansdsoUszaudlinausanivaulaeilioniiv e

& < a | ' = a P v oo
Wemungngnunazamuaudiuseysrauglilasuvseuaninaluusnuilndifes

Problem

LaULAAsIWIS (Location Bar) dnaznusguudunudléiivgnlduanaisdativenaudunasai

'
= o W L3

v W P & a iy ¢ ° 2 . °
doyanuwaluunlka (Padlock) Lagu1eaIINLaAsEYandUIza199919U (Favicon) Fedganuuiizan

LYY 4

vosduannsamuanlaeileniivuazgnldlunisdnasntinansludnvasvesdydnvaludnauale
ey Faaziiansispaanuaulalidlddlatnlaieligldauladduenanuduasiuuaiin (Static
Passive) il l¥5uiuaranudiladizuendnaradudafiendenisiiauedinanifignlddmsuda

Fuenanuuaadsanunsagnenuaulilaeiiloniiu

Solution

a

\endnideanisasnieuniedeurivdiuneyszanudldlaeilontiu duwnudléiivezdediidnaue

d

Jeyaludnvauziundeielasldesdusznavdiunadszarudld Jallonivaiuisaniugunse

aantdsunuuivdluneuszaiulasuld nisarvauilentainiivled (Site Controlled Content,

Y 4

SiteControlledContent) 1 awtiiiu (Page Title) dydnwaluszdn (Favicon) 9193198t undIUsD

<

£

Usgauililasu (Chrome, Chrome) wilieysananaydesliuanddudnuusiaieanuduausyning
ovniunassiuenausiuag (ndicator) TnslanizegrBamnibemdnanasnidsudnuusin
FuonlusumisilngLass Fawnudlfivliasegldsunmeun 16x16 ‘Ludau@iaﬂszam;ﬂﬁﬁa%uaﬂ
anuzduarusiung mnvuduiueraneliiaanisaeniden ¢ dofmuatazgmirluyszgndldluis

dqunoUszaruluudguga (Primary User Interface, PrimaryUl) wagvsg il (Secondary User

Interface, SecondaryUl) ¥ suansuadusayszaugly
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9197 .10 wuugumstestuiiiivenanuiiuasainnisaenideulaeiioniiu (o)

nstlasiudiiuenanuiunsnnisasndeulaeiiioniiu

Name ID | WSCP72
Internal Structure
_ WebUserAgent
WebPage —interactior=— _ o @ —
] UserInterfaces
_URI —featm.'es()
-htmIFrameset -plug-ins() -mode
-scripting -action
. - -uiEl
iy ezl SiteControlled Content uitlements
-identity _ o 1.‘/.6.1}11 LS
-mimicindicator -pageTitle -interaction(action)
-mechanisms() _favicon -present(info)
-indicatorSize 'YISI_b!e()
-faviconSize -invisible()
display(mimicdndicator)=s==m==m=m======-= e e e ——————
-display(favicon)
-constrainlmageSize(indicatorSize,
faviconSize)
- PrimaryUI
Chrome
Secondary Ul
-security ContextInformation -alwaysAvailable()
sochormelndicator | ______________ | T |eeeeeseeeeceemmeaee-

-signal(security ContextInformation) ‘p -solicite2Available()

Example Resolved

o
o

31nnsdl 3 edatiszdavewseerfindazas wwalladunudliivveasetu uazvinuanunedulay

Y & ¢ I A o D] s Y] Y A v & sl 1
nsdvledsuiatsvesserufiduntindaunsa Bookmark) Auntidenandluduivleniisels

Y v 1 4 @ L2 ! L4 ! Y a, vV I3 1
Auwagmglawulul widvdinansenialansivitsuiaisvesselailaldauivinduasy

'
aa v

Favicon) NUanNw

o
b

Wasuwlastoludnides funudldassziunisuansdydnvaluszdiveaiu (
Adedyanualklingyua (Padlock) kazudaseuisenaugnieseliinsendeyadiuduiedududiase

waziindsruugsnsueauladlnluiiule

Consequences

winideanisgniaenulamiseaenideustuenanuiuaminiteniviieilvfldduauuasvaaie

ey iufivasuulas

See Also

o

- shedrelymvesuuusuilaneda Case 3 91n@NA1T WSC-USECASES




140

M15°991 .11 wuugumsdnnisiuanuaulaveyly

Name | M3dnn1siuAuaulavesls ID | WSCPT73
Core | Accountability Section | Robustness Best Practices
Description

wuugUiledurenginssuvesdldsenisdnduladiesruuuanindesdonnuidlidndudedldnoudis
IUIULINIWAANTALLALNITANATUITEANNAINATY edauuzidnIsn1sdansiuanuaulavely

Win lntmNaL Ao Ui ueg1luseansna

Example

a A Y Vo -:4' & A= a a ' 2 A o v i
nsed 13 L?juL@EJ']ﬂUE?L%VHU@UG] LURR ﬂ?quﬂﬂsﬁquuﬂ']jﬂ@U@E]EJ'NT]@]Li?LN@m?LqumsﬁLLaﬂﬁﬂﬁaﬁ

Jornuudaudiou InwgRnssuding s iiadldazaenisuisfeuauriliiserdgniniviidedsde

o o

e 9lalviugemn

Context

wuusUilszendlddedunugliiuvielioniiudendedviflédndulanunaeddnoudng Wudwou

Y

un

Problem

nslauddeufduiusiaunuanstifuiadvledffionusshlunsnseinmsilifissasd
(1Wu M3Raksrensiuiifionaueuudsnissenivanglilasnisnatu "OK" vumidsudaiew) uie
wanamustlesinnnsisgaauaulanngldluanmsldnundn Huledivhnsdanteeiulm)
Sununfurinnafesnmendemiuuareordonianssinilifesrasdildnssindodlineem
faglamthsnsfiindulmimariunionisdoniindeddnouiiuansdsnisiadulafissuuuugh

mﬂmsé’ameﬁ%'miL%aﬂﬁé’mﬂ’uﬂusw’miwznméy’uq Alddulngnsuisnisldnududenlae

USenevsefdan 1wy Wenadunnas (Enter) 919 luaunimtsinsldneunifinuingldanujduiusa

Aldfpansazdugaas nginssuiana e lazyiliasiaensinnsandeiianainiiiniu

Solution

el umnuddyvestonnuieuds duseuszauglignlflunsudiiilimsuiannnisal
Ingishurnuiunmielfifiefeswemaintrdeya sududesedumaiadosiunsenianlsviuiives
dusaUszaudly (Dismissal Prevention)

defléindgyfunsudadewiefuanusiuas dunugliiivazdesdidusoulindsmeuldves
sunugldiiugneuasildlaeidoniiv (Granted-Control) uagfumugldiiulinsasuanindodisiney

AUTLAT (Modal Security Dialog) tgndasfuniiuiigldliliaulaluraeiu
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M15°991 .11 wuugumsdnnisiuanuaulavesly (de)

Name | M3dnn1siuAuaulavesls ID | WSCPT73
Internal Structure
WebUserAgent
rantControl(disable)— __Plugrins __ @— Userlnterfaces
i -features()
] -plug-ins() -mode
WebPage -grantControl() -action
-uiElements
-URI . -positiveTrust
tempDisableOpt(=——me e e memc e e e === ===
-htmIFrameset = -interaction(action)
-scripting . -present(info)
“stylesheets ModifiedDangerMessage visible()
-1d.ent.1ty . -positivelyldentified Danger -invisible()
-mimicIndicator R W -tempDisableOpt ()
ELLEL PP PP -interruptCurrentTask() .
-mechanisms() -explicitlyInteract() ssecurityDialog()

e

securityDialog(relatedToWe b)—l

Example Resolved

1nnsal 13 WwuRetugldvinuau Weatenueedulunisnalaegnsmsudeduwnullduanindes
Toanuududou Munuglidesiunisenidnlaviuiivesdiudeysyanugldnnnginssudandty el

nflaisandeanunsudafeulilisadrguiniviidedduogeliiugim

Known Uses

o a

- wiadlavesdiusieuszaugld ndesiunsendnlaviuil iy Yadunslddu "OK" Frnsiuudusie
Usganudldagyihlvinnsiufduiusnfegaanuaulavesdléfsnarmionldm
- nasaldnouAuluAg (Security Dialog) UsingUeanunsausy (Prompt) dwmsunilsdesusedves

Al ToRananvesanIUiLar ToRANA1AYBINTINYIAINTILAITUYLES

Consequences

0
v v LY

msdnnsiuenuaulavesidazeigldlasunsudeanuddgiunnuduadugudndu

o

See Also

v oA

- Anwuiadnngriunsuisfieudimtnfesiuanuiiuadlaanuuusy 64 Toanuuiaiou

- egnlymvealuuguilensiis Case 13 1ntenans WSC-USECASES
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15197 n.12 wuugUdusieUsyanulusunsuuszendvasiaumugldiv

Name | dusaUsvanulusunsuussgndvasiunugldiiu ID | WSCP74

Asenldlalaeiioniiy

Core | Accountability Section | Robustness Best Practices

Description

wuusUinuninmuuzdifgiudedinlunsusuuisiumdldlaeleniiulidulusgramungan
wazwwfuRdmsulesiunslaufanivlediussasdsieainnisdenlddiudeuszaulusunsy

Uszendvosiaunugly

Example

n3dl 16 unssdsinazsuunany luvaginmddunuuiusnlueud wnanlugdsduasiiuas
MnaeuineiluSuadosssnuniioiuniun ndsnnduindneufiunes wmuimihaeldusing
stauuuraTuLandlavanlUsunsunisiansdauuulmiduauslngsuinisd ivndugnd wieu
auebinilvanlusunsuvaaadlUldlens lavandinanuandumihevedlgnnsuinisinenss

nsdll 20 edatszdavessenfindazase LﬁaLﬂmﬁaLqu;ﬂ%LﬁumaQLﬁa%u wagyiauALAeTUlAENTS
diiuladsunansvesserhuiidumiingainsa (Bookmark) nszuaunisamivanldidutunas i

wuunaTuLIeddlanfswendwslugmeuimesvensaaldlunisisensiusuiansluowan

Context

fuwnudldnsessuniasenlddiuneyszaulusunsudszandainieniiu wu nsusuaunin
(Bookmark) lviviuasley saunudlinsesiunisinnisuagntinauuisusenisvesdiusioussanugly wu
nalantanslul nsusuauiantiag duq luauisnisaniillnangeniulsiieAnfin1euenaes

a Y] v @ [
Usunsunug i aulunenda

Problem

[

A LANININUNUsENITsEILReUsEaulUsuN U sTgndvestaunug i uenaneliAntamedl

HayndunisunTavasuuasdaya funufliiiuseslidemiivlinmahanudouduseussan
shunsiuasvesiumugliarsnnemnuazanlinislasduuuguamlusunin (Picture-in-Picture
attack) fdsdhusteusraulasudaougniawioulnedeviiulfiunnunuiidusouszauilddou
15 (neunfazdlmiiuisaniuzanutunsiiny) TnemsunTanienquiaiessdusenouddyvosduse
Uszanusunugliiusananifienasnarsdlilvinsgyhnsiisunsesesyuy

Jgymrannisanadlunaagenduas LivledeiaienlinisandlnangenduislaeusiAainnis
gausuNLlY vsenaenadlvglduensunisaiilvan

JaymannnsuSuusisduniin manisensunisusudumihuensnsiasuenaneliiinaan
Fuauunfld efimsvassuvasdoyaveaiulilndidssiuiiuiiasefigldala

Ugyvaandsnawuunadu nsasramtmaeduinunndulvlumaneidatuansariliings

Reulvifldaziaendewauldluagnsmngs Beragnihluldlunslanfdeujduiusisedieedns
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15197 n.12 wuugUdusieusyanulusunsudssandvasiunugldiiu (o)

<

Name | dusiaUssaulisunsuuszyndvasiunudliiviidentdldlaedionniu | ID | WsCPT4

Problem

WnuEANNENWaItuANNg e uRana sy g lEIUsrasAegldauludaiuledvantulnnis

yauludiumesnistasiufuiuduuiu

Solution

& <

nihinsvhnuvesiunuldiuiisesiunsisenldinulaeidentiv enadndeduilideonivlayd

'
o w =

viomelenia tieUnveslnidsnanfunugliiuasiideddnftetostunsldauilifiasyasd
FodrinduanuamnsautsUsznsvesdiuseystanlusunsuUsrgndvesiunugld Iuiite oty
mslaud uvadu 4 nguauanuaunga fe funsunndiuseussauninusiuas n1sn1itlan
gonduas nislifunh wae wihdsuuugaty SeasBendsil

1. mﬁﬂnﬂw‘%aﬂquLﬂ%adauﬁiaﬂszawummﬁum (Obscuring or Disabling Security User

Interfaces, ObscuringSecurityUl) faunufléiivazdedosiudiunouszauglinuanansaume

=

yasusunAuiupsanmsviliinanuegueie gnuntavseldnisldldanniseueuleeideni
19 (= ' o o ¥ A vaw &
Guwsillunmsnevauessisfdwesld IneujuRaadl
Y v & v o o @ o o v v ' i v v
- sunugldivagdediianisuiurnavisenisindeudentisinuaz dausieusearulindesusing
RE[GHE
Y
- dwnudliivagsealdeugnliideniivdanthedduniniinisdeudiuseusrauinuanusiuag
VoI INUHLY

v v v o & I v o A 1 i
- G]’JLLWH@%L?UQ%W@Qﬂ@QﬂULu@WWL’JUQ']ﬂﬂ'ﬁ"Uf’]‘HV]‘ULLWUWﬂ?um@UizﬂqumﬂﬂSN

2. ASANAIYBNAKIS (Software Installation, Softwarelnstallation) ﬁ'umué’i‘ﬁ'r‘m%é{aﬂﬂ

UawmgdiuraUszanuvesyadddlaiougalifanmwendwisineusaannseeusulaeglduazassias

L a7

v
a o

Sosvomseugnangliilesunuliiunereuiinsfndwendwisaeuennisauauvedaunugld
2 o & < N o aw o ¢ Y o o v I

Auildurauiannisaluaulagileniiv lnen1siujduiusnisudadeuildazdeadulumy
Jornunankuugy 64 nsuidadieu egslstauduwnudliliassessumsienldnufinnwensdus

nilleniiulaglinmuniseausuangly

3. drusauszanulusunsuuszenduaansauniiniu (Bookmarking APls, BookmarkingAPls) n13
AUNT (Bookmark) H1uvndduneyszaulusunsuyszand 1wy 83.8utean3us (ECMAScript API)
suwnuldiivagdeddeenliiloniiuifinduninlaeusiaainniseyginegredaauainglyd waz

sunudldivedeldoygnliidoniiudiia UR lUGidafuduntninUR danaialanssiu UR

Yot AuTigldidjauiused
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15197 n.12 wuugUdusieusyanulusunsudszandvasiunugldiiu (o)

Name | dausiaUssanulisunsuuszgndvasiunudliiviidentdldlaediontiu | ID | WsCP74

Solution

4. daudauszarulusunsayszendvaaninfA19auuunAfu (Pop-up Window APIs, PopUp-

WindowAPIs) dwsudiuseussanuglinuanauaniuminging dunugldnumsazdianisiliandisie

AT (Pop-up Window) 9nvileniiu lasanzndhansildlagniladuainnisnsevivesdld vid

q

a

swmug L auAdmualifiaruidunadindasaueisvsedideniivaiuvenslunisdenvedns
° v & ca A A v & PRy a A P o a v A ° v vl ¢
dwiuiuleindetielalunely Wevdniderudumaiduinanmaduniaeyivgldnlseasd

aldrulududvledmaniudanisvinanuludiuresnistesiuanduauvun

Internal Structure

WebPage tior I BookmarkingAPIs

-URI -bookmarkingURI

-htmIFrameset WebUserAgent -currentURI

-scripting o —o -userConsent

-glylesﬁeets ---;z-ug-‘-lli ------------ -requestConsent():userConsent

—1d$*nt_1ty . —eatuljes() -permitBookmark(userConsent)

__-mimicIndicator _ -plug-ins() -addBookmarkCollection (matchingURIs
-mechanisms() (bookmarkingURI, currentURI))
-matchingURIs(bookmarkingURI,
newWindows( currentURI)
disable ObsucuringUl(Securityldicator))
. interaction(inform(),request())
PopUpWindowAPIs Softwarelnstallation —_
ObscuringSecurityUI — ——————————————— | W5CP64
-userAction -userlntervention ErrorSignaling
i : -installationMessage

-sizing -webAction ns 8
-moving -trustedSites ..userConmsent ... .
-preventObsucuringUI(Securityldicator) -restrictNewPUwindow (webAction, —Pcrmltlnstall‘atlon(us.cr[ntcrvcntlon) WarningMessage
-preventOverlaying(Chrome) extendPermission(trustedSites)) -imformUser(installationMessage)
_restrictWindow(sizing,moving) -newPUwindow(userAction) -requestConsent():userConsent | |
-preventObscuringNewWindows() -extendPermission(trustedSites) —mstall()umw— -interaction()

Example Resolved

nnsdl 16 wilssdinazeuunau luvagiunddununuiusnlugmd wirdnluddeduay
Wuaraneeufiimesluduaiessanuhilednuniu viinnduindsnesiames wimuimthaslsd
Usinguiissuugatuuandevanlusunsunmsiamsidauutimifaauelaesuasiidudugnéd
wiouauslinmuilvanlusunsunaaedluldlang dumidléiuasiamulavandaingrinnandaunshe
edliansuiasinensdaniuanyainslaveswineudiunisme

N3l 20 edatrszlavensenfindarais LﬁaLﬂmﬁumuéﬂ%ﬁwauﬁaﬁu wazvimuAILAsTULaY
msiiuledsumsveaseriuiidunthdainsa (Bookmark) nszuaumsanilnansensdndulan
nedaneuntisuuatuudsedalifadwondiislusronfmosvensaifielflunsyiimensiu

SUNASIUDUIAN

Consequences

Y @

wuugUiiazdesiunislandludiuseusvaulasuvesiunudldiviingunseainnmsiadeudentisne

WAulvanveunveaniineuansmaliiuladnufdunusngldsuinuilugdiudeuszaiulasuves

U

unudld Sldaeufiendludaivissend
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15197 n.12 wuugudiusieUsyaulusunsuuszenduasknuglaiv (se)

R

Name | dusoUsvanulisunsuuszgndvasiunudldiviidentdldlaediontiu | ID | WsCPT4

See Also

- dwuseusvaudliusngedianelvideiuiudeimunainiuugy 71

- nmsudadeunihluldezdeadulumudermunainuuugy 64

- egnlymvealuuguilansdis Case 16 uag 20 31nLeNans WSC-USECASES

a ) a ] Y] & & |
M1 N.13 LL‘U‘UEUﬂ’ﬁ{]@QﬂUﬂqﬁi"ﬂﬂJmigﬁjqﬂﬂqﬁiﬂiﬂ'qﬂ?qmﬂu@\imumuaq

Name | nistfeatunislaufisewinansshwinnusiung ID WSCP81
Fuuds
Core | Authentication Section Security Considerations
Description

JoRananiinTusEninttensensinwiAuuasiuvuds (TLS Error) 31nleuludeiianainile
seylunuugy 54 onaneliiindednd wuusuiiarsauwimsdunisdesiunislaudlaenisaiuiv

TuSusadluseninensdaumen1ssnYIANUIUAITUVUES

Example

nsal 11 Waaneeudeuseludaivled <https://www.example.com/> LANSAILIANTUAITY
yugdludunudldveusansranuirdelawuiisyulilulususesiinailinseiuivtevewivled

www.example.com

Context

o

wuugUiluszendldiuigldivluszninanisinsanludusedildlunstududiadadousonssnm

U

AYHUAUAITUUUE

Problem

UL 54 JerananseninanisiensensinwiAuduAstuauds (TLS errors) Mtludlenta

'
=

\Eeaipaue) wunislandluaaiunisal asil
nsasdyyasfiouivag1sgauwngly (Weak Warning Signals) vaisUfjduiusiuivlednsausnud
Aulgddenaasdinismuaeunselddiuvenglunismuasuluiusesudinay flaufaiuisouans

1 4

Tususesfiasuulaeaues dunugldiuinllasufifrewmnnsalvuiiiendeddneuiitavinensyud
Nuraslduirldinnadudaninu

n1sdnuynvasluiusesluiludevansnig (Pinning) a1ailunislanfidessulaunisnaen

(Spoofing) Wiearaunuiitelususesasuulaeaules (SSC) Nlvdnin
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M15791 n.13 wuugumstdesiunislaufsenitenisinwanusiuastuvuds (sie)

Name | n15taaiunsladfiseninanissnwianusiuaAsiuvuas | ID | WSCP81

Solution

v

mssuilenufeaneuanmsdidyaraifoudvegvesulililnensimuayaaiveaiules dall

U

sala '

Viulediisiyannga (High-Value Site) tiladnnsoaiuledfiflyadigedaazdesuandluiusosdiinunis
ATIvdUAIANIAaNNa v s luTUTeaTlaFuUsE fulady elmAnmsdsdyyaudafouiiudaunss
(Strong warning signal) Taen1saeansvesludusasuasnissnwenusiunsiuruddaonalna asuen
panNlUslamea (HTTP) Wi nduiinnstududinusiny DNS

uludfisiyarinn (Low-Value-Site) 19lususesiiasunslassuies (SSC) fesnsiaaounsunudisag
Tususesiilminiudlefinisinuyaveduiusedmiluduamomadioiiatiostumsaniluiuses ms

TauAlagn1snasn Wiserawnuisniglususesiasulasaueslndnin ieliAnnsasdygiauas

a A & |
LEIDUNLLUNLLAIY
Internal Structure
WSCP 54 Error Condition
-] WSCP 64 Error Handling |
— PassiveAttacks ]
EndEntity — weakWarning WarningMessage
EEE— Certificate 5S¢ Signal(85C)

-WebPageName Communication] |-.ZciteshCertificate |}
" _’_(; Sr_t_if_‘lfét_e __________ -overrideSecurityWarning()

-present(Certificate) checknewlyPinned -weakWarningSignal()

(refr eshCIertiﬁcate)

HTTP transaction
TLSnegotiation
UserAgent _status v
: -checknewlyPinned(Certificate) StrongWarningMessage
~certificate -match(URI,ValidatedCertificate) E—
Sl -checkHighValueSite(Certificate)
-destination - — | mmrommmmmemmmmmmsommonoo

-strongWarningSignal()

-highValueSite

-pin(certificate,desination)
-highValueSite (certificate):highValueSite trong WarningSignal(highValueSite

overrideSecurityWarning (=

Example Resolved

nnsel 11 Weaneneuidouseludaiules <httpsy/www.example.com/> msitmunaasiuasiy
yudslushunugliveasensramuindelamuiszylfluluiusesiinanlinssfufuiovesiuled
www.example.com Lﬁawu%ﬁmwamé’faﬂa'nmiﬁmumﬁaﬁmaﬂﬁmmﬁmL%aﬁamnL%‘Uiéncﬁ%
dsasienmiduudsveanisudaion dwivluiusesiiasumdonueanistnnyadesgnsiuiile

Uaanunsviudeauvseainlususes

Consequences

A1SNANTUINITIAUTNDIAAATUTEWINNSTDUADNTS NI AMULTUAITUIUAIIEYIwU BN USTUUN

nslawdls wazlagedlwilunsdudsuluusemdinismuaeusulunsifeyaiavedlnuinis
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M15791 n.13 wuugumstesiunislaufseninamsinwianudiuasduruds (sie)

Name | n15Uasiun1stagfseninanissnwianuduastusuds | ID | WSCP81

See Also

- d@nwnstdnuyeluuses (Pinning) lavinuuusy 51
- AnwdelianainseninansWeniensnwAtuAsuYLds (TLS errors) lnannuuusy 54
- @nwinsdanisteranaia (Error Handling) laanuuugy 64

- egnlymvealuuguilensiis Case 11 1ntenans WSC-USECASES

M157991 .14 uuuguanuaumadlumInsvaeuaniugluiuses

Name | Amyuaumastunisasivaevaniuelususes ID WSCP82

Core | Authentication Section Security Considerations

Description

wuvUiinamiwedminazuuimslunsdesiuiunudldiuidumaslunisasinaevaaugluiuses
Aliusnmsivaniaseie Weswinludusesianangniinesu fieguennienndeiianainsywinenis

Wousian1ssnwanuduasturudnsyylukuusy 54

Example

o
[

o = ¢ & 2 < 2 < | R o o &
anuUasnsal 8 LnABeusIuled example.com Uuu1enss luwsazassiouse dmunugldiiuves
wevglasuluiusewasgliuinislumsinwanusiuasturudinesinsgeantuiuseadeaiu Tunis

Weusensall Tufusesnlisugnifinaeulauasdnsfeanlususesdy

Context

dedunuliiuifiaanudumailunisasisgevaniuzveduiusesssninnsliounenssnwiay

tupiuyuds Ingldisseiudeiianainveanisiinaeulususedlaedunugldiu

Problem

lun1snvaeuanturvesluiusesesulail (Online Certificate Status Protocol: OCSP) §ats18uns
wazenafinanudumaitesnss SelsimnzauegdefiasfoseliunugléiugdRrennuduman
Fananludnuuznsudafouniedofianata wininvinidesnisujdideanudumvmfazieliin
Tondlunislauf Viuledillilususesiiveenaaviegnifinaeusianetelauflassasisfiugiuniadin

nouluiuses (Revocation Infrastructure, Revocationlnfrastructure) vaagilenuiaeuslilususes

Solution

faunugldiiviiunimsnisneulddagndau (Vulnerability) lngn1suanisngagidenninudumad
(Exposing Failures) ¥8en15nsIadeuANgnResadlususes (Certificate Validation) Tungldlagns

dadaruelsisnnumuizanvesnisieswslidunugliiuujifdennudumaifnariludnuee
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M15°991 .14 wuuguanuauadlunsesivaevaniuzlususes (ve)

Name | AUANYA7MINISASIFEUAN UL IUSUTDY ID

WSCP82

Solution

N15uI9LFoU (Warning Message) N15tfiausie (Danger Message) tlUaufisn1sujiasiiavlnandoya

(Refusal) Mnviuleanauwmailunisnsivasy

Internal Structure

CertificateValidation .
dEnti RevocationInfrastructure
EndEntity -certificateStatus <
= U iy Sl S - kedList
-CheckStatus(certificate) O e L AN—
-\CNeEff"agi Name -CheckRevoked(certificate)
-Certificate _—
-present(Certificate)
OnlineCertificate
StatusProtocol WSCP 64 Error Handling I
— checkStatus()
Attacker :faied ------------------- o
| ErrorSignaling
-revokedCertificate .
= --f;; 1-1(-1:1 Te-r-lt-(-) """" ‘WSCP 54 Error Condition -info
-signalError(info)
present A .
y : N gng warningMessage
(levokedClertlﬁcate) (revgzzfilgetiﬁzzate) ErrorCondition (revocationErrors) P I
WebUserAgent -errorCondition
! -revocationError DangerMessage WarningMessage
................... refusalToLoad() | |..zmemberName - —
— —errorHandling() | | | ool e
-refusalToLoad()
l

Example Resolved

o = % & a o ¢ & 5 ] & a v v
anLdasannsad 8 LUG]G]LEJEIQJ%@JL']U"L‘UW example.com WUU19ASY TuLLmazmﬂmﬁuama HILLNU uL‘UL'J‘U

vauseaglasuluiusewesiliuinislumsinumeanuduastusudininesdnsyoenlususes luns
Feusoasell Tususesnilasugniinaeulavesinsgeentususes dunudléiivassesdslonumena

TunsiinaeuluseAuiiausavasnsiinaaulususesranan

Consequences

nsiasanderana1afiinannsnsavaeulususesduiianvsannisiauitisludesiuyndouves

szuvnnglandildlususesignifinaeulunisidesse

See Also

- AnwdeRananszrinansifensensinuanuiuasuruddldanuuusy 54

- fegnelymvenuuguildnsiia Case 8 a1ntenans WSC-USECASES
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M157991 .15 uwuugudeiisseislumsiasanluusesniieis

Name | fafisseislunisiansantususesnuideie ID WSCP83

Core | Availability Section | Security Considerations

Description

A o

Sulwsiiuandlufusesiiundediedngnoynnlidemveaiufanarudrdminensvosdld auens
nelmAnAuazmanlumsiestu mniateddwifenadeliAaaudsmennszuuls wuusuiie
ofunpdofisszlunsiansandeyannluiusediasianize rsdslususesiligniiansandndinnm
Undede sgslsfnmumsuansaniuzvesivandeyaluusessingnn Budulfifiessndnuaiuazdie

Asasvaniv lumsthundaduaniugsuausiua

Example

wiuannsdl 12 WeRBeusuntniuil <https://www.example.com/> niikiu HTML Ailasudsing
Wennfildsuann <http//www.example.com/> 53ugMe Na1RBtlonAlATuTuTUNAIUTUALH
| ) o v ° o av v v v

safu dunuldivinaueaniugaiuiiuainlaain <https://www.example.com/> waaasuladn

Husiananunaeie Tuvasiidomuisdsaaiuliiiusnesanusiuastuyud

Context

vsunmsiuuuililluvssgndlddledunudldivldtoyalususesnnivlunsiinnsanuiunainy

JUALNDLARIFNIULVBINTHVDUADNITS NWIAINNLUAITUYUES (SSL/TLS)

Problem

Tususesiiunsasdeuatanvnaunawarluiusesnlasuyse fuasy JoyadenaBuduldiies
Plgdinsnugeudndnvalvesifionsesunssauringu uslildnandnissuusziuinivleddnan

TansgynnistuanwazNUasniy usaUsIAaINNSaudns el

Solution

Tususesiisnuanuifunsiuauds (TLScertificate) vl (9 Tufusesiiasunilaonuies lufusesii
NTUN1IATIRAEUANNALIIRANNS Y30 TudusesiildfuussAueau) wilinsdistanisdoarsedn
udaunss widosligniilavideufuatuluiusesinatoudeyagnviovusnenisussiuanusiuns uwn
UftRTnsananteyarnuiunassndnvalazgnasusunsg lnesunugldiiuduansaniuzves
naideudenssnwianuifunsiusuds (SSL/TLS) 41 "Uaende" deimuniiuurirlifannss Suas

IANISAUANULANAIIAINEAN (SecurityAssuranceException) TAgN153UNSN WAL AINULANAT

senndlemngnidnsiannuduaauwaziiloninily WeonuauuanA1adIng1INIskiTeAuAIL

Uaenseliungldliasagusindniviinarivaonse
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M5 .15 wuugudensseislunisiiansanluiusesiunietie (se)

Name | Toiiasyidlunisiansanlususeanuiaeio ID WSCP83

Internal Structure

WebPage Certificates
WebUserAgent R
-digitalSign
-plug-ins interaction  -NtmIFrameset gy -PublicKey
-------------------- -scripting D
—featuljes() -stylesheets Prlvat.eKLey !
-plug-ins() -identity B cC CUTICY, e VC
cautilous() -mechanisms() ?
securityAssuranceExecption | ]
_distinction AugmentedAssuranceCertificate ValidatedCertificated
-cautious() izati -domainName
-cognizingDistinction(TLScertificate) —oganl;atlon 2dditionalAttributes
-country .
-specaillyM arkedStatus __-securityLevel=high
IdentitySignal _AAClogotype ... -Extended Verification()
-weblIdentitylnfo cognizingDistinction(TLScertificate) —
P2 Eo SelfSignedCertificate
-suffixDNS TLScertificate
—EmorCondition | ____________ - — -security Level=low
-identitySignal(Info) -humanReadable | | =7TTTTTTTETTTETTmTmeE
-match(DNSname) -DNSname
-displaying TLSsecured (suffixDNS, -commonName
IssuerOganization,AAClogotype) __-subjectAltName derive from »=
-indicators(ErrorCondition)
I—match(DNSn ame):_

Example Resolved

LEsuAINNTA 12 mewwwwmnw <https://www.example.com/> Wi u HTML ‘vﬂmuﬂimg
demiildsuann <http://www.example.com/> iauaama nanfedemillasuiivsunanutunsd
2RI mLmuﬁﬂﬁmwmLauaamuzmmmumﬂmm <http://www.example.com/> WNUTvzuan

NUnaTIANNLeiog

Consequences

wuugUiastligldeenwuumaiinausuiunanuiuawesiuiiliteyaanluusedldegiesnny

See Also

- Anwdayalususes (Certificates) loanuuusy 52

- Anwinsdsdyaraudndnual (dentity Signal) laanuuusy 61

- segrlymveanuuguildnais Case 12 31ntenans WSC-USECASES
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M1399 n.16 wuugumsldteniwsssunfsivegluvelamy

Name | Msld@anwisssumdniueglutolawy ID WSCP84

Core | Availability Section | Security Considerations

Description

wuugUileduedensseldlunisuanstolauurenivliuidld Wesniuledenafigauszasdlunis
ausegldvalauunlnanesiuvendliquing yilvdlddnlarauazieinmasindesgiugliuinisy

AldAune wuuguidniawenisdendeyaiieliflilimsuiedndnualvesitienseaiu

Example

nsal 9 WnAnanludsdedndenlesgviiniu <https:/www.example.com/> i iunlasu
Usgnausmeillemilasuain <https//www.example.net/> funudliiivveadnilimuanuduius

a9 seninaiuled www.example.com Lag www.example.net

Context

wuusUiiaggninluyssandldiumunudldiviivanstoyadnanuaived i

Problem

P

dieglddesnsteyaiaenndesiuaruasmieteyaiiliduay Tunsainluiusesmlasudssiuasy

Y Y Y 9

v v o

Jayadndnwaliilenagniiansuniniiganensingusy asdll wilususesiiniunisnsisaeuainy

auwnaunaliamnsadudulaideyadndnvalilituaenndesiuteyanglalasululanainus

Solution

% = a a

m3fifldazszdndeiaswesdionseniuiifldduasld Sududesdifeyaiisonndesiulanainuaie

Al45U3 (Human Readable) lnglususesiilasuuseiuasu (Augmented Assurance Certificate) Hul

Joyaiifieane wilususesfiniunnsiaaeuauauvsauna (Validated Certificate) Bue 919%d

v [ '

@ v 2 o ¢ oy o ep v 1% = 1 o vo v
Jayasinany Mwnugldiviivssasdaglviinalnigldaunsaadeniswenlesdeyaigldsuianian

'
a

ANUISeiutayasnanualsienuies N5 I8n15@weivuveU (Petnames, PetNames) (Liiuifisl

'
a

# [PETNAMES)) iiefenuanuduiususeliddinanuvesiuledlag

Internal Structure

WebUserAgent =—interaction=—— Webpage PetNames
_ 7- T -petnames
“'lf)'ly'g'l'lls' """"" > _URI ——— _humanReadable
-features() htmlFrameset
. - -realWorldInfo
-plug-ins() -scripting locati
-petnames(VC) -stylesheets Lot
— -identity
-mechanisms() displayingTLSsecured(petnames)
UserlInterfaces
IdentitySignal
-mode
-action -webIdentitylnfo
__—_LlilE_lgr_n_e_n_t_s _________ & -position
-interaction(action) __suffixDNS
-present(Info) -displayingTLSsecured (suffixDNS,
-visible() IssuerOganization,AAClogotype)
-invisible() -indicators(ErrorCondition)
-suffixDNS(domainName)
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M15°99 .16 wuuguMsldenwsssunisiuegluielawu (se)

Name | Msld@anwisssumdniueglutolawy ID WSCP84

Example Resolved

£ T
U a ¢a

annsdl 9 1nfndnludidedigenlesgniniu <https//www.example.com/> w1 audilasu

Usznaumeiilonfilisuain <https//www.example.net/> Aaunugldiivvesdnflideyaves

A

example.com Muenwileannisuanslususesiiinunisnsinaevanuammnaunauidudu Example

a Vv

Inc. nUsemeuesng Fafldmanisnazindece

Consequences

Joyadnanslulsglevilunshemdediliddaivledngldssanideaedideenisse famn

I3 o ! [ a
nunanadunisasnaeu

See Also

- Wuugu 61 dlemilldlunsdedyausndnual
- nasn1euen PetNames (http://www.hpl.hp.com/techreports/2005/HPL-2005-148.html) Tag
Wuiuay (HP Lab)

v

- fegatymveawuuuilensis Case 9 91ntona1s WSC-USECASES

.«.:4' ) v v Y oA
AN .17 LLUUEUﬂ’ﬁ{]@QﬂUQﬁqﬂJaqmﬂﬂﬁﬁ%@@ﬂqﬁLLF\NLWEJU

Name | nstesiuanuavesldrenisudasiou ID | WSCP85

Core | Accountability Section | Security Considerations

Description

wuusUildaasuuseaninmesanisuiaisuiiiniuainanudeinisiseylunuusy 64 ngadesiu

1% v A A a Y < P o v g
VBAINULILFADU LllE]llLW@!@Uﬂ?iLUu‘lUWWNNE]UISUGUE]\?W?LLWUETL%L'JU

Example

nsdl 13 Weddanunedulunisnalaegissndudedsunuglduanindesdonnuudafiowusieniu

Alfvinudug Mnnginssudainandeildaziaenisudadiow awhlisedhdndiviisesasdeesidl

o Yo

NUIANI

Y

Context

Y a

funugliniinsdsdyaradetinnainlaenislitennuudaiownsedenubiousy

Problem

= v A o '

JodAgyNfissr Tulenmudiudeyssauglinasiligléineduiunisudusieuiivesiiuly auasiae

nMsudufoud1Aty Y EAANANIENUTDINITUEAITBAIILLALAUEILNTOTILTATINATLUANITVINIY

£

vosldlaognadiusyansuanias
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M5 .17 wuugumstesiuanudvesdldsenisuiaiou (de)

Name | nstesiuanuavesldsenisudasiou ID WSCP85

Problem

v A

Jadfgyese Tadenmundiusieusyaudlinagyiligldinedudunsudusieunivesiiuliauaszias

o
o

nMsudufoud 1Aty Y HAANANIZNUTOINITUAAITBAILLALAUEILNTOTINETATINATLUAN TV

17

vosylglaognaliusyansuanias

Solution

elinsudafieuniivszdnsan nsisganinuaulavsedaunedldauiuluvilidldlivumiudfey

o

Yo w

wavazaen1siniou Ay Muwnudliivezgnuuniibisiinduiuresnisudufieusaznisuans
derananalviegluusinundesigaielvinngauiuiuusihiuanuduadunaduugdlisunu

Aliiuldussleandetonsnseihsenisudasiouturesiuden

Internal Structure

WSCP 64 Warning Message |

WebUserAgent  [—error(conditions)— ErrorSignaling

-conditions -info

"-'fZ:EEGr'e's'(S --------- -errorCondition
-plug-ins() -actionTakenOptions
-error(conditions) _minimumNumberMessage
—I— -signalError(info)
interaction -interruptUserflow ()

-Options(actionTakenOptions)

] -constrain(minimumNumberMessage)

WebPage A

-URI |

-htmIFrameset ]

-scripting WarningMessage DangerMessage

-stylesheets ‘
e | L S S positivelyldentified Danger_

-mechanisms() -errorMessage (message) -explicitlyInteract()

Example Resolved

N5 13 Waduiudaanuniswisiauanal iWaRauisaRasandennunisedaiouisndulazi

puddgyvintu Saliasiaensudadewilisendnidesdiguiniuidesdduogneliviugin

Y

Known Uses

Uselgaidadonisnsyyinsanisuasiautuvassiden (W "aztaunswiaieu’ "Aladduladil)

11NN INeseialy (WY "anas” "enian”)

Consequences

IuauMskansdenunsuIniouivangan sviivigldlidemieviseaziaonisudasounddny

See Also

- Anwinsudadeulsann wuusy 64 dernuudadow/ demnuiiousy

- segnlymvealuuguilansdis Case 13 ntenans WSC-USECASES
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M157991 .18 wuugumssullallafinnisilfsuudasiomseninaniswensemelususesi

TasuUseiuLasy

Name | n1s5ullawdionnnisilasuidaadlannseninens ID WSCP86

Wausamelususaslasulseiuasy

Core | Authorization Section | Security Considerations

Description

2
=1

wuugUileduteiisfenisseudedlviuinisiiu (Web Serven) leuanilufusesiildsuusefuasa
(Augmented Assurance Certificate: AAC) u&afinTsuanafiomursdruninglivinisduiidenses
Tufusesiknunisnmaasuauasvnassa (Validated Certificate: VO) iilosannlususesiinaniandu
fisziunnusiunssineiu (TLS-Protected) iolilliiAnanuduaulunisirdeyadilsannlususesdlasu
Usgiuadu (A0 Tldduludamaitelimumudlédnduiminufinaniundesdoyasionis
fnwenutunsurudsetiaudaunss (Strongly TLS-protected) uduansdoyannunasglsiuimaiiu
Sulunends fay n1suandeygyradndnual (Identity Signaling) tneduwnugldiiu (Web User
Agent) Fiosuanuiiigansdfousiilususes (CA) A3uRnveulnenssdoningnssiuuu (Top-level

U
v
o

Resource) UantL 3 uwingu

Example

nsdl 12 WnfBeusunindudl <https//www.example.com/> wtiiu HTML filsisuusangiionad
15U <http//www.example.com/> 3088 na1IRetlenflasulivsunauduafiaieiy

sunudliivezdeansaanugiiuiitivenauduasduvudiegnals

Context

wuugUithluussgndldiusunugldiviivansaaunisalsnwanuiuastusuds (TLS Indicator) Tu
nssntiuusngnAuAudelususesilasussfuasy (AAQ) Tagnldluseninsns@ensianissnu

) 1) ' . A v 2 a P ) A
ANUTUAYRITUYUAS (TLS session) vadsntiniuniasgnauaulagldluiusesdy

Problem

Y

osunudldiiuldlnanuiiiusiuiu 2 wih 99 "https//www.example.com/” wdawthi3uusngn
fuulneldluusesiilésulseiueasy (AAQ) Tusswinmsdeusiomssnwanusiunstusuds (TLS
session) uazvthiiuiiaesgnaufulaglilususesdu wivihiduusnazgniufusiunmssnvanusiuag
Fuvudsograudaunse (Strongly TLS-protected) usntiviuiidesanunsaeuuwazifeuntniuusnle
og19dasy fau mndmsldidenanesdng (Ca) Buq asshlfaruindefiovonenarsvdneg
wilenirseiuanuiunsesesinsitidiufeatesiefiannsasunazuilvanusvestunar fuldlag
sasr WalemalhidnnsTauidesdudeusns Snismsuansanueienanasharlidouudamdan

Traalavmarnuiwduiasaauusalvinlmindedunilunislandauaudisiuainusiuag (Securit
% J Y

Properties) vasiiniukuunadng (Dynamic) nelsinsaiuauvesansusle
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M157991 .18 wuugumssullallafinnisilfsuudasiomseninaniswensemelususesi

Tasuuseiuasy (#o)

Name | n1ssuiladioinnisiasundasiamseminanisiweusnaniglususes | ID | WSCP86

AlasuUseiuasy

Solution

domunuglddaduiminivlag dnsundesteyadonisdnmanusiuasiurudsoiauiunds
(Strongly TLS-protected) u&o1afinnsiaeuuvadls 2 nsdl Ao MsfuAuNSneNIINUVEaIdY uaz
naiAsuulasenanRuauunmemiiuuuunates S9easden il

1. A1AUAUNTNEINTIINWNE DY (Mixing Augmented Assurance and Validated Certificates)
FawnudléiuAufuninens (Resource, Resource) Viﬂwﬂmﬁamﬂuawﬁwﬁu WU @Asufann
Aeuen (External script) N1sanusantiniu (Styling) nseuLdeniu (Layout) sudadndud (Plug-
ins) Tiaunsaasunlanisuanuareniienats swnaemineins widld 2 seiu fie ninens

32AUUY (Top-Level Resource, Top-LevelResource) Lazniwe1nTiang (Dependent Resource,

Dependent-Resource) lngning1nssgauuuiusoniloniannninginsiifisianamualun1sigl i

W3slasnsld URIs uazlaumanngloustlususes (CA) Tuvagiininensiisisegnelinsaiunuves
n¥mennssEduul nnineansisiauuiinisuntiesdaeauiunsusudsegiaudounse (Strongly
TLS-protected) wilildfonsoslususesiilasuussfuasu (AAC) wdminensfiitefaasfosuans
Tususesiigndes (VO) wazenasautiuagldannassyldindureuamfsiiutuenamdn duu
Aliiumsuansdyaadndnval (dentity Signal, IdentitySignal) FusBUen (Indicator, Indicator)
Telddeyaveagfliuinmsiiuanlususesmsussiuaiu (AAC) ilouddliglinsuieasounsomuay
FusiuswiduTim&auansua

2. mil,ﬂ?iﬂuu,ﬂmqmauﬂ'ﬁé’mmwﬁ"uﬂwamﬂﬁLfammuwa’a'm (Dynamic content might change
security properties) Lﬁ@é’hLmu;ﬂ%’ﬁuGT@ﬁuaam5Gumms%fﬂmmmﬁum%wudqLLasu,amamuz
fananrushuen (Indicator, Indicator) wa3 ﬁmuzﬁLLaQOauﬁ’aﬁ’mmmﬁumaslﬂLﬂﬁauLLﬂaq
n§nmstnamideniiuadediu fworadudedwilimiiuuuunaing (Dynamic pages) 3slnan
ansUduazonannunadlafildnasanan dududeyaanuvasilivasade dunugliiiuerssuilety
anunsaifainanlslaensudalymiiedestuieietie (Network Error) iemsudadioudld (Error

Signaling)
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M157991 .18 wuugumssullallafinnisilfsuudasiomseninaniswensemelususesi

TasuUseiuasy (wo)

Name | n1ssuiladioinnisiasundasiamseminanisiweusnaniglususes | ID | WSCP86

AlasuUseiuasy

Internal Structure

WebSite (—interaction=— WebUserAgent O—l
-URI -plug-ins

-identity | mmmmmrEesssessssssseee

""""""""" features() TLSindicator
-plug-ins()
-identityOtherAffect()

-obsecuring:false
-consistentPosition

AugmentedAssuranceCertificate -beyoundPageContent
Resource -TLS-securedState

-oganization —) -informState(TLSprotection)

-country -htmlFrameset -presence(signaling, TLS-securedState)
-CA -scripting -inform(weakly TLSprotected)
-AAClogotype _ _-_s_tzfle_s_h_e_e_tf __________ -thirdState (mechanism)

-mechanisms()

o

DependentResource Top-LevelResource -webldentitylnfo
— ] -position

-suffixDNS

-ErrorCondition

-identitySignal(Info)
-match(DNSname)
-displayingTLSsecured (suffixDNS,
IssuerOganization,AAClogotype)
-indicators(ErrorCondition)

IdentitySignal

Example Resolved

91nnsdl 12 WadBeuvumtdniiuil <https//www.example.com/> wikiu HTML Aildsuusing

& Y] 5% oA & A Yo A a ) a
\Wemiilasuann <http://www.example.com/> Tiuegaae nanAsilemnlasuiiusunanusiua
seitu faunuglfiviiausanusanuiupsilian <httpy//www.example.com/> Wuiasuans
nuvasiifiarnuidetegaiunugliiuissydoyanluiusedildudsziuesy kusiivenns
Usgiuasuiuwddbilinsuispsevasemiiiviiiduanana Widlifszidunadedediomann

fuvaadumingn

Consequences

msfisandinisidsuivantommiivlaenisaiuauainivdy asiliAaysunmuessyuuias

Uagaslwilunislaufmihiuiiunismuauiemainurasiunildunieds

See Also

- egnlymvealuuguilansdis Case 12 antenans WSC-USECASES

- MIfnsaNsinwanuiuasiuuddnwlianuuugy 51-53




AANUIN Y

lensaladnusiung

Tennsalauiupsadranuuguusuneuduaadaiu (WSCP) tnasinsassiraliensal

(%

(Y =<

Y Y

WUILIUAUAIY “GM” (Grammar) MUAIETHAFILAY 2 vian tngvandusisdasiaiuugy

v v a o Y ¢ au & & ¢ o Y ! &
WuaU‘UVlu’]ll']aiWbeEﬂﬂﬁm I‘UGUE]'ULGUW\T]‘U'J‘UEJU NUUA 18 VL']EJ']ﬂiﬂJ GU']LL‘Nﬂ‘lm 4 ﬂ'sjll NUY

[

nquil 1 MsihnsinwianudueestuvudnUszenaldiuiu

nsdanslususasvaiu
miﬁmumzéﬁ’ummﬁummmﬂm%amaﬁ’wﬂﬁu%miﬁu
AIANUAUTZANVDIIUINATSNHIANUTUAITUVUAS

PMADNNNTIANITUDRANAIATILAN YUY ULLTDUFDNITINBIANULUAITUIUAS

oA (Y dy I a o v 6
AN 2 m%uammzmwﬂgauwuﬁ

Ny ISRaN YDA
Mt muesvesdayaiufninetosiuusunanuduaadaiv
N1IAIUUAAIUADINITVOIRITUBNNITINHIAINNUAITUT LA

£

N13ANNITUDRANAN

NAuN 3 LwIaangadvsuanmmuniy

1)
2)

nsinuAALABINSausieUsTauyldlATy

° v o Y| ' v & < P
nMsivuaAUsBINsamsudwssysrauldansamuaulalagiloniiuive
UasiunsannidsudituenanuiiuAg

n1stosnstanfruUfdunus

N [ ] 1

AvunAUABINTITAIUAINTUAId IS UF UG Ld I uTiTe s udiuraUsanu

TUsunsuuszend

nau 4 Yerflanuauiung

A15U29NUNNSLALRAETUSUTRISEMININSIYAUA BN NWIAUIUAITUYUE

nsdasnunslaufniIsnsIvdavan uLlususes

%

nsrueatasnulunisUsEAuANTUAIUa AU

v 3

nsiruadeyadndnualiiaenadeiulanaAIuase

ANSANNAUATDINAVDIVDAIULIILADU

v v L3

nsiuruadgerusnanuvalveuiuidnisvasundasilonseninenssneiniu

JUAITUIUE



A15797 2.1 hensalimsianislususesaaiu

158

InnsiulusuTesTzAuaee ogamng

Falrensal nsdmnslususesaniv svaliensal | GM51

naulaensal UCEQITAL PRFCRIREATER

a ' P ) A

woulvnaunsly | Jeyailossuvedasnis
hensaldmsuiansannisinnisivsusessasUseinn Tinladdususeusasy

AN95U"Y UsELnNseaUANUTUAIAIIY LNBAIUUAAINUABINITATUAINNTUAILUANS

BN

v ¥ &
wnuanduldanuduas

Validated Certificate

Installation |

Interactive Accepta nce

GMs1

Web User Agent

Certificates

Marl(lng

Certificate Handling

Augmented Assuranc
Certificate

Update | A

Primary Security
Indicator

Web Server ‘

Self-signed
Certificate

KMC | Pining I

Tensaianusiunag

serverNamelList* of the project? 1;

(1) GM51 = Web-User-Agent, “shall support”, Certificate-Handling, “from”, Web-Server, “.”;
(2) Web-User-Agent = ?User define client name from beginning of the project? ;

(3) Web-Server = [ “any” | ?User define server name or select at least 1 from
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A13197 2.1 Tensainisdanislususesveaiu (o)

Falrensal nsdmnsiususesaniu sviabensal GM51

(4) Certificate-Handling = [Validated-Certificate | Certificates | Augmented-Assurance-
Certificate | Self-Signed-Certificate];
(5) Validated-Certificate = “certificate verifying that it's chaining up to a locally
configured trust anchor as a Validated Certificate” ;

(6) Certificates = Certificates-List , {Conjunction , Certificates-List} ,“ for any certificates” ;

(7) Certificates-List = [ Installation | Update | Interactive-Acceptance ] ;

(8) Installation = “Trust Anchor installation: that is handled by ” , Installer , {Conjunction ,
Installer} , “ based on out-of-band information” ;

(9) Installer = [“user agent vendors “device manufacturers

n| “«

systems administrators”| ”|
?User define who will responsible for install Trust Anchor repository? 1;

(10) Update = “Trust Anchor update: that is handled as part of ” , Update-Space
{Conjunction , Update-Space} ;

(11) Update-Space = [“User Agent” | “operating system software updates” |?User define
which part of user agent system will responsible for update Trust Anchor?] ;

(12) Interactive-Acceptance = “Interactively Acceptance: while the user is focused on a
primary task unrelated to trust and certificate management but not allow users to
designate trust roots as augmented assurance qualified”;

(13) Augmented-Assurance-Certificate = “Authentication, where the issuer asserts that the
subject entity, by validate the certificate chain for a certificate up to a trust root and
recognize the trust root as augmented assurance qualified. ”, AAC-List , {Conjunction ,
AAC-List} , “ for Augmented Assurance Certificate”;

(14) AAC-List = [Marking | Primary-Security-Indicator];

(15) Marking = “Handling by marking Trust Anchor using application-specific out-of-band
mechanism” , {Conjunction , “specially marked by specific policy object identifier”} ;

(16) Primary-Security-Indicator = “Certificate information from additional assurance of
Certificate Authority is presenting on Primary Security Indicator that contains following: ”
Subject-Field , {Conjunction , Subject-Field} , “Subject-Field” ;

(17) Subject-Field = [“Organization (O)” | “Country (C)” [?User define subject-field that will

present by Indicator from the Certificate?];
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A13197 2.1 Tensainisdanislususesveaiu (o)

Falrensal nsdmnslususesaniv sviabensal GM51

(18) Self-Signed-Certificate = “handling a Self-signed Certificates which are not part of the
user agent's store of trust roots and essentially serve as a container for cryptographic key
material in a key exchange that is not verified by any third party. By 7, SSC-List ,
{Conjunction , SSC-List} , “ for self-signed certificates (or certificates that chain up to an
untrusted root)” ;

(19)SSC-List = [KCM | Pinning];

(20) KCM = “Key Continuity Management (KMC) to determine consistently communicating
with the same web server” ;

(21) Pinning = “the pinning interaction that enables users to pin a certificate to a
destination, but not allow to be accepted automatically for an untrusted root certificate to
additional sites nor to be pinned to more than one site” ;

(22)Conjunction = [ Many | Last-One J;

(23)Many = “, 7 ;

Last-One =[“and ” | “or 7 J;

f79819AUABINTS

UP2ME shall support Authentication, where the issuer asserts that the subject entity, by validate
the certificate chain for a certificate up to a trust root and recognize the trust root as augmented
assurance qualified. Certificate information from additional assurance of Certificate Authority is
presenting on Primary Security Indicator that contains following: Organization (O) and Country
(C) Subject-Field and Handling by marking Trust Anchor using application-specific out-of-band
mechanism or specially marked by specific policy object identifier for Augmented Assurance

Certificate from SCB website.
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A1579% 2.2 hensalnmsmnuaseauAMUIUAURINTI TG oD TUNIAUS AT U

U

= ¢
Falrensal

£

ANSAAUATLAUAMULIUAIVDINSLTDUAD UK

Y

svaliensal GM52

TAusnsiu

1 <
ngulaensal

A153NYIAINLUAITUVUE

Naulvnaunisly

Usgunnluiuses (Certificates) 3nlignsal 51 N1538UANABINTAINTIUAY

Tunsdanisiulususeaiu

A1asUNY

hensaldwiuimunsyduanuduasesnisideunsvesiiuinisiuiield
dhladuinfinssnwanuduasiuvudaidunugldfadedsudazUseinning
msnTvaeveglsdmiusyauauiuamdunsmsesoune eawngeanis

a | | ) v & Y a 2 o & o Y
n1sfndesenInsiunugldivualiuinsiiuindusnwmanuduasduns

'
% Y o YY) o '

L DUADEWAILITIADINIAUANITTLIUSNBIALTUAIDE 1LTINNT IS 0D DULD

Y

°

Tngszyrilnveslususeaniedanasfiudmsusienisudniviidaunudldn

= ]
bURUAND

v ¥ &
wnuanduldanuduas

Protocol-Version

Web-User-Agent

hlsz
Tﬁi?ﬂl) Proteczd-Web
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(1) GM52 = Web-User-Agent , “ shall communicate with ” , TLS-Channel,

(2) User-Agent = ?User define client name from beginning of the project? ;

(3) Web-Server = [“any websites” [?User define server name or select at least 1 from
serverNamelList];

(4) Protected-Web = Web-Server , {Conjunction , Web-Server};

(5) Strongly-Protected-Web = Web-Server , {Conjunction , Web-Server},

(6) TLS-Channel = TLS-Channel-List , {Conjunction , TLS-Channel-List};

(7) TLS-Channel-List = [TLS-Protected | Strongly-TLS-Protected | Weakly-TLS-Protected];

(8) TLS-Protected = Protected-Web,“ though TLS-protected that the resources was identified
through a URI with the https URI scheme, the TLS handshake was performed
successfully through the TLS channel.” ;

(9) Strongly-TLS-Protected = Strongly-Protected-Web ,“. The server used ” , Trusted-
Certificate, “ though strongly TLS-protected that the https URL was used, strong TLS
algorithms were negotiated” , Strong-TLS-Algorithm , “.”;

(10) Strong-TLS-Algorithm = “ with protocol version at least SSLv3” , Protocol-Version,
{Conjunction, Protocol-Version}, “ and Cipher suite are ” , Cipher-Suite , {
Conjunction , Cipher-Suite} ;

(11) Protocol-Version = [“SSLv3”| ? user define protocol version at least SSLv3 7] ;

(12) Cipher-Suite = [“not TLSv11”| ?user define Cipher suite neither export nor TLSv11? J;

(13) Trusted-Certificate = Trusted-Certificate-List , { “; or 7 , Trusted-Certificate-List};

(14) Trusted-Certificate-List = [“Validated Certificate that matches the dereferenced URI”|
“Self-signed Certificate that was pinned to the destination” | “Certificate chain leading
to an untrusted root certificate that was pinned to the destination”] ;

(15) Weakly-TLS-Protected = Protected-Web , “, though weakly TLS-protected when strong

TLS protection could not be achieved the following reasons: ” , Weakly-TLS-Reasons

{« n} .
’ . ’
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(16) Weakly-TLS-Reasons = Reasons-List , {Conjunction , Reasons-List};

(17) Reasons-List = [“TLS handshake used an anonymous key exchange algorithm such as
DH_anon” | “the cryptographic algorithms negotiated are not considered strong” |
“certificates were used that are not either validated certificates, or self-signed
certificates pinned to the destination”] ;

(18) Conjunction = [ Many | Last-One J;

(19)Many = “, 7 ;

(20) Last-One = [“and " | “or " ];

f79819AUABINTS

UP2ME shall communicate with SCB website. The server used Validated Certificate that
matches the dereferenced URI though strongly TLS-protected that the https URL was used,

strong TLS algorithms were negotiated with protocol version at least SSLv3.
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(1) GM53 = [TLS-Secured | Mixed-Content];
(2) Protected-Web = Web-Server , {Conjunction , Web-Server} , “ web site; ”;

(3) Web-User-Agent = ?User define client name from beginning of the project? ;

(4) Web-Server = [“any websites” | ?User define server name or select at least 1 from
serverNamelist of the project or derived from Protected-Web of GM52? ];

(5) Strongly-Protected-Web = Protected-Web, “A Web page is called TLS-secured if the
top-level resource and all other resources that can affect or control the page's
content and presentation was retrieved through strongly TLS protected HTTP
transactions.” ?Checking for Strongly-TLS-Protected terminal output of GM52 ?;

(6) TLS-Secured = [Strongly-Protected-Web | Indicator];
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(7) Indicator = Web-User-Agent , “ shall present Ul indicator to signal the presence of
Augmented Assurance certificates for the TLS-secured web page.”;

(8) Mixed-Content = Protected-Web, “A Web page is called mixed content if the top-level
resource was retrieved through a strongly TLS protected HTTP transaction, but some
dependent resources were retrieved through ”, Protected-HTTP-Transaction ;

(9) Protected-HTTP-Transaction = [“weakly protected.” | “unprotected HTTP transaction.”];

f79819AUABINTS

SCB website; A Web page is called TLS-secured if the top-level resource and all other resources
that can affect or control the page's content and presentation was retrieved through strongly

TLS protected HTTP transactions. UP2ME shall present Ul indicator to signal the presence of

Augmented Assurance certificates for the TLS-secured web page.
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(1) GM54 = Web-Server , “ present their certificate ” , Error-Condition ;
(2) Web-Server = [ “Any websites” | ?User define server name or select at least 1 from
serverNamelList* of the project? ];
(3) Web-User-Agent = ?User define client name from beginning of the project? ;
(4) Error-Handling = Web-User-Agent , “ shall handling the error condition by ” ;
(5) Error-Condition = [TLS-Negotiation | Third-Party | Form-Submission] ;
(6) TLS-Negotiation = “during TLS negotiation, ” , [EC-Certificate-Chain|EC-Certificate-
Info|EH-Certificate|URI-Mismatch|TLS-Fail|TLS-Error] ;
(7) EC-Certificate-Chain = “was neither lead to a trusted root nor pinned to the destination.
” EH-Certificate-Chain ;
(8) EH-Certificate-Chain = Error-Handling, Chain-Handling-List, {Conjunction, Chain-
Handling-List}, “.”;
(9) Chain-Handling-List = [ Warning-Message | Pinning J;
(10) Error-Signaling = “using error signaling class of ”;
(11) Danger-Message = Error-Signaling , “Danger Messages” ;
(12) Warning-Message = Error-Signaling , [“Warning Messages” | “Warning Messages or
higher”] ;
(13)Pinning = “offering a possibility to pin newly encountered certificates to the destination”;
(14) EC-Certificate-Info = “human-readable information from the certificate shall not be
presented as trustworthy.” , Error-Handling , EH-Certificate-Info , “ display ” , Certificate-
Attribute , “ attribute from” , Certificate-Type , “.” ;
(15) EH-Certificate-Info = [“a dialog” | “secondary user interfaces reachable from the
warning messages”];
(16) Certificate-Attribute = [“Common Name” | “Organization” | ?user defines more
attribute?];
(17) Certificate-Type = [“any certificates” | “Self-Signed-Certificate” | “Augmented-

Assurance-Certificate” | “Validated-Certificate”];
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(18) EH-Certificate = “one of the intermediate certificates in the certificate chain are found to

” « 9

have been expired or revoked then ” , Error-Handling , Danger-Message , “.” ;

(19) URI-Mismatch = "but does not match with the URI corresponding to the transaction." ,

« o,
<

Error-Handling , Danger-Message ,
(20) TLS-Fail = “was fails. 7, Error-Handling , Danger-Message , “.” ;
(21) TLS-Error = “then TLS error conditions occur. ” , Error-Handling , “choose to abort
the connection without any further user interaction.”;
(22) Third-Party = [Identified-Danger | Likelihood-Risk] ;
(23)1dentified-Danger = “then the possible danger assessed by ” , Assessor , { Conjunction ,
Assessor}, “. 7, Error-Handling , Danger-Message , “.”;
(24) Assessor = [“Third party services” | “heuristic approaches” | ?User define risk assessor? 1;
(25) Likelihood-Risk = “then high likelihood risks are identified, but involve further user
decisions. 7 , Error-Handling , Warning-Message ,
(26) Form-Submission = “that is validated certificate then their form submission are directed
to an unsecured channel. ” | Error-Handling , Warning-Message;
(27)Conjunction = [ Many | Last-One ;
(28)Many = “, 7,

(29)Last—0ne = [“ and » | “ or ” ] :

A9E819ANUABINTS

Agoda website present their certificate during TLS negotiation, was neither lead to a trusted
root nor pinned to the destination. TripAdvisor shall handling the error condition by using error
signaling class of Warning Messages or higher and offering a possibility to pin newly encountered

certificates to the destination.
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(1) GM61 = [ Identity-Signal | Signal-Specification | Identity-Content] ;
(2) Identity-Signal = Web-User-Agent , “ shall inform user about the identity of the web site

by using Identity Signal” , {Conjunction , Signal-Quality} , “. 7 ;

(3) Web-User-Agent = ?User define client name from beginning of the project? ;

(4) Signal-Quality = [Visual-Consistent | Content-Obscuring];
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(5) Visual-Consistent = “in a consistent visual position”;
(6) Content-Obscuring = “not be obscured by web content” ;

(7) Signal-Specification = “The Identity Signal shall be ” , Chrome , {Conjunction, Chrome}
,“ during 7, Mode , {Conjunction, Mode} , “ mode.” ;

(8) Chrome = [Primary-Ul | Secondary-Ul]; ?Check Chrome in GM717?

9) Primary-Ul = “part of primary user interface” ;

(10) Secondary-Ul = “available through secondary user interface” ;

(11) Mode = [“usage” | “presentation” | “any” | ?User defines Mode?] ;

(12) Identity-Signal-Content = [Info-Source | TLS-Secure | Mix-Content];

(13) Info-Source = Web-User-Agent , “ shall display information from validated certificates ” ,
{Conjunction , Certificate-List} , “ that is not taken from unauthenticated or untrusted
sources as part of the identity signal. 7 ;

(14) Certificate-List = ?Certificates List from Grammar 517

(15) TLS-Secure = “During interactions with a TLS-secured Web page, the following information
derived from augmented assurance certificate shall be displayed in the Identity Signal: ”,
Human-Readable , “. 7 | Issuer-Organization , {Render-Logotype} ;

(16) Human-Readable = “To inform the user about the owner of the Web page, including
human-readable information about the certificate subject” , {Conjunction , DNS-List} ;

(17) DNS-List = [DNS-Name | DNS-Suffix] ;

(18) DNS-Name = “ at least an applicable DNS name that matches either the subject's

Common Name attribute or its subjectAltName extension” ;

(19) DNS-Suffix = “ shorten such a DNS name by displaying only a suffix” ;

(20) Issuer-Organization = “To inform the user about the party responsible for that

information, including the Issuer field's Organization attribute. ” ;

(21) Render-Logotype = “Subject logotypes shall be rendered only derived from

augmented assurance certificate. ” ;

(22) Mix-Content = “During interactions with mixed content, ” , [Not-Render-Logotype |
Unprotected-transaction | Error-Indicator] ;

(23) Not-Render-Logotype = Web-User-Agent , “shall not be render any logotypes

derived from certificates.” ;

(24) Unprotected = Web-User-Agent , “shall not include any site identity information

which is in use for unprotected HTTP transactions.” ;
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(25) Error-Indicator = “the identity signal shall include indicators that point out any error

conditions that why the web page is unprotected HTTP transactions” ;

(26) Conjunction = [ Many | Last-One J;

(27) Many = “, 7

(28) Last-One =[“and ” | “ or " ]

f79819AUABINTS

[RE6101] The Identity Signal shall be part of primary user interface and available through
secondary user interface during usage or presentation mode.

[RE6102] TripAdvisor shall inform user about the identity of the web site by using Identity
Signal, in a consistent visual position and not be obscured by web content.

[RE6103] UP2ME shall display information from validated certificates that is not taken from
unauthenticated or untrusted sources as part of the identity signal.

[RE6108] During interactions with mixed content, Dolphin Web Browser shall not be render
any logotypes derived from certificates.

[RE6109] During interactions with mixed content, TripAdvisor shall not include any site
identity information which is in use for unprotected HTTP transactions.

[RE6110] During interactions with mixed content, the identity signal shall include indicators

that point out any error conditions that why the web page is unprotected HTTP transactions
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(1) GM62 = [Consistent-Meaning | Security-Context-Information | Cookie];
(2) Consistent-Meaning = “The meaning of security context information in both primary and
secondary interface shall be consistent. ”;

(3) Cookie = Web-User-Agent, “ shall not claim that the absence of cookies implies an

absence of any user tracking. ” ;
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(4) Web-User-Agent = ?User define client name from beginning of the project? ;

(5) Security-Context-Information = Web-User-Agent , “ shall provide the following
security context information available: 7, Basic-SCI , {Conjunction, Basic-SCl} ,
{Conjunction, Advance-SCl} , {Conjunction, Additional-SCl} ;

(6) Basic-SCl = [Domain | Owner | Verifier | Trustroots];

(7) Domain = “The Web page's domain name. ” ;

(8) Owner = “Owner information, consistent with Identity Signal Content. ” ;

(9) Verifier = “Verifier information, consistent Identity Signal Content. ” ;

(10) Trustroots = “The reason why the displayed information is trusted (or not). ” ;

(11) Advance-SCI = [Explanation | Weak-Condition | History | Credential | Encrypted |

Authenticated];

(12) Explanation = “An explanation of the information represented by the TLS indicator. ”

(13) Weak-Condition = “If the Web page is weakly TLS-protected, then, what conditions cause

the protection to be weak. 7 ;
(14) History = “Whether the user has visited the site in the past. 7 ;
(15) Credential = “Whether the user has stored credentials for this site. ” ;
(16) Encrypted = “Whether the site content was encrypted in transmission. ” ;
(17) Authenticated = “Whether the site content was authenticated. ” ;
(18) Additional-SCl = [When-First | How-Often];
(19) When-First = “When the user first visited the site in the past. ” ;
(20) How-Often = “How often the user visited the site in the past. 7 ;
(21) Conjunction = New-Line , Indent ;
(22) New-Line = “</br>" ; ?Start new Line?

(23) Indent = “- 7 ;

f79819AUABINTS

Dolphin Web Browser shall provide the following security context information available:
- Whether the user has stored credentials for this site.
- Whether the site content was encrypted in transmission.
- Whether the site content was authenticated.

- How often the user visited the site in the past.
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(15) GM63 = [Indicator-State | Indicator-Mode | Indicator-Quality];

(16) Indicator-State = [TLS-Indicator | TLS-Secured-State | TLS-Weak-State];

(17) TLS-Indicator = Web-User-Agent , “shall provide information about the state of TLS
protection available by TLS indicator.”;

(18) Web-User-Agent = ?User define client name from beginning of the project?;

(19) TLS-Secured-State = “TLS indicator shall be present a distinct state that is used only
for TLS-secured web pages. 7;

(20) TLS-Weak-State = “TLS indicator shall inform users when they are viewing a page
that, along with all dependent resources, was retrieved through at least weakly TLS
protected transactions, including mixed content”, {“ by using ”, Third-State }, “. ”;

(21) Indicator-Mode = “TLS indicator shall be part of ”, List-Mode , {“Otherwise, it shall be
available through ”, List-Mode };

(22) List-Mode = [Primary-Ul | Secondary-Ul];
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(23) Primary-Ul = “primary user interface during usage modes which entail the presence of

signaling to the user beyond only presenting page content.”;

(24) Secondary-Ul = “secondary user interface.”;

(25) Third-State = “a third state in the TLS indicator, or via another mechanism (such as a
dialog, info bar, or other means)”;

(26) Indicator-Quality = [Obscured | Consistent-Position];

27) Obscured = “TLS indicator shall not be obscured by web content.”;

(28) Consistent-Position = “TLS indicator shall be available in a consistent visual

position.”;

A9E19AUABINTS

TLS indicator shall be part of secondary user interface. Otherwise, it shall be available through
primary user interface during usage modes which entail the presence of signaling to the user

beyond only presenting page content.
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(1) GMé64 = [Danger-Message | Warning-Message | ES-Primary-Ul |Error-Indicator];

(2 Web-User-Agent = ?User define client name from beginning of the project? ;

(3) Danger-Messages = [WM-Info | Interruption | Blockl;

(4) WM-Info = Web-User-Agent , “shall have Danger Messages for situations when there
is a positively identified danger to the user. ”;

(5) Interruption = “Messages shall interrupt the user's current task, such that the user has
to acknowledge the message.”;

(6) Block = “Danger Messages shall be presented in a way that makes it impossible for
the user to go to or interact with the destination web site that caused the danger situation

to occur, without first explicitly interacting with the Danger Message.”;
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(7) Warning-Message = [WM-Info | Warning-Option | Option-Characteristic];

(8) WM-Info = Web-User-Agent , “ shall have Warning / Caution messages for situations when
the system has good reason to believe that the user may be at risk based on the current
security context information, but a determination cannot positively be made. ”;

©) Warning-Option = “Warning / Caution messages shall provide the user with distinct
options for how to proceed. ”;

(10) Option-Characteristic = “ The options presented on these warnings shall contain
following characteristic: - ” , Opt-Char-List , { “ - 7, Opt-Char-List } ;

(11) Opt-Char-List = [Descriptive | Recommend | More-Info];

(12) Descriptive = “Descriptive to the point that their respective meaning can be under-
stood in the absence of any other information contained in the warning interaction. ”;
(13) Recommend = A succinct text component denoting which option is recommended.”;

(14) More-Info = “In the absence of a recommended option, a method of finding out
more information shall be provided if the options cannot be understood. ”;

(15) ES-Primary-Ul = [Phrased |Assistance | Previous-Page | Detailed-Option];

(16) Phrased = “Error signaling that occurs as part of primary user interface shall be phrased in
terms of threat to user's interests, not ”,Solely-Art, {“ nor ”, Technical-Term} ,“. 7,

(17) Technical-Term = “technical occurrence”;

(18) Solely-Art = “solely in terms of art”;

(19) Assistance = “Error messages shall provide feedback or obtain assistance, not tell the
user to enter the destination site that caused the error ”;

(20) Previous-Page = Web-User-Agent, “ shall enable the user to easily return to the page
that the user was previously interacting with.”;

(21) Detailed-Option = “Error interactions shall have an option to request a detailed
description of the condition that caused the error interaction to occur. ”;

(22) Error-Indicator = Web-User-Agent , “ shall additionally display indicators in a” , [“n
error”| “ danger” | “ caution”], “ situation.”;

(23) Conjunction = [ Many | Last-One

(24) Many = “, 7 ;

(25) Last-One =[“and ” | “or " ];

f79819AUABINTS

UP2ME shall have Danger Messages for situations when there is a positively identified danger

to the user.
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(1) GMT71 = [Chrome | User-Interfaces];
(2) Chrome = [Chrome-Definition | Chrome-SCl];
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(3) Chrome-Definition = “Chrome refer to the representation through which the user
interacts with the user agent itself, as distinct from the accessed web content. This
includes both primary and secondary user interface. By ”, Primary-Ul-Definition , “ and 7,
Secondary-Ul-Definition ;

(4) Primary-Ul-Definition = “Primary User Interface denotes the portions of a Web user
agent's user interface that are available to users without being solicited by a user
interaction”

(5) Secondary-Ul-Definition = “Secondary User Interface denotes the portions of a Web
user agent's user interface that are available to the user after they are solicited by a
specific user interaction.”

(6) Chrome-SCl = “Chrome shall always be present to signal security context
information.”;

(7) User-Interface = [Ul-Elements | Ul-Definition];

(8) Ul-Elements = “User interface elements commonly present in 7, Web-User-Agent, “, a
Web User Agents, are: 7, Ul-List, {Conjunction, Ul-List } ;

(9) Ul-List = [“Identity Signal” | “Navigation Button” | “TLS Indicator” | “Favicon” |
“Information Bar” | “Status Bar” | “Page Title” | “Location Bar” | “URL Bar”];

(10) UI-Definitions = [Identity-Signal-Ul | Navigation-Button | TLS-Indicator | Favicon | Info-
Bar | Status-Bar | Page-Title | Location-Bar | URL-Bar];

(11) Identity-Signal-Ul = “An Identity signal presents Identity Information about the web
site.”;

(12) Navigation-Button = “A Navigation buttons provide a drop down list of previously
viewed pages. Each page is identified by the content of the corresponding
HTMLTITLE element.”;

(13) TLS-Indicator = “A TLS-Indicator using padlock icon to indicate the use of SSL.”;

(14) Favicon = “A Favicon is a small graphic specified by website to act as an icon that

appears in the URL bar in most desktop web browsers and on the tabs in some browsers.

”,
ki

(15) Info-Bar = [“An information” | “A Notification”] ,“ bar across the top of the web
content window to communicate with users. ”;
(16) Status-Bar = “A Status bar displays messages from the browser, such as the target of

the hyperlink under the mouse cursor. ”;
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(17) Location-Bar = “A Location Bar is a widget which displays ”, Lo-Input , Lo-URI, Lo-

“w
L]

Response ,
(18) Lo-Input = “and allows input ”;
(19) Lo-URI = “of the textual location entered as a URI ”;
(20) Lo-Response = “of the resource being requested or displayed - after the response is
received”;
(21) Page-Title = Window-Title, {“ and ” , Tab-Title}, “using the content of the
HTML TITLE element from 7, Web-Sever , “, the displayed web page. ”
(22) Window-Title = “A Window title for viewing a web page”
(23) Tab-Title = “Tabs title for viewing multiple web pages”;
(24) URL-Bar = “A URL bar show current web page's URL is chosen in tandem by the creator of
the referring hyperlink and the web site operator. ”, {* An additional” , URL-Hostname};
(25) URL-Hostname = “the displayed hostname also using the current web page's URL. 7;

f79819AUADINTS

Chrome refer to the representation through which the user interacts with the user agent itself,
as distinct from the accessed web content. This includes both primary and secondary user
interface. By Primary User Interface denotes the portions of a Web user agent's user interface
that are available to users without being solicited by a user interaction and Secondary User

Interface denotes the portions of a Web user agent's user interface that are available to the user

after they are solicited by a specific user interaction.

a ° Y ° Y | val &
M99 .10 ﬂ’]iﬂ'ﬁﬂu@ﬂ']']llG]ENﬂqﬁa’ﬁ/ﬁUa’gum@Uigaqu@%waqmqiﬂﬁjUﬂﬂlmmﬂLu@‘m’]

Huiiatasiunisasnidsudifiuananusiuag

nsivueANABINSEmSUd R UsEa U LN
valiensal anunsomueuldlaaiioniudiedesiunisaen swabengal | GM72

LBYUAIIUBNAIIUI LA

ngulaensal WU URNANgAE I UaN WU UYBITEUY

q

waulvreumsld | semsdseussauglilasuseagnimunliluliensal 71

hnsaldmiuimuannudeinisvesdiuseusvasilinanunsonmunulalay

.. Weniiu endnidenisgnasnideusituenanuduasiinvualaainlensel
ﬂ’]aﬁuqﬂ ¥ 1 o 1 a o 1 L ldg/ Q.I/ o 4
63 NsinuAlidINeUTTaNTRINE1ITlaNYALAININFITUBNANTUAIREYIN A

Alldfnenuduanlunissudeyaanuzaruiuaadednisasuuiaininiiu




181

M50 2.10 NMsAmURANNfeINsEmsuduielsrauliiansanuaulalagiden

I3 = [ a o & Y '
Nuietaeiun1saniaeudITuanANLuAg (nD)

g nsimuamdeIsimsuduseUsanuldiannsanuny S9ie
Taensal | Wleedomiduiiedestunisaenideusivenausiuns Thensal oMz
waunduliaasiuag
GM72
f
+
Site-Controlled—m SCC-Elements Positive—TruT Mimic-Indicator
N | ol | § gl =
A IER N
Tagnsalaausiuag
(1) GMT72 = [Site-Controlled-Content | SCC-Elements | Positive-Trust | Mimic-Indicator];
2 Site-Controlled-Content = “User interface elements within chrome which can be
mimicked under the control of web content. ” ;
(3) SCC-Elements = “Site-Controlled content which hosted in chrome are ” , Ul-List ,? from
GMT71 ? , {Conjunction , Ul-List} ;
(4) Ul-List = [“Identity Signal” | “Navigation Button” | “TLS Indicator” | “Favicon” |
“Information Bar” | “Status Bar”];
(5) Positive-Trust = “Web User Agents shall not communicate positive trust information
using Site-Controlled content. ” ;
(6) Mimic-Indicator = “Site-Controlled Content shall not be displayed in a manner that
confuses hosted content and chrome indicators” , { Avoid-Mimic}, “. 7 ;
(7)  Avoid-Mimic = [ Mimic-Position | Mimic-Chrome | Mimic-Size];
(8) Mimic-Position = “ in a position close to them” ;
9 Mimic-Chrome = “ for both primary and secondary” ;
(10) Mimic-Size = “. A not use a 16x16 image shall not be used to indicate the security

status in order to avoid imitation from the favorite icon” ;
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favorite icon

Site-Controlled Content shall not be displayed in a manner that confuses hosted content and
chrome indicators in a position close to them for both primary and secondary. A not use a 16x16

image shall not be used to indicate the security status in order to avoid imitation from the
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(1) GMT73 = [Dismissal-Prevention | Granted-Control | Security-Dialogs] ;

(2) Dismissal-Prevention = Web-User-Agent, “shall employ techniques that prevent
immediate dismissal of user interfaces that used” , Events , {Events} , Disable ;

(3 Web-User-Agent = ?User define client name from beginning of the project? ;

»

(4) Events = [ “to inform users about security critical events” | “ or ” | “to solicit input”] ;

(5) Disable = “by using a temporarily disabled "OK" button. ”;

(6) Granted-Control = {“The ” Web-Server} , “ web server are not be granted control from ”
, Interaction ,“ that users interact with”,

(7) Web-Server = ?User define sever name from beginning of the project? ;

(8) Interaction = [“security relevant notifications” | “Warning Message” | “Caution
Message” | “Danger Message”]; ?Check for the Error-Signaling from GM64?

(9) Display-Dialog = “The 7, Web-User-Agent , “ shall display only a modal security dialog” ,
{Conjunction , Security-Dialog} , Related-Page ;

(10) Related-Page = “related to ” , Web-Server , “ which user currently have focus.”;

(11) Security-Dialogs = [“e.g.” | “prompts for ” | “user credentials” | “script errors” |

“TLS errors”]

AE19AUABINTS

The UP2ME shall employ techniques that prevent immediate dismissal of user interfaces that
used to inform users about security critical events or to solicit input by using a temporarily

disabled "OK" button.
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(1) GM74 = [ Obscuring | Installation | Bookmark | Window-API] ;
2) Web-User-Agent = ?User define client name from beginning of the project? ;
(3) Web-Server = ?User define sever name from beginning of the project? ;

(4) Obscuring = [Obscuring-SUI | Obscuring-Chrome];
(5) Obscuring-SUI = Web-User-Agent , “ shall not allow content from ” , Web-Server , “ to ”

, Obscuring-Action , { Conjunction , Obscuring-Action} , “ security user interface. ”,

{Obscuring-Windows} ;
(6) Obscuring-Action = [“obscure” | “hidden” | “disable”];
(7) Obscuring-Windows = “ Especially when opening new windows. ”;

(8) Obscuring-Chrome = [Restrict-Window | Overlaying-Chrome];
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(9) Restrict-Window = Web-User-Agent , “ shall restrict window” , Window-Operations , {

«

Conjunction , Window-Operations} , “operations” , Chrome-SCI , “. ” ;

(10) Window-Operations = [“sizing” | “moving”];
(11) Chrome-SCl = “ to keep security chrome visible”; ?check for existing of Chrome-SCl
from GM71?

(12) Overlaying-Chrome = Web-User-Agent , “ shall prevent ” , Web-Server , “ content
from overlaying chrome. 7;

(13) Installation = [Installation-API | Installation-Request | Installation-Interaction];

(14) Installation-API = Web-User-Agent , “shall not expose programming interface which
permit installation of software without the user's consent. ” , { “Including when 7,
Installation-Outside} ;

(15) Installation-Outside = “the user agent is attempting to install software outside the
agent environment as a result of web content. ” ;

(16) Installation-Request = Web-User-Agent “ shall inform user and request consent when ” ,
Installation-Outside , {Installation-Interaction};

(7 Installation-Interaction = “The warning message shall be used for the interaction.”;
?check for existing of Warning-Message from GM64?

(18) Bookmark = “When web content request to add ” , [Bookmark-Request | Bookmark-
Mismatch]

(19) Bookmark-Request = “bookmarks, the 7, Web-User-Agent , “ shall request for
explicit user consent.” ;

(20) Bookmark-Mismatch = “URIs to the bookmark collection. The ” , Web-User-Agent ,
“ shall not permit the URIs that do not match to the URI of the 7 , Web-Server , “ that
the user currently interacts with. ” ;

(21) Window-API = Web-User-Agent , “ that use a windowed interaction paradigm, ”, [Pop-Up-
Restrict | Pop-Up-Permission] ;

(22) Pop-Up-Restrict = “shall restrict the opening of pop-up windows from the web
content, particularly those not initiated by user.” ;

(23) Pop-Up-Permission = “shall offer a way to extend permission to individual trusted

sites. ”;
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UP2ME shall not expose programming interface which permit installation of software without

the user's consent. Including when the user agent is attempting to install software outside the

agent environment as a result of web content.
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(1) GM81 = Web-User-Agent , “ shall support the prior designation of ” , Site-Value;

2 Web-User-Agent = ?User define client name from beginning of the project? ;

(3) Site-Value = [High-Site-Value | Low-Site-Value J;

(4) High-Site-Value = “high-value sites, which ” , High-Site-List , {Conjunction, High-Site-List},
TLS-Errors, Strong-Warning-Signal,;

(5) High-Site-List = [“Trust Anchor” | “Validated” | “Augmented Assurance”] ? The certificates
were defined from GM51 ? ;

(6) TLS-Errors = “ Certificates are required. Handling with the TLS errors that ”;

(7 Strong-Warning-Signals = “leads to additional exposure during the first TLS
interaction with the site by a strong warning signal.”;

(8) Low-Site-Value = “low-value sites, which ” , Low-Site-List, {Conjunction, Low-Site-List},
TLS-Errors, New-Pinning;

9 Low-Site-List = [“Self-Signed” | “Pinned”] ?The certificates from GM51 7 ;

(10) New-Pinning = “could be a spoofing attack during the pinning of a new certificate to a
destination by checking that DNS of a newly certificate is match to URI of the current site.”;

(11) Conjunction = [ Many | Last-One

(12) Many = “, 7 ;

(13) Last-One =[“and ” | “or " ];

f79819AUABINTS

Dolphin web browser shall support the prior designation of low-value site, which Self-Signed
and Pinned Certificates are required, Handling with the TLS errors that could be a spoofing
attack during the pinning of a new certificate to a destination by checking that DNS of a newly

certificate is match to URI of the current site.
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1) GMB82 = “The development for ” , Certificate-Validation ,“ status checking is ” , CV-

Danger-Message
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Vulnerability , {Conjunction, CV-Vulnerability } ,“, so the 7, Web-User-Agent , “ shall
expose failures of certificate validation checks to user as ” , Revoked-Handling , “. 7 ;

2) Certificate-Validation = [“Online Certificate Status Protocol” | ?Defined new certificate
status checker? I;

3) CV-Vulnerability = [“fragile”| “subject to frequent failures” | ?User define new vulnerability

for certificate status checker?] ;

4) Revoked-Handling = [“warning level message

y)| «

danger level message” | “ refusal to load

the sites that fail” ] ? The Error-Signaling identified from GM64?;

ABE819ANUABINTS

The development for Online Certificate Status Protocol status checking is fragile and subject to
frequent failures, so the UP2ME shall expose failures of certificate validation checks to user as

danger level message.
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1) GMB83 = Web-User-Agent ,“ which indicates SSL/TLS connections as secure for the strong
encryption of communication from ” , TLS-Certificates-List , “ presented by ” , Web-
Server , “, but 7, Security-Assurance-Exception ,“ .”;

2) TLS-Certificates-List = TLS-Certificates , {Conjunction , TLS-Certificates} , “ Certificate ” ;

3) Web-User-Agent = ?User define client name from beginning of the project? ;

4) Web-Server = [ “any websites” | ?User define server name or select at least 1 from
serverNamelist of the project? ];

5) TLS-Certificates = [“Validated”| “Self-signed” | “Augmented Assurance”]; ? Check for
the Trusted-Certificate from GM52 ?

6) Security-Assurance-Exception = Distinction , “ so ” , Caution ;

7 Distinction = “there are distinctions between identity and security”;

8) Caution = “a site may not operate in a safe manner or subject to attack”;
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TripAdvisor which indicates SSL/TLS connections as secure for the strong encryption of
communication from Self-signed certificate presented by Agoda.com, but there are distinctions

between identity and security so a site may not operate in a safe manner or subject to attack.
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(1) GM84 = “The ”, Web-User-Agent ,“ shall support the binding between domain
name/certificate and the actual real-world entity of ” , Validated-Certificates-List , “ from
”, Web-Server , “ including the identity information such as ” , Real-World-Entity ,“. ”;

2 Web-User-Agent = ?User define client name from beginning of the project? ;

(3) Web-Server = [ “any websites” | ?User define server name or select at least 1 from
serverNamelList of the project? ];

(4) Validated-Certificates-List = Validated-Certificates , {Conjunction , Validated-
Certificates} , “ Certificate ” ;

(5) Validated-Certificates = [“Validated”| “other Validated” | “Augmented Assurance”];
? Check for the Trusted-Certificate from GM52 ?

(6) Real-World-Entity = [Identity-Information-List | Pet-Name];

(7N Identity-Information-List = Identity-Information , {Conjunction , Identity-
Information} , “ information” ;

8 Identity-Information = [ “location” | “human readable” | ?Define new real world
identity information?];

9) Pet-Name = “a Petname”;

AE19AUABINTS

The UP2ME shall support the binding between domain name/certificate and the actual real-
world entity of Validated Certificate from the SCBeasy.net including the identity information

such as a Petname.
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Error-Signaling Message-Constrain

Over-Frequent

Warning-Message | Danger-Message Message-Option

Flow-Interruption

Tagnsalaaudung

1) GMB85 = Web-User-Agent , “ shall ” , Message-Constrain,” the ” , Error-Signaling ,

Web-User-Agent = ?User define client name from beginning of the project? ;

Signaling from GM64?

4) Message-Constrain = [Message-Option | Over-Frequent | Flow-Interruption];

@« oy,
K

3) Error-Signaling = [“Warning Message” | “Danger Message” 1; ?Check for existing of Error-

Message-Option = “phrase options in these message in terms of the action taken

rather than using generic labels for” ;

Over-Frequent = “constrain the number of”;

Flow-Interruption = “effectively interrupt the user's task flow for”;

8) Conjunction = [ Many | Last-One ;

« »

Many = “, " ;

Last-One =[“and ” | “or " ];

fn9819AURBINTT

TripAdvisor shall constrain the number of the Warning Message.
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GM86 |

W
TLSProlecl;d_@ So? Resource Identity-Signal

N\

Mixing—CcrtiﬁcatcsI Dynamic—Contentl Top-Resource DEE::‘?:::_ | Script I Plug-ins | Networl(—Errorl Error-Signaling I
Insecure | Styling | Layout | AAC I

lagnsalnaudung

(1) GM86 = “The ”, Web-User-Agent , “ that has loaded two Web pages the first page was
retrieved, an Augmented Assurance Certificate was used by the TLS session. ” , TLS-Protected-
Exception, “ content such as ” , Resource-List , “ from the 7, Source , “. The” , Identity-
Signal , “ are expressed by the indicators of identity signal.”;

(2 Web-User-Agent = ?User define client name from beginning of the project? ;

(3) TLS-Protected-Exception = [ Mixing-Certificates | Dynamic-Content ]; ?Check for
existing of TLS-Protected from GM52?

(4) Mixing-Certificates = “When the second page was retrieved, under the control of”;
(5) Dynamic-Content = “The security properties will not change in a significant way once
it has finished loading. Dynamic pages can load”;

(6) Source = [Top-Resource | Dependent-Resource | Insecure];

(7) Top-Resource =“top level resource vouches for the content of all dependent resources”;

(8) Dependent-Resource = “dependent resources using validated certificates”;
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9) Insecure = “insecure web site”;

(10) Resource-List = Resource , {Conjunction , Resource} ;
(11) Resource = [“external script” | “styling” | “layout” | “plug-ins”];

(12) Identity-Signal = [ Network-Error | Error-Signaling | AAC];

(13) Network-Error = “network error for the different security presentation of the two
pages”;
(14) Error-Signaling = [“warning message” | “danger message”]; ?Check for existing of the

Error-Signaling from GMé64 ?

(15) AAC = “identity information of the owner and author of the Web page from
Augmented Assurance Certificates”;

(16) Conjunction = [ Many | Last-One J;

(17) Many = “, 7 ;

(18) Last-One =[“and ” | “or " 1;

f79819AUABINTS

The TripAdvisor that has loaded two Web pages the first page was retrieved, an Augmented
Assurance Certificate was used by the TLS session. When the second page was retrieved, under
the control of content such as external script and plug-ins from the top level resource vouches

for the content of all dependent resources. The network error for the different security

presentation of the two pages are expressed by the indicators of identity signal.
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