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{ > ” " (How do you
define a hacker?) 1

( Massachusetts Institute of
Technology) MIT
A hacker is “a talented amateur of computers,specifically one who attempts to gain
unauthorized access to files in various system
* A person who enjoys exploring the details of programmable systems and how to stretch
their capabilities,"adding that those who break into systems are actually “crackers” not "hackers"

* www.cnn.com
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o1 | “way to get into (and stay out of ) trouble” Mniversity of Windsor ' websit

c Michael Lawson . http://www.cnn.com

"Hacker ," BCM ( Sr<ro) :

80 editor-in-chief of 2600: The Hacker Quarterly and hosts a weekly radio program in New

York called “ offthe Hood"


http://www.cnn.com

(Cracker)

“The Modem Day Robin Hood.”@

08 Forester,Tom,&Perry Morrison,”"Computer Ethics:Cautionary Tales and Ethical Dilemmas
Computing” (1990) :49-50 Jeanie Konstantinou,"Computer Hackerinvasion of computer
systems,computer and the law I Friday,December 8 ,1995, INTERNET

http://wing huffalo.edu/law/complaw/complawpapers/kQnst.litmj


http://winq_huffalo.edu/law/complaw/complawpapers/kQns
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(Hacking)

Hacker: a talented amateur of computers, specifically one who attempts
to gain unauthorized access to files in various systems0*

Hacker
a: one who is proficient at using or programming a computer; a computer buff

: one who illegally enters anothers electronic system,as to gain secret information.

Webster * New World College Dictionary

The American heritage college dictionary 3rdedition
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(Computer system)

(Hardware)
(Software)
(Data)
(information)
(Procedure)
(Peopleware)
1 (



(Communication)

(internet)

(UNIX)

(Uniplexed Information and Computing System)"r IMS Windows NT, VMS

Mainframe
(Data Confidentiality)
(Data and Communication
Integrity)
" AClient)8*
OcUNIX Bell

(Hosts)



en (Assurance Against Denial-of-
Services)
(Dos:Denial-of-Services)

(Protocols)10

(IcMP)100 ping
. ' (Networks System)
LAN (Local Area Network) MAN (Metropolitan Area Network) WAN (Wide
Area Network)
. "o (Internet)
(Information Superhighway) (Cyberspace)

( pentagon)

International
Standard organization (ISO)
“1CMP
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Hacking basically means learning all there is to know about a
system,becoming immersed in the system to the point of distraction ,and being able to
fix the system if it breaks"0

Hacking

II8

Access

Federal computer law

Access

80 Charles Zepp. Virtual community - Hackers Dr. Wood .Sociology and the Internet-Spring

1999 .http:// camden-www.rutgers.edu/~wood/445/zepp.html

“ : 11 (How to Hack) (
)1
“ m " (


http://www.rutgers.edu/~wood/445/zepp.html

- (Passwords)

passwords

- Firewalls

(Outsider threat)



(Insider threat)
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Windows

(Webpage)

Windows NT,

(passwords)

UNIX,

CMOS

(user code)
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- Sniffer
01
- John the Ripper 1Cracker Jack 1 Pacecrack95

password file ( wordlist)

- SATAN Security Administration Tool for Analyzing Networks

- War dialer

"* Network sniffer software: scans TCP/IP packets for passwords that are sent

while users log into a system



/etc/passwd

/etc/passwd ,
(dictionary) ' ( /usr/dict)
/etc/passwd
Crack |
Crack
SystemV

“shadow password"



Iscr

(backdoors) ,

Internet Security Scanner, SATAN, COPS Tiger
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