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# # 5881352324 : MAJOR CRIMINOLOGY AND CRIMINAL JUSTICE

KEYWORD: Digital Evidence, Digital Forensics, Cybercrime, Proposed Policy
Kamnt Srisuwan : DIGITAL FORENSICS EVIDENCE PROVING PROCESS: AN
ANALYTIC APPROACH TO POLICY DEVELOPMENT. Advisor: Assoc. Prof.
SUMONTHIP CHITSAWANG, Ph.D.

The objective of this study is to present digital forensics evidence proving
process and policy development which included special characteristics of digital
evidence, digital forensics process, principles of digital forensics as well as policy
development by applying a variety of different sources, from the most recent
documents, case studies and in-depth interviews with scholars who involve in
digital forensics. This research found that the process to acquire digital evidence in
Thailand still remains unclear even there is a digital forensic management standard
for digital forensics, provided by the Digital Forensics Center under the Electronic
Transactions Development Agency (ETDA). There should be the policy
development that makes the digital forensic process meet the standards
demanded to comprehensible standards of practice. This research suggests that in
every step of criminal procedure for digital forensic management, particularly,
investigation process, inquiry process, gathering of digital evidence, and the digital
evidential hearing should have clear standards of conduct and practice to meet
international standards and should give an opportunity of participation to other
potential agencies in digital evidence forensics. Furthermore, there should be laws
revision or guarantees that create standards for forensics, that lead to bringing

justice to every parties in the criminal justice process.

Field of Study:  Criminology and Criminal Student's Signature .......ccoceeevvieenne.
Justice

Academic Year: 2021 Advisor's Signature .......cccceceeeeeae.
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2.3 LUIAn NQEHNEINUNTZUIUNIINTIVNGIUNEIUNANFIUAINE
2.3.1 IAINEIA1EAT WATN1TNTARNGIUNLUNENFIU "

NeNE15UTENBUNSUTIENE ate Nsuilulaymienvginssumieliing1eans
Iy Wy31 Auasegun (2560) AIne1A1ans (Forensic science) g “N131UIANUINTA
Inenmaninanuuszendld iefigaideifiasdduaiemunilenalunsisdulingune
waENITALNY”

2.3.1.1 ANUAIAYVDIURINGIAIEANS

N1581U18ANER5IL (Enhancement of justice) otlunisivdrfgilugiuves
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nUselevisanantiesu 3edinsiafiInedansulsluvaunlaeiilussdl
1) NIRTIRENUTAAYY Lagn13a1e3U (Crime scene investigation and

(3

forensic)
) nsnsvatsihite dhile duih (Fingerprint, palm print, footprint)
3) MsAsIaenals (Document) WL AsIaaneldu aneiledou
) M3R5I99175UU karnszauluvednas (Forensic ballistics)
5) N3R5 (Forensic chemistry) 1 #92973LAT129i94AUTENOUNILATIVOY
A17609 9
6) MIATIVNETANG (Forensic physics) iU ASI9384508MSEEIMVDISE
7) A1IASIINITIINY (Biological trace evidence) LUU ATIANEUN
\H0n 93
8) MIRTIANNTANY (Forensic medicine) laun UTANYS IUTARINEN
NUFNAT NURgItuAAR UANNITUNNE
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Wil Tagvhlumsfiasandssnmvemeuinguazgauszasdlunisnsaiigel
annsauenisnsoenldsl

1) M3n53lagIon1eAdl Laz®iInen (Chemical and biological analysis)

2) mInmalaensiaisnianienw (Physical experiments)

3) msasaalaeldiasosionisinermans (nstrumental analysis)

2.3.1.2 @nuiiiamguasneUMaNgIUNN T2 3nen

Lﬁaﬁmiﬂizﬁwﬁﬂgwmaﬁ’aujzjadwLﬁ“flummﬁmﬁmﬁu amuﬁlﬁﬂmqﬁaﬁjuamuﬁmn
voanszUILuMIne wasdugnduduronisiiiunsiamanedielildindmeundngiud
aansahnfigefsnsnssyiiiauasignssinin wgluafengiirousailefamniing
JuudagiiniiisuRnseunnuus wu wineuasvaiu Wintiinsnanuiiiamg
Jouigynisnsiafigatazdesdiaiiuaule Tnslanizedrsdanisasiafiusivsiy
weundngiuLiiensaaiigatimainermans uazimailduusznamnnsallilidoagud
Wie3swessBaziBenuisnd nan1sasaingnenudinaniadudeyafiansnsavanly
atfuayumsduauaevaiu uadltiduneundngiusemalunisujiinuvesdintin
Aerdesnendauinmg femaiiddladeudninnuaevaumiodaihfinsaaoud
Aawmuhbuiifesdouiuazsouimnseaniuiifous ufuddonts fRnne uazdnia
figatndefdugnisiingrafigatvesnarssneg msinermaniinisAnuiuazseusly
mszilonaaneiifingynisazdeaiisuamnaiuingnenuluaowiifiomg sudanns
Tiuuzihnsifuinvimeundngiufigndesmundnivinig evsslevigsgalunis
W lEnsIaigaumaingemans



28

2.3.1.3 HANFIUNNUAMYIAEATAUNTZUIUNITNIITUIARDIQYN
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2.3.1.4 MINGIUNANFIUUALAIVIAN VBIUAINEIAENS
2.3.1.4.1 I NWgAUNENFIY
f@Anermans Ao “AonisuinermaninnaiviuilszyndliiiioUssloviiuna
ngvane” Usglosiudenguanedinaniedldun dsglovineadfidyddludesnisoon
ngve wazUseleviveansdsduldnguunglunisasine (Enforcement)
f1i1 Criminalities Wudwinlsiunsnanssnninluussmelne axfiffunouadlfed
Tuamziamsdiia nssdrafufu Forensic science Aamenmans daazqunsvans waziy
Aduiagunlunane1ans W M52 nueay Sennsuazaa 1udu mudesuisves
asneutinfigaundnguuvisiguadnesille (California association of criminalizes) @4l#lsily
idle Jufl 25 wauaAu A, 2506 §197 “Criminalities is that profession and scientific
discipline to the recognition, identification and evaluation of physical evidence by
application of the natural sciences to law-science matter”
yNAAANMANETBIAI1 Criminalities Hoanineeansn aglddndungunasiins
M3 nuazninemans dajslunislinisiuses nsdianig n1sdiuunuaznig
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nMEAUINYIAENS
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2) mstame (Identification) Mesnudwusvalalidesuteves Identity 13nde Ay
yenn videdsfilifismiariniy lianasathdduumaunld astuvesassdiarl
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2.3.1.5 NIIIWTIUNYIUNENFIY
msrvsameundnglutugeuaiu iumssidunslasnsswesinauaouaiu
Fsmsnumamenumdngruvesiinnuasumuildieaiiosifgnsyiniauasigaillsidiu
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ArmmEskarne undngiuluafony nssrusauneIundngu suenisuils
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2.3.1.5.1 anunguazneunanguluafatg
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newnangulunafeIyIUsENaUMmE
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TngUszmsiinedomne sUsostiuanmnsoldunuanednualdnsld
3) weuing mneauie dwedlagiiganusaduneuvdngluad feaw
Usvasdiglidminaunieransaagsuinednunsvedes viengiuile
Usglevdunanvasny
4) wenuddugyMsiiey nunenuis yaradiiondnuiedlinnn Sanugaany
Frgiiaslunisleq Ssmniuvesuiduivsslenilumsitedoails
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The approved investigator must comply with the following conditions:
The research/project activities must end on the approval expired date of the Research Ethics Review
Committee for Research Involving Human Research Participants, Health Sciences Group, Chulalongkorn
University (RECCU). In case the research/project is unable to complete within that date, the project
extension can be applied one month prior to the RECCU approval expired date.

2. Strictly conduct the research/project activities as written in the proposal.

3. Using only the documents that bearing the RECCU'’s seal of approval with the subjects/volunteers (including
subject information sheet, consent form, invitation letter for project/research participation (if available).
Report to the RECCU for any serious adverse events within 5 working days
Report to the RECCU for any change of the research/project activities prior to conduct the activities.

Final report (AF 03-12) and abstract is required for a one year (or less) research/project and report within
30 days after the completion of the research/project. For thesis, abstract is required and report within 30
days dfter the completion of the research/project.

7. Annual progress report is needed for a two- year (or more) research/project and submit the progress report

before the expire date of certificate. After the completion of the research/project processes as No. 6.
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